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PREFACE

Over the past two decades, systematic infringement of intellectual property rights has
become of increasing concern to American businesses, artists and authors. Recently, the problem
has been growing much worse. The proliferation of computers and computer networks has made
the illegal reproduction and distribution of protected material much easier to accomplish and more
difficult to police. The federal law enforcement community has responded to this problem by
promoting the enactment of new laws or the reform of existing laws which prohibit trafficking in
counterfeit goods (18 U.S.C. § 2320), reproducing or distributing copyrighted works

(18 U.S.C. § 2319), and stealing trade secrets (18 U.S.C. §§ 1831 et. seq.). We have also sought
to strengthen laws protecting computers and computer information (18 U.S.C. § 1030).

To educate federal prosecutors and agents on intellectual property rights, the General
Litigation and Legal Advice Section first published a monograph on criminal copyright
prosecutions in 1989. Significant changes in both law and technology have necessitated a new
edition of the manual with an expanded focus on trafficking in counterfeit goods and a new
section on the theft of trade secrets. We hope that this edition of the manual will be a useful
resource -- at least until further changes in law and technology mandate yet another revision. In
order for us to stay abreast of the current developments in this rapidly evolving area of the law,
we would like to hear about prosecutions involving the criminal intellectual property statutes.
Please call us at (202) 514-1026 to report such a prosecution. Finally, please also contact us with
any comments, corrections or contributions regarding this manual' or for legal advice or litigation
assistance.

The manual was written by Stevan D. Mitchell and Peter J.GG. Toren with the assistance of
David E. Green, under the supervision of Scott Charney, Chief, Computer Crime and Intellectual
Property Section, and Martha Stansell-Gamm, Deputy Chief, Computer Crime and Intellectual
Property Section.

i This text is not intended to create or confer any rights, privileges or benefits to prospective or actual witnesses

or defendants. It is also not intended to have the force of law or of a United States Department of Justice directive. See
United States v, Caceres, 440 U.S. 741 (1979).
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INTRODUCTION

The emergence of a truly global marketplace has created an increased demand for U.S.
brand-named consumer goods and, unfortunately, a concomitant rise in illegal copying and
reproduction of these goods. The illicit trade in counterfeit records, films, audic and videotapes,
compact disks, computer programs and other goods has also been greatly facilitated by the ease
with which such goods can be reproduced and distributed. American companies and businesses
are losing vast sums of money as a result of this bootlegging, piracy, and counterfeiting * In
addition, in the most extreme cases, lives are being jeopardized through the unwitting use of
inferior counterfeit products.

Information, itself, has also become increasingly valuabie. With the end of the cold war,
the focus of foreign espionage is no longer directed solely towards obtaining American military
secrets, but to obtaining valuable proprietary information from U S. companies This theft of
trade secrets has also been facilitated by emerging technology.

Investigations by federal law enforcement agencies must become more sophisticated. in
the past, criminal investigations regarding inteliectual property rights mainly targeted madﬂ}f
identifiable commercial operations. Law enforcement agents would purchase pirated maten
then obtain search warrants for additional pirated or counterfeit materials available for sale to
public. Due to developing technology, however, this contraband can now be transferred

1ec§mnicaiiy in a number of ways Pirated computer programs, for example, can be copied and
transferred over the Internet to hundreds of individuals in seconds, often making these electronic
transters difficult to detect and prosecute.

Similarly, a person stealing trade secrets no longer has to physically copy documents
because much scientific and technical information is now stored on computers. Instead of
copying hundreds of pages of information on a duplicating machine, a person can download that
material onto a single computer disk,® which can be easily concealed in a pocket. The informa

on the disk can then be sent or transmitted anywhere in the world without ever engendering t
emplover's suspicions. Additionally, if a thief is able to illegally penetrate a company's comy
system, he or she can download that company's trade secrets and transmit them on internatios
computer networks without removing the originals from the victim company.

The terms "bootlegging,” "piracy.” and "counterfeiting” are sumlar but not synonymous. "Bootlepging
generally refers to the unauthorized recording and distnibution of musical performances. "Piracy” ivolves the
unauthorized reproduction of an existing copyrighted work or distribution of an infringing copy. However, the ongial
packaging or graphics of the genuine merchandise are not copied. "Counterfeiting,” by contrast, occurs wher
infringer not only reproduces and distributes infringing merchandise, but also copies the genuine packagin
product in such cases, the counterfetter is attempting to pass off his or her products as legitimate goods pro
original manufacturer,

5 inch high-density computer disk can store approximately 720 pages of text.

[



Bv %‘-nactmg felony provisions for, among other things, unauthorized reproduction or
1 copyrighted works, trafficking in counterfeit trademarked goods, and theft of trade
s has clearly evinced an intent to treat the misuse of intellectual property as a
: [ his manual begins with an overview of the protection of intellectual property,
and discusses the basic scope of copyright, trademark, trade secret, and patent law. It then
focuses on f;riminai copyright infringement, describing specific statutes and demonstrating their
application i criminal copyright prosecutions. Additional sections of the manual then address
federal laws which prohibit trafficking in counterfeit goods. The last section discusses the
nrosecution of trade secret thefts and analyzes the Economic Espionage Act of 1996. Note all
g}gasezmi@ns under this Act must first be approved by the Attorney General, the Deputy Attorney
General, or the Assistant Attorney General of the Criminal Division. Finally, attached as
Zf;ﬂeﬂ dices are a list of contact persons, model indictments, search warrant affidavits, jury
instructions, a list of state criminal trade secret statutes, and the legislative histories of the
£ opyright Felony Act and the Economic Espionage Act of 1996.
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I THE PROTECTION OF INTELLECTUAL PROPERTY -- AN OVERVIEW

A INTRODUCTION

The importance of the protection of intellectual property to the economic well-being and
security of the United States cannot be overestimated. As one court put it, "[t]he future of the
nation depends in no small part on the efficiency of industry, and the efficiency of industry
depends in no small part on the protection of intellectual property.” Rockwell Graphic Systems,
Inc. v. DEV Indus  Inc., 925 F.2d 174, 180 (7th Cir. 1991).

In many cases, civil remedies, including statutory damages, are adequate to compensate
victims in copyright, trademark, trade secret, and patent cases. However, in an increasing number
of cases, federal criminal prosecutions are warranted against flagrant infringers who might
otherwise continue to flourish despite civil actions against them. These criminal investigations
may also uncover evidence of related crimes, such as the unlawful importation of counterfeit
goods. Additionally, since the theft of American trade secrets by foreign countries and companies
is on a steep rise, only the federal government has the resources and reach to investigate and
prosecute as needed. Further, federal criminal prosecutions often deter similar crimes throughout
and across affected industries, and send a clear message to our international counterparts that
protecting Intellectual Property Rights ("IPR") is a major concern of the United States.

B. COPYRIGHTS, TRADEMARKS, TRADE SECRETS, AND PATENTS

The protection of intellectual property can be divided into four general categories.
(1) copynights; (2) trademarks; (3) trade secrets; and (4) patents. Unlike the first three categories,
patent infringement carries only civil remedies. Thus, this manual addresses violations in the first
three areas. As an imtial matter though, it is important to understand the basic scope each of
these four areas of intellectual property.

1. Copyrights

The law of copyright, in general, protects "original works of authorship" including the
following broad categories: literary works, musical works, dramatic works, pantomimes, pictorial,
graphic, sculptural works, motion pictures, sound recordings, and architectural works. 17 U.5.C.
§ 102(a). It protects only a work's expression, not its underlying ideas; for example, one cannot
copyright a machine process for manufacturing shoes. Copyright protection attaches when the

1D



fixed in a tangible medium of expression."* Once in place, it extends to the embodiment
of the work itself] protecting against unlicensed fepfc»ducnon distribution, display, performance,
or mo ii i cation of the copyrighted work. See 17 U.S.C. § 106. Remedies for infringement may
i njunctive relief, monetary relef in the form of damages (lost profits), profits (gained by
int in excess of lost profits) or statutory damages; impoundment and destruction of
material; criminal penalties; and attorney's fees and costs.

2. Trademarks

copvright is the law of authorship, trademark is the law of consumer marketing and

vertising. Trademarks are given feder al p“otectlen by the Lanham Act. 15 U.S.C. § 1051

The Lanham Act, in general, prohibits the imitation and unauthorized use of a trademark

hich is defined as "any word, name, symbol or device or any combination {used by a person] to

itify and distinguish his or her goods, including a unique product, from those manufactured or

sold by others and to indicate the source of the goods, even if that source is unknown."

(S 15S.C § 1127, If the trademark is used to identify the source of the goods as well as the

soods themselves, it is known more specifically as a service mark. The purpose of a trademark is

anify a single source of product and a certain level of quality to all consumers. Thus,

marks, unlike other forms of intellectual property, are always connected to some commercial
or itern and have no function or independent existence apart from such goods or services.

nted 'ra(:emam pr{‘i%’ tion, an app it must demonstrate that the mark is actually used,

een continuously used, in commy Remedies for infringement may include injunctive

monetary relief in thc form of damages (lost profits), profits (gained by defendant in excess

profits) or statutory damages (trebled when appropriate); seizure and destruction of

ing material; criminal penalties, and attorney’s fees and costs.

ey @
A

3 Trade Secrets

In general, a trade secret is any formula, pattern, device or compilation of information
i in a business to obtain an advantage over competitors who do not know or use it. Perhaps
the most famous trade secret is the formula for manufacturing Coca-Cola. Coca-Cola was
;a“(:(’;réed trade secret protection m 1920 i,saum ihe recipe had been continuously maintained as
a trade secret since the company's founding in 1892, and it exists to this day. See Coca-Cola
Bottling (,u. v Coca-Cola Co., 269 F 796, 799 (3d Cir. 1920).

i8¢

"A work 1s 'fixed' in a tangible medwim of expression when its embodiment 1n a copy or phonorecord, by or
under ihe authority of the author, 1s sufficiently permanent or stable to })ermai it to be perceived Iepr()ducec, or
wise commuricated for a peniod of more than transsory duration.” 17 U.S.C. § 101

3
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Until recently, with one very minor exception,’ there was no specific federal law which
criminalized the theft of trade secrets. Federal prosecutors were limited to using other laws, such
as the Interstate Transportation of Stolen Property Act, 18 U.S.C. §§ 2314 and 2315, and the
Mail and Wire Fraud statutes, 18 U.S.C. §§ 1341 and 1343, to prosecute individuals for the theft
of trade secrets. However, in recognition of this enforcement gap and of the increasing
importance of intellectual property to the economic well-being of the United States, Congress
enacted The Economic Espionage Act of 1996 effective October 11, 1996. This Act creates two
separate provisions which criminalize the theft of trade secrets. The first provision penalizes the
theft of trade secrets when the theft is done to benefit a foreign government, instrumentality or
agent.® 18 U.S.C. § 1831. In contrast, the second provision makes criminal the more common
commercial theft of trade secrets, regardless of who benefits. The Act also provides for criminal
forfeiture and permits the use of civil proceedings by the United States to enjoin violations.
Finally, it seeks to protect the confidentiality of trade secrets during litigation and provides for
extraterritorial jurisdiction when the thief is an American citizen or a permanent resident of the
United States. 18 U.S.C. §§ 1833-1837.

4, Patents

If copyright 1s the law of authorship and trademarks is the law of marketing, patents is the
law of invention. A patent can be obtained for "any new and useful process, machine,
manufacture, or composition of matter, or any new or useful improvement thereof . . "
35US8.C. § 101. A patent gives the patentee the right to exclude others from making, using, and
selling devices that embody the claimed invention.” See 35 U.S.C. § 271(a). In order to be
awarded a patent by the Patent and Trademark Office, the subject matter must be both novel and
a step beyond the prior art which, together, 1s known as "non-obviousness." See 35 U S
§ 103

Patents protect products and processes, not pure ideas. For example, Albert Einstein
could not have received a patent for his novel ideas on the theory of relativity. However, methods

information, including trade seerets, by a government emplovee.

i In general, the test of whether a foreign company can be prosecuted under 18 11.S C.§ 1831 1s whether "the
activities of the company are from a practical and substantive standpoint, foretgn government directed.” 142 Cong. Rec.
512201, 812201 (daily ed. Oct. 2, 1996). Of conrse, if this requirement cannot be met, the foreign company can sull be
prosecuted under 18 U.S.C. § 1832.

The popular notion that a patent grauts the patentec the exclusive right to make, use, and sell his invention is
erroneous. A patent gives you the right to exclude others from making, using or selling your invention. For example, if
a chair with a seat and four legs is patented by inventor A, inventor B may obtain a patent for a chair with a seat, four
legs and an armrest, but this patent does not allow him to make, use, or sell his chair because that would infringe A's
patent for a chair with four legs and a seat.



for using this theory in a nuclear power plant are patentable. Unlike copyrights, patent rights do
not vest until the patent is granted although, pending approval, the substance of many patent
applications may be protected under trade secret laws. Since June 8, 1995, upon grant, patents
last for a maximum of 14 or 20 years from filing depending on whether it is a design or a
functional patent. Remedies for patent infringement include injunctive relief, damages (which may
be trebled for willful violations), attorney's fees in exceptional cases, and costs.

There are no federal laws that criminalize patent infringement.® This perhaps reflects the
difficulty of proving that a person infringed a patent with the requisite mens rea for a criminal
violation, given the possibility of independent creation and the arcane nature of the patent
approval process conducted by the United States Patent Office. Kent Walker, Federal Criminal
Remedies for the Theft of Intellectual Property, 16 Hastings Comm/Ent. L.J., 681, 686-87

(1994).

# As of this writing, Congress has not provided criminal penalties for reproduction or distribution of goods that

infringe patents. Congress has relied instead on affording plaintiffs a civil cause of action that makes treble damages and
attorney's fees available for willful nfringement. See 35 U.S.C. §§ 281-294. The only federal criminal statute currently
dealing with patents makes it a felony to make, forge, counterfeit, or otherwise alter letters patent, or to pass or publish
same knowing them to have been forged. 18 U.S.C. § 497

Trade secret laws might be available in cases that otherwise closely resemble the misappropriation or wrongful
use of patented concepts. It may take years, for example, for a patent application to be fully processed and for a patent to
issue. In the intervening years, the information contained in a patent application may be entitled to trade secret
protection under state laws or under the recently enacted Economic Espionage Act of 1996.

4



I THE PROTECTION OF COPYRIGHTS

A INTELLECTUAL PROPERTY ENTITLED TO COPYRIGHT PROTECTION

The substantive copyright laws are codified in Title 17 of the United States Code, which
sets forth requirements and procedures for obtaining copyrights. Copyright protection only
extends to certain types of property, defined by statute and subject to constitutional limitations.
These constitutional and statutory constraints are discussed below.

Historical Grounds for Copyright Protection

The Constitution gives Congress the power to enact laws designed "{t]o Promote the
Progress of Science and Useful Arts,” by securing for Limited Times to Authors and Inventors the
exclusive Right to their respective Writings and Discoveries." U.S. CONST art. I, § 8, cL. 8. The
first Copyright Act that Congress passed under this power only protected "books," "maps” and
“charts " See Act of May 31, 1790, ch. 15, 1 Stat. 124.  The Supreme Court has since made it
clear, however, that Congress' constitutional authority in the area extends well beyond written
works to other media. As the Court has noted, this authority is not defined in a "narrow literal
sense but, rather, with the reach necessary to reflect the broad scope of constitutional principles.”
Goldstein v, California, 412 U.S. 546, 561 (1973). Thus, the term "Author," in its constitutional
sense, has been read to denote an "originator,” or one "to whom anything owes its origin." Id.
{quoting Burrow-Giles Lithographic Co. v. Sarony, 111 U.8. 53, 58 (1884)) Similarly the word
"writings" has been construed broadly "to include any physical rendering of the fruits of creative
intellectual or aesthetic labor.” Id. Thus, Congress' constitutional authority to establish
copyrights reaches all tangible media of artistic expression, including photographs, motion
pictures and sound recordings. See Goldstein, 412 U.S. at 562 n.17. Congress has exercised this
authority, providing federal copyright protection to an increasingly broad range of intellectual
properties. See Goldstein v._California, 412 U.S. 546, 562 n.17 (1973).

Congress initially relied upon civil sanctions to protect copyrights. Beginning in 1909,
however, Congress also imposed criminal penalties for certain types of copyright infringement.

5

Under usage of the time, "Science” was the subject matter of copyright, "Useful Arts” the subject matter of
patents.

(¥, ]
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approach,” Congress has gradually expanded the role of federal law enforcement in this field
Dowling v. United States, 473 U.S. 207, 225 (1985).1°

Prior to 1976, copyrights were protected in this country through a dual system. The
tederal government provided limited statutory rights for intellectual property, while state statutorv
and common laws established roughly equivalent protection for a range of intellectual properties.
This dual system was, quite accurately, characterized as “anachronistic, uncertain, impractical, and
nighly complicated.” H.R. Rep. No. 1476, 94th Cong., 2d Sess. 1, 130, reprinted in 1976 UJ.S.
Code Cong. & Admin. News, 5659, 5745 (1976). Under this system, federal statutory copyright
protection differed from common law copyrights, and state statutory and common law copyrights
varied from jurisdiction to jurisdiction.

In 1976, Congress fundamentally changed this system by introducing a single preemptive
federal statute. 17 U.S.C. § 301."" "Section 301 in effect establishes a two-pronged test to be
applied in preemption cases." Crow v. Wainwright, 720 F.2d 1224, 1225 (11th Cir. 1983),
cert. denied, 469 U.S. 819 (1984). See also Daboub v. Gibbons, 42 F.3d 285 (5th Cir. 1995},
Rosciszewski v. Arete Associates, Inc., 1 F.3d 225 (4th Cir. 1993). Under this preemption test,
the states are precluded from enforcing penalties for copyright violations if (1) the intellectual
property at issue falls within the "subject matter of copyright" as defined by federal law and
{2) the claimed property rights are "equivalent to" the exclusive rights provided by federal
copyright law. Wainwright, 720 F.2d at 1225-26. The copyright act now precludes state criminal
prosecutions for acts of copyright infringement. In all instances criminal prosecution for a
copyright violation is possible only within the federal system.

In recent years, Congress has significantly broadened the scope of federal copyright
protection. Federal law now protects artistic expression fixed on new types of media. For
example, federal copyright protection now extends to sound recordings, computer software, and
other forms of eiectromc data. See 17U.S.C. §§ 102(a)(7) 117; see also Applt (,‘\mpmc i_;jzc

1984). Video games are also now entltled to federal copyrlght protectxon. See Atarz (,@‘ es
Corp. v. Oman, 888 F.2d 878 (D.C. Cir. 1989); United States v. O'Reilly, 794 F.2d 613
(11th Cir. 1986) (citing Midway Mfg. Co. v. International Inc , 704 F.2d 1009 (7th Cir.),

' Prosecutors are advised to check the current status of 17 U.S.C. § 506 and 18 U.S.C. § 2319, the core criminal

copynght statutes. At the time this manual was being prepared, Congress was considering several bills which would
againt amend the criminal copyright statute and its penalty provisions.

" The federal preemption provision, 17 U.S.C. § 301(a), provides that:

On and after January 1, 1978, all legal or equitable rights that are equivalent to any of the exclusive
nights within the general scope of copyright as specitied by § 106 in works of authorship that arc fsxzj ma
tangible medium of expression and come within the subject matter of copyright as specified by §§ 102 and
103, whether created before or after that date and whether published or unpublished, are governed exclusively
by this title. Thereafter, no person is entitled to any such right or equivalent right in any such work under the
common law or statutes of any State,
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‘ongress has acted to significantly enhance criminal pu‘ait
gement o of certain copyrights were increased dramatically in ]
319, and were extended in 1992 to cover all types o wp‘ r;g i$)
1wow may constitute a felony under federal law if at least ten i 1
copyrighted work with a value of $2,500 or more are made or Glsmbuteﬁ in
1? Yu S C f; ?3 19. Further on Septcmbc.,r 13, 1994, Congreﬂs made a

§ ’;%‘ifé and on Ezﬂy 2 19963 Congress ameﬂ{isd 38 U‘;i;

redicate offenses under RICO.

2. Requirements for Copyright Protection

"As the text of the Constitution makes plain, it is Congress that nas been assigned the task
of defining the scope of the limited monopoly that should be granted to authors . . . in order o

give Lh‘“ public apgrcwme access to their work product.” Sony Corp. v. Universal City Studios

o

xﬁ

7,429 (1984). Thus "the protection given to copyrights is whelly statutory
X i‘{%:fsé}? vhile iifu, remedies for g,opvng:,h? infringement fema confined to
i by Congress.” Thompson v. Hubbard, 131 U.S. 123, 151 (3¢ 3‘5*

M’

thor sh;: fixed in any tangible medlum m g{xpressxon now known ¢
; iﬂfi ‘rf\rf; which they can be perceived, reproduced, or otherwise communicated,
directiy or with the aid of a machine or device.” 17 U.S.C. § 102(a). There are two prima
components to this statutory definition. First, a work must be "original " In addition, that work
must be "fixed in any tangible medium of expression.” The requirements of originality and
fixation set the outer limits of federal copynght protection. Finally, while copvr'g_hf rotects
exists from the time of the creation of a work, see 17 U.S.C. §§ 101, 102(a), infringement ac
may only be brought with respect to those works which have been registered with the Registe
p} rights. Therefore, this section also briefly explores copyright registration, and t
ow optional) inclusion of the copyright notice on the work itself

a {riginality

Originality is the "sine qua non" of copyright protection. Feist Publications, Inc. v. Ru
Telephone Service Co., 499 U.S. 340, 348 (1991) However, the standard for i,"lg“’l ality is

minimal. The originality necessary to qualify for copyright protection calls for independent




creation, not novelty. As one court has stated,
means i’*\ai: the particular work owes iis Q;’, 11

necessary.” Alfred Bell & Co. v. Catalda F X d O ;
work 1s not "original” if it is simply a copv r work exssting in the public domain:
however, for a work to be "original " an duthi’ ecds only m contri gutf:. something more than a
1" variation -~ something rec omz*?z?",iy “
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"merely trivial SeE8.
Teievision v. McDonald's Corp., 562 F 2d 1137, 1163 n S (9th Gy 1977 E‘, }iaiié;; & Son
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v_Snvder, 536 F.2d 486, 490 (2d Cir), cert_denied, 429 1) §
arrangement of otherwise non-copyrightable infsmraf%cm Im.fj
Publishing Co. v. Mead Data Central, Inc, 799 F.2d 1219 {8
court's issuance of a preliminary irsjunctwn prohibiti
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from including Westlaw's "star pagination’ %"M'& to
computer-assisted legal research), cer
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Note, however, that to qualify for protection th 4 t oy
the ordinary. The alphabetical listing of names in the white mgm 3! phone haok, for instance,
does not meet the requirement of originality. Feist Publications Inc. v, Rural '?Pimhme “%é“rvice
Co., 499 U.S. 340 (1991). This originality requirement does not involy
artistic quality of a work. An author's Quﬁfibm on may be copyrightal
original, without regard to how poorly the as o1k 1

v. Milton Bradiey Co., 313 F.2d 143, 146-47

b. Fixed medium of expression

The fixation requirement of a copyright is defired by i7 U 5.C. § 101

A work is "fixed" in a tangible medium of expre
copy or phonorecord, by or under the au?bar%’z f the a ﬁﬂr;r
permanent or stable to permit it to be perceived, reproduced, or
communicated for a period of more than transitory duration. »%
sounds, images, or both, that are being transmitted, is "fixed” for %%e pur
this title if a fixation of the work is being made simultaneousty with its
transmission.

Within the broad parameters set by the origwality and fixation requirements, all works of
authorship are entitled to copyright protection  These works include, but are not iimited to



(4 b1 ﬂanmmm}es (5) pictoral, graphic,
cordings;" and (8) architectural

copyright 1s techmcally created at the moment a particular work is fixed,
t is a prerequisite to any infringement action, civil or criminal. See 17
S y United States v. Backer, 134 F.2d 533, 535 (2d Cir. 1943). A work
need not be z’f:gsst”sn prior to an act of infringement, but rather before a civil or criminal case 1s
filed However, o be entitled to recover statutory damages and attorney's fees 1n a civil case, the

%

work must have been registered prior to commencement of the infringement for which such

remedies are sought. See 17 US.C. §412

mly the completion of an application, a $20 filing fee, see
}f the work (or significant portions of the work) with the Library of
')8 While the process of registration normally takes several months,
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,xatm,s are oflen capable of assisting individual copyright
hagﬁ&rsa tion of litigation. A certificate of registration, if
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Q:)Qdiul m any tangible medium of expression,
: ,ludm the overall form as well as the arrangement
include individual standard features.” 17 U.5.C.
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Mature of the Rights Protected by Copyrights

1to describing the works that are entitled to copyright protection, Congress has

ve i gn s that a copyright confers on the owner. Federal law grants the owner

A3y L

xclusive right to reproduce, distribute, ané ﬂu’z}i;f‘}y dis splay or pe erform the

, as well as to prepare derivative works based upon the original copyrighted

15.C § 106(1)-(5). "An unlicensed use of the copyright is not an infringement unless

with one of the[se] specific exclusive rights conferred by the copynight statute”

Un*ﬁvefsai City Studios, Inc. 464 U.S. 417 447 (1984) (citing Twenticth Century
v. Aiken, 422 U.S 151, 154-55 (1975))."" Therefore, these five exclusive rights

gh th,-, universe of acts which may constitute copyright infringement.

, rﬁemgol

w

blished by a copyright is limited in aaﬂg}

r work, 1.e., to the expression of some ide:
oly inor rights to the underlying ideas, concep
e 17 U.5.C. § 102(b) ("In no case does copyr
€, process, system, method of operatior
Therefc ore, the rights of a copyright owner are infri
priation of a particular work, and not by the use of similar ideas or concepts
nt work."” Similarity in expression is not infringing to the extent that ferlving
dictates the manner in which it is expressed. In such cases ideas and expression are said to be

v grounds.

freatise on copynght law explains:

cv ratonale underlying the Act's exclusion of ideas from copyright pr
tus to a mere idea would permit withdrawing the idea
pen ¢ authors, thereby narrowmg the fieid of

Thas effect, 1t is reasened, would hmdsr rather than

3,12, "the progress of science and useful ars”

FEVer, ihcu I ‘m"mht WO Ld not give Qnakebpem‘ ?:1 exclus
lovers Dl:i\,s or to exclude others from writing a play based on that 1dea
{ighway, The Law and Lore of Copyright from Gutenberg 1o the Celestial Ju
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-opyright protection is unavailable in order to prevent the de facto monopoly over
er-Tregoe Inc. v Leadership Software Inc., 12 F.3d 527, 533 (5th Cir))
d 115 8. Ct 82 (1994); see also Merritt Forbes & Co. v. Newman Inv. Secs.,
? Sup 3. 943, 951 (S.D.N.Y. 1985) ("where an underlying idea may only be conveyed in
: or less ste remyped manner, duplication of that form of expression does not constitute
gement, even if there is word for word copying.") (citation omitted).

4 Limitations on Exclusive Rights

The exclusive rights conferred by 17 U.S.C. § 106 are subject to a series of statutory
fimitations. The first set of limitations is described in 17 U.S.C. § 107 through § 120. Essentially
these sections provide that certain specific uses of a copyrighted work do not violate the
copyright. For the most part, these narrow statutory exemptions do not present problems of
proof in criminal cases. Indeed, only one of these exemptions has constituted a significant issue in
criminal prosecutions. That exemption is the "first-sale doctrine.” This doctrine, which is now
codified at 17 U.S.C. § 109, is discussed in detail at "The first sale doctrine in criminal cases,"
infrap 27,

The monopoly created by a copyright is limited in another respect. The Constitution
authorizes Congress to enact legislation "securing for limited times to Authors and Inventors the
exclusive Right to their respective Writings and Discoveries.” U.S. CONST. art.1, § 8, ¢l 8
(emphasis added). Thus, Congress is explicitly prohibited from creating monopolies in perpetuity
g lectual property and legislation providing for such monopolies must be limited in

el
duration

Historically, the American copyright system set these limits by providing copyright
protection for a fixed period beginning from the date of either publication or registration of the
work. In 1976, however, Congress departed from this statutory scheme and adopted a system in
which copyright protection began with the creation of the work and "endure{d] for a term
consisting of the life of the author and fifty years after the author's death.” 17 U.S.C. § 302(a).
This rule now generally defines the duration of copyrights obtained on works created after
January 1, 1978, In addition, Congress has provided special rules relating to works created prior
to January 1, 1978, but not published or copyrighted until after that date, and to works
wyrighted prior to January 1, 1978. See 17 U.S.C. §§ 303-04. Copynights owned by
u\fﬂoraaom are accorded special treatment under the "works made for hire" provision of the
Copyright Act. 17 U.S.C. § 101.%° The employer or the corporation is considered the author of a
work made for hire by an employee of the corporation. 17 U.S.C. § 201(b). See also Trenton v.
infinity Broadcasting Corp., 865 F. Supp. 1416, 1426 (C.D. Cal. 1994). Because the life of a

* 17 U.S.C. § 101 defines a "work made for hire" as "a work prepared by an employee within the scope of his or
her emplovment.”
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corporate author cannot be fixed, the duration of a corporate copyright created on or after
January 1, 1978, instead of a life plus fifty term, endures for a term of seventy-five years from the
year of first publication of such work, or a term of one hundred years from the year of its
creation, whichever expires first. See 17 U.S.C. § 302.

It 1s now clear, particularly since passage of the Computer Software Copyright Act of
1980, that computer software is entitled to copyright protection.”” While computer programs

i1

Prosecutors should be aware that investigating and prosecuting computer software cases 1s fundamentally
different from cases based on the more traditional copyright schemes, like those involving the illegal copying and
distribution of copyrighted motion pictures and sound recordings. Many of these differences arise from the fact that
computer sofiware is reproduced and distributed in a digital, as opposed to an analog, recording format. Digital
information can be reproduced, stored, and transported in ways that are qualitatively diffcrent from the ways we are
accustomed to reproducing, storing, and transporting analog technologies.

Analog technologies, such as those employed to create phonograph records, analog sound tapes, or
videocassetie tapes, operate by capturing electromagnetic patterns that represent (or are analogous 10} the sounds or
pictures themselves. Those patierns are then caphured on some storage media capable of representing these rapidly
changing patterns. For example, to produce a phonograph record, sounds are converted into the motion of an instrument
that literally "carves” representations of those sounds into a master copy. Almost identical copics of the master are then
reproduced, whereupon, on playback, the motion of the stylus is retranslated back nto sounds for listening. One result
of this method is that the recording 1s invariably an inferior reproduction of the original performance, and each
successive copy of a copy is invaniably shightly inferior to the copy from which it was made

Recordings made through digital media, by contrast, depend on an intermediate translation process, whereby
individual sights or sounds are nterpreted into a string of binary characters -- "1's" and "0's" -- which are recorded not as
constantly varying analog representations, but as successive binary characters. Thus, recording a digitally encoded
signal 1s simply a matter of recording the successive strings of binary characters, the "1's" and "0's,” in the same order in
which they appeared in the original. As a result, recordings can be reliably and accurately accomplished by relatively
inexpensive equipment. Additionally, duplication does not have to take place in anything approximating "real time "
and so high quality copies can be produced in seconds.

Perhaps the most significant consequence 1s that, to one who recetves a digitally encoded recording, there 1s no
discernable degradation in quality from the onginal. That is, if the binary strings are faithfully reproduced in the copy,
then the end product -- be it a computer program, sound recording, or motion picture -- will be identical in quality to the
onginal. This fact carries consequences for those seeking to investigate and prosecute crimes nvolving digital
technology. For one thing, 1t 1s no longer a relatively simple matter to determine, by reference to the recording itself
whether 1t 1s a copy or an original, or where it might fall along the duplication chain. It also follows that, unfortunately
for the vietim of pirating offenses, there is no natural end to the distribution chain: there is no point at which successive
generations of digital duplicates will become qualitatively unacceptable to the consumer.

23
22

Pub. L. No. 96-517. § 10, 94 Stat. 3028 (1930) (codified at 17 U.S.C. §§ 101, 117).

For an overview of some of the challenges of proof encountered in copyright hitigation pertaining to computer
(continued. )
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are generally treated as literary works for QC‘QE‘ig w4 asiaw
ental Library, Inc., 797 F.2d 1222, 1234 (3d Cir. 1{1987),1

some cases they may qualify as audiovisual works. They almost certainiy quaiify as such in th{e
ideo games. See Red Baron-Franklin Park v. Taito Corporation, 883 F.2d 275, 278
1989), x,ert _denied, 493 J.S. 1058 (1990). Computer software is copyrightable in both
surce code™ and object code™ and without regard to whether it is used to facilitate human
mteraction or merely used to give operating instructions to computers. See Apple Computer, Inc,
v. Frankhin Computer Corp., 714 F.2d 1240, 1246-49 (3rd Cir 1983, cert. denied, 464 U S.

1033 (1984}, It also can be copynghted without regard to the medrum in which it is fixed,
whether on magnetic or optical media, or printed on paper, or embedded in a computer chip. Id.
at 1249. Thus, criminal charges may arise not only from infringing copies on traditional magnetic
storage media like disks and {ap&s but also from iilegal copies of computer code contained on
computer " hns fagM €g Lmtee States v. Hay es, 800 F %upp 1575 {S D ’C)hi{s §@92}
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'iiru Teman d, ié F. ?sd 1222 (6th Cir. }i)x)d if“h ed “Qtates V. Lnnf; 94() F '?d 314, ;19 (8t h Q;r

91} {court upheld ucfendam s conviction under § 506(a) for copying 205 bytes from a computer
hm which contained 16,384 bytes). Even the tcmporar},z loading of an unlicensed copy of a
opvrighted computsr program in a computer's random access memory {(RAM) has been held to
constitute an infringing reproduction of copvrighted software. See, e.g., MAI Systems Corp. v
Peak Computer, Inc., 991 F 2d 511 (9th Cir.), cert. denied, 510 U.S 1033 (1994), Advanced
Computer },erwces v. MAI Systems Corp., 845 F. Supp. 356 (E.D. Va. 1994). Similarly, the law
is likely to be applied to so-called "multi-media” works, which are similar to audiovisual creations.

ks, which

, protections for digitally encoded works have become greater. The October 1992
“opyright Act create a felony for ful infringements of f:opvrwhfe(*
71 etat ed discussion of 18 U.S.C.

1S.C §506, 18USC. f;
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Software violations are by no means limited to "over the counter” sales of computer
diskettes containing infringing products. Rather, owing to the efficient manner in which computer

i1 Johnston, Towa

ard an Bffective Strategy 1n Software Copvright Litugation, 19 Rutgers Comp. &
: investipators are the author's discussions of
mg. id at 107,

33, Particularly useful 1o crimmal proseout

g and proving mirmgement, 1 at 103, and evidence of ¢
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Source code 1s the original symbolic coding which programmers use to write coinputer programs. 111s
comprehenstble 1o humans, but not to the computer that must execute it. Someone who steals source code can see how
the program works and cannot only duplicate the program, but can modify it. The source code for a program can be also
an extremely valuable trade secret.

11
the form 1o

Ubject code (also called executable code) 15 :h source code must be converted for i 1o be
bva cmﬂpmer It 13 comprehensible to computers but not to most hunans, This 1s the form in which computer

ams are sold or licensed 1o the public.
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software pirates will become applicable to those other types of copyright cases arising in an
electronic environment.
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. CRIMINAL REMEDIES FOR COPYRIGHT VIOLATIONS

As previously noted, the criminal law now assumes greater significance in the protection
of copyrights. This development is, in part, a consequence of the burgeoning trade in unlawfully
reproduced records, tapes, films, and computer software. 1t is also a direct result of the increased
attention paid to copyright issues by Congress and by federal law enforcement authorities.

The federal copyright statute, contained in Title 17 of the United States Code, provides
for several separate criminal sanctions. At the outset, 17 U.S.C. § 506(a) imposes criminal
penaities on certain acts of copyright infringement, and carries the most severe penalties of any
Title 17 offense. Section 506(a) makes reference to 18 U.S.C. § 2319, which contains specific
penalties and additional criminal elements. Section 506 also provides lesser criminal sanctions for
conduct which does not constitute copynght infringement but which nonetheless undermines the
integrity of the copyright system. See 17 U.S.C. § 506(c)-(e). Further, in 1994, Congress
created 18 U.S.C. § 2319A, which expressly covers the unauthorized fixation of and trafficking in
sound recordings and musical videos of live musical performances. Pub. L. No. 103-465, Title V,
§ 513(a), 108 Stat. 4974 (1994). These criminal provisions are discussed in seriatim.

A, CRIMINAL COPYRIGHT INFRINGEMENT: 17 U.S.C. § 506(a) AND 18 U.S.C.
§2319

The principal criminal statute protecting copyrighted works is 17 U.S.C. § 506(a). In
1982, special provisions for motion pictures and sound recordings were added to provide felony
penalties for first-time offenders. While the criminal prohibition remained enumerated at
17 U.S.C. § S06(a), the felony penalties for unlawfully reproducing or distributing motion pictures
or sound recordings were placed in § 2319 of Title 18. Individuals convicted for the first time of
large-scale infringement® involving sound recordings or audiovisual works were subjected to a
maximum penalty of up to five years' imprisonment, a $250,000 fine, or both.

In 1992, Congress again amended § 2319. Pub. L. No. 102-561, 106 Stat. 4233 (1992)
This section, as amended, now provides in part:

(a) Whoever violates section 506(a) (relating to criminal offenses) of
title 17 shall be punished as provided in subsection (b) of this section and such
penalties shall be in addition to any other provisions of title 17 or any other law.

¥ The 1982 statute had made it a felony to reproduce or distribute, during any 180-day period, (1) at least 1000
phonorecords or copies infringing the copyright in one or more sound recordings or (2) at least 65 copies infringing the
copyright in one or more motion pictures or other audiovisual works.

17

.



Any person who commits an offense under subsection {

section --

(1) shall be imprisoned not more than S years, or fined in the
amount set forth in this ttle, or both, if the offense consists of the
reproduction or distribution, during any 180-day period, of at least
10 copies or phonorecords, of 1 or more copyrighted works, with
retatl value of more than $2,560;

2) shail be imprisoned not more than 10 years, or fined in the
amount set forth in this title, or both, if the offense 15 a second or
subsequent offense under paragraph (1); and

{3) shall be imprisoned not more than 1 year, or fined in the amount
forth in this title, or both, in any other case.

These new penalties make 17 U.S.C § 506(a}, which incorporates {8 U.S.C
nce, an effective criminal deterrent against the infringement of copyrights. ™

The 1992 amendments have made it possible to pursue felony sanctions for
pes of copyrig sed works, incl id,rﬁf a:@m::;a;zer software and copyrighted d:
: to uﬁuﬁmnn involving reproduc

1. The Elements of Criminal Copyright Infringement

There are four essential elements to a charge of criminal copyright infringement.

to obtain a conviction under § 506(a), the government must demonstrate:

(1) that a valid copyright exists;

iy

0 Note that 18 1J.8.C. § 3571 increases potential penalties for certain categones of offenders; 1
necessary (o consult both §§ 2319 and 3571 in order to ascertain the maximum fine.

1

When amending the penalty provisions relating to criminal copyright infringement, Congress el
distinctions between types of copyrighted works, some of which, such as phonorecords and motion pic
been afforded higher protections. Now, copyrighted computer software and other forms of electroni
property are protected to the same extent as records and motion picture films. These amendments alsc m
provisions more generally applicable to smaller commercial operations by lowering the felony threshel
' s vajued at more than $2,500. See Pub. L. No. 102-561, 106 Stat. 4233 (19923
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advantage or private financial

gamf’
v. Manzer, 69 F.3d 2 ir. 1995) (infringement of computer
thte descrambler modules); i *d States v. Hux, 940 F.2d 314, %‘a‘{i
Cir 1991, Umtﬂ States v. Wise, 550 .24 1180 (9th Cir), cert. denied 434 U S. 929

[

977). Conspiracies to violate the Act can be prosecuted under 18 U.S.C. § 37

The mitial element of a crin scution under 17 U.S C. § 506(a) is that the v
has a valid copyright, which may be sstb’:?eﬂ bv demonstrating that the formal reguisites
copyright registration have been satisfied. In many instances, registration of a copy r:gg ht ca
proven simply by obtaining a certificate of regisiration from the Register of Copyrights, |
certificate of registration "made before or within {?v years after the first publication 0* EE:
shall constitute prima facie evidence of the validity of the cspvrirzht ST uUsS C
also United States v. Taxe, 540 F 2d Gz‘:i 966 (9th Cir)) (in criminal case, cert: f cate
registration provided prima facie p i ixation}, cert_denied, 429 U S 10

o

Where a copyright i’ﬁRiS’I":ﬁ-o' cert duced, the burden shifts to the fie’rmaa?i o
present evidence of copyright invalidity, exist of a license, or a defense to the infringement

3
OoA T 114

See e.g., Autoskill Im v Na 1onal 1«@1&4&& ynal Support Systems. fnc. 994 F 2d 1476
Cir), cert. denied, S10 U.S. 916 (1994} If the defendant contests the validity of a ¢
prosecutor must make an mdependeﬁ evidentiary showing that a copyright is w“d
involve showing that the copyright was not v%‘mmeé by fraud and the registration certif
genuine

b. Infringement

Once the validity of the copyright is established, the government must then prove ti
defendant "infringed"” that copyright. fkh;té’mwih t} term "mfringement” is not defined,
the copyright statute, 17 U.S.C. § 501(a) provides that: "[a]nvone who violates any ¢
exclusive rights of the copyright owner as provided by { US.C §§ 10610 120] .. isan

A minority of courts also require that the gos vernment prove the absence of a first sale, and thus some cases
refer to this as a fifth element. However, the majority position is that the defendant must raise the first sale as an
affirmative defense, and that the lack of a first 126 ahegf:d 1 L”lf. ;ﬂdmmem ?‘19 d JbTIYu&,
surrounding ifs use, and its role in criminal copyrigh
criminal cases,” mfrap. 27.




right® Thus, the ¢

o (=

exclusive rights conferred ona csv;rl
include the right to prepare derivativ

3, " ) W
106(4)-(5). along with % mht to reproduce and distri%zﬂe copies m the work.
106(1) ). Therefore, any unauthorized exercise of these rights will constitute an
i will give rise at 1 toa oivil in

pement claim by the copyright holder

Note, however, that the felony provisions of 18 IJ,\,AC Q 2319 apply only when the
oﬁ’bnse “consists of the reproduction or dmmh ton, dzmnv 180-day penod of at least 10

Sor ph@norecard% of 1 or more ¢o ' v’i* a retai aluif of more than

"Copies” are define

matert

obrects, other than phenorecords, i whe

o

YOrkK 18

fater dev (.i("?(‘d and from which the work can be peréct

ixed by any method now known or
produced, or otherwise commurucaied,

either directly or with the aid of a machine or dex

: 4¢~_zs§114 g Tl eriat
5 OHICIUAcs Ui maie

other than a phonorecord, in which the werk s first Dxed. 17 § 101

Reqmz‘mu a mumum of lf cnyies was intended to exclude from felony prosceution "children makmg copies
\ ' copvrighted v

ving a relatively low retail value ”
i ong. & Admin.

' The Commmuttee also noted:
The phrase "of one or more copyrighte it
works of authorship to meet the required numbe
defendant's reproduction of 5 copies of a copyti CESINE COMpUler progra
retail value of $1 300 and the reproduction of § pvrighted spreadsheet wmpuf-:r
program also having a retail valne of $1,300 N'Lhd wusf‘ the requirernent of reproducing 10 copies
having a retail value of at least $2,500, if done within a 180 day period
Id at 5, U.S. Code Cong. & Adrmn. News

The dratting Committee left the term "retail vaive” "dehiberaiely undefine
the price at which the work is sold through 1 o hal retail channels. HLR. Rep. No. 997, 102 Co
2d bc’:ssk,a 6 {Oct. 3, 1992), reprinted 1n 1992 U8, Code Cong. & Admin. News 3569, 357

The Commitice acknowledged, however, that copyrighied works can be infringed ¢ nch)rc a retail value has b
established -- such as is the case with software "beta-test” versions. (Beta test copies of software are those still unde;
development that have not yet been sold to the public. They are cirenlated to select users for testing and evaluation. At
the time they are circulated, however, the copyright h(‘xldcr n‘w not have estabhished the eventual retail price.) The
Committee left it to the court, in such cases, to look w the g\.stui retail price, the wholesale price, the replacement
cost of the Hter, or financial injury caused to the copyright owner." Id. at7, 1992 U.S. Code Cong. & ;‘\dn% n. Mew
3575, In any case, 1t seems clear that the Ve.*m “retail value” in this provisi
the infringed ttemn, 1.¢., the legitimate ttem tf
with the approach takr‘:n under the Semcn“"

was intended to refer to the retail value
10 be true even though 1t appears to confl
Suidelines, which | \nlf for sentencing purpeses, 1o the value of the

{continued .

H
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was mfrmped. Thi
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~
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ction of derivative werks} remains a m}sdefﬁeanﬂr Simi ia“‘igf if the ?owmfﬁeﬁi i?a i *s
ove :ha the offense involved the requisite number of infringing copies (10 or more), reproduced
fistributed within the requisite period (180 days), or did not meet the 'equmte retail value
2,500), the offense will be treated as a misdemeanor. See 18 U.S.C.

n cases alleging felony violations, proof of infringement typically invoives evidence that
the éefendam produced or sold unauthorized copies of one or more works. Note that
iwement can exist even when the defendant has not "stolen” the original work -- indeed, even
bought a legal copy from which he has made the illegal ones  The copyright owner need

deprived of possession of, or use of, his or her work in order for infringement to occur
wer, the copyright laws protect an individual's ng hts in a creative work, which may inciude the

foe)

o distribute, or not distribute, as the owner please

Generally, infringement is established by direct evidence of copying. Sid & Marty Kroffi
, sion v. McDonald's Corp., 562 ¥.2d 1157, 1162 {Sth Cir 1977). However, since the
actual copying of the copyrighted work is not often provable, circumstantial evidence may be used
to prove that (1) the defendant had access to the copyrighted work and (2) that defendant's work
subs id}?y similar to the copyrighted material. Computer Associates Intern. Inc. v. Altay,
2d 693, 701 (2d Cir. 1992); See also Kamar Intern. Inc. v. Russ Berrie & Co., 657
‘} (6th Cir. 1981).

It is unnecessary to demonstrate that an allegedly infringing article is identical to the
inal work in all respects. See United States v. O'Reilly, 794 ¥.2d 613, 615 (11th Cir. 1986)
d. infringement may be shown by simply demonstrating a "substantial similarity" between
*mal work and the suspect copv See ez, Hueh ms, v Universal City Studios, Inc,
{1980}, McCullock v. Albert B Przu,
2d ’5 26 (9th C1r 198”) A L,opy has heen held to be "substantially similar” to an
Gr,ggiaai werk where “the [copy] is so similar to the [originai] work that an ordinary reasonable
person would conclude that the defendant unlawfully appropriated the [copyright owner's]
prote ctible expressmn by takmg material ot substanue and vaiup fxtari Enc v. North A;mu ican

JS. SS { 1982). 'Ihls s;andard focuses on the s;rnﬂdrmes bei‘weeﬁ the two works, raﬂ'w, than on
any differences that may exist between them, Thus, "it is enough that substantial parts i@i a
copyrighted work] were lifted; no plagiarist can excuse the wrong by showing how much of his
work he did not pirate.” Q'Reilly, 794 F 2d at 615 (quoting Sheldon v. Metro-Goldwin Pictures
Corp., 81 F.2d 49, 56 (2d Cir)), cert. denied, 2938 U.S. 669 (1936)). 1t should be emphasized that
a finding of substantial similarity between a copyrighted work and an alleged infringing work

imnu di
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requires more than evidence of adherence to the general ideas expressed, because ideas in and of
themselves cannot be copyrighted. See 17 U.S.C. § 102(b). ("In no case does copyright
protection . . . extend to any idea, procedure, process, system, method of operation, concept,
principle, or discovery, . . .").

In practice, this substantial similarity is generally demonstrated through a stde-by-side
comparison of the suspect copy with an authentic original. In several instances, defendants have
argued that the government must compare these allegedly infringing copies against the originals
maintained on file at the Registry of Copyrights in order to satisfy its burden of proof on this
issue. See O'Reilly, 794 F.2d 613 (11th Cir. 1986), United States v. Shabazz, 724 F.2d 1536,
1539 (11th Cir. 1984). While some courts have agreed "that it is 'better practice’ for the
government to compare the counterfeit material with the duplicate registered with the copyright
office," O'Reilly, 794 F.2d at 615, no court has accepted this defense argument. Thus, any
authentic duplicate of the original may be used for the purpose of making this comparison.

In cases of copyright violations involving computer programs, it must also be determined
whether or not existing copies were lawfully made pursuant to the provisions of 17 U S.C.
§ 117.°° If so, there has been no infringement.

Finally, the concept of infringement includes a host of statutory exceptions to the
exclusive rights created by copyright. For the most part, these statutory exceptions do not create
problems of preof in criminal cases. In fact, many of these limitations involve conduct which is
already specifically exempted from criminal liability by the heightened proof requirements of
17U.8.C. § 506(a) and 18 U.S.C. § 2319. For example, 17 U.S.C. §§ 110 and 118, which
concern non-profit performances and displays of a copyrighted work, do not affect criminal
prosecutions, since such prosecutions are limited to acts of infringement undertaken "for purposes
of commercial advantage or private financial gain." See 17 U.S.C. § 506(a).

1 17 U.S.C. § 117 states:

copy of a computer program to make or authorize the making of another copy or adaptation of that
computer program provided:

(1) that such a new copy or adaptation is created as an essential step in
the utilization of the computer program in conjunction with a machine and that it is
used in no other manner, or

(2) that such new copy or adaptation is for archival purposes only, and
that all archival copies are destroyed in the event that continued possession of the
computer program should cease to be rightful.

Any exact copies prepared in accordance with the provisions of this section may be leased,
sold, or otherwise transferred, along with the copy from which such copies were prepared, only as
part of the lease, sale, or other transfer of all rights in the program. Adaptations so prepared may be
transferred only with the authorization of the copyright owner.
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{Oyher hmitations, whiis

theoretically applicable in criminal cases, have little practica
mnpact on the gov

g emmeﬁ% burden of proof. For example, the equitable ' fd.ﬂ' use” do ;‘zr»cg
codified at 17 U.S.C. § 107, limits the exclusive rights of a copyright owner ¥ While seri

r use may and often do arise in civil copyright infringement cases, as a practical
fair use doctrine should not impose any additional burden on the government in a

criminal infringement action. The prosecution 1s already required by 17 U.S C. § 506(a

$

questions of fai
matter, the {

SR o
LG

demonstrate willful infringement conducted for purposes of commercial advant agf; or priv ate

financial gain. Proof of these elements, if sufficient, would virtually preclude any defense of non-
infringing fair use **

Willfulness

0

To establish criminal intent, the government must prove that the defendant wilifilly

infringed the copyright. See 17 U.S.C. § 506(a). The Supreme Court has recognized that "ihi‘:
meaning of the word "wiliful” in criminal statutes has many meanings and "its construction i

~influenced by its context." Ratzlaf v. United States, S10 U.S 135, 114 5. Ct. 6

Notwithsta

¢ the provisions of sections 106 and 100A [exclusive rights in copyrighted
. the fair use of a copyrighted work, including such use by reproduction in copies or

ecords or by any other means spectfied by that section, for purposes such as Cm‘;uqm
cormment, nows reporting, feaching (includmg multiple copies for classroom use), schol
research, 1s not an imrmgt*mw? of copyright. In deternuning whether the use made of & worl
particular case 1s a fair use the factors to be considered shall include-

phomsz

(1) the purpose and character of the use, including whether such use1s of a
commercial nature or is for nonprofit educational purposes,

the nature of the co

ighted work,

whole: ar

ipon the potential market for or value of the copynighted work.

The fact that a work is unpublished shall not itself bar a finding of fair use if such finding is made upon
consideration of the above factors.

¥ Throughout progressive revisions to the criminal copyright laws, Congress has been careful to emphasize that
the heightened mens rea element "serves to leave outside the reach of the criminal law losing parties in ordinary b
disputes such as those involving reverse engineering of computer programs or contract disputes over the scope of
licenses. . . In cases where civil liability is unclear -- whether because the law is unsettled, or because a legittmate
business dispute exists -- the Committee does not intend to establish criminal liability.” HR. Rep. No. 997, 102 Cong
2d Sess, at 5, repnnted in 6 U5, Code Cong. & Admin. News 3569, 3573 (1992).

business
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M”}

; 1g Spies v. United States, 317 U 5.
n the copyright context a willful act must be "an act intention:
United States v, Wise, 550 F.2d 1180, 1194 (9th Cir), cert. ¢
infringement also implies that "the act was commutted by a def
it was “'Ohlb!ted by law, and with the purpose of violati

: in good faith.” United States v. Cross, 816 ¥ 2d 297
1t¢ es v. Manzer, 69 F 3d 222, 227 (8th Cir 399‘3} %’ vid
bore a ¢ pynght notice was sufficient to put defendant on
innocent infringement™).

efining willfulness, courts |

ing or infringing -- feguﬁa
d \f h Circuits, holds that "wilif

cd States v. Backer, 134 F.2d :33

e copies made . . . "), United States v 3RO

zm"" vacated in nart, 540 F 2d 961 (9th ( fig %9}

another way, there 1s no defense for mistake of law

The majority view, however, requires intent to infringe
the government must demonstrate a "voluntary, 1
United States v. Moran, 757 F. Supp. 1046
persuaded finder of fact that he believed his practice of
works by producing one and only one additional copy was permutt
mnsimcuen then, provides a significant e> :'?“‘zoﬂ to
excuse.” Indeed, under this construction, if 3 tri
aware of the laws prohibiting copyright infringen :
believe his acts infringed, 1t might constitute a damwt o na, Criny
however, constitute a defense to civil infringement, as L infringement remains a atris ity
tort. It is thus crucial, in criminal cases, to amass evidence of intent 1n order to anticipate and
rebut this "lack of intent” defense.

and

tentional v

of f:::;: W

d. Commercial advantage or private financial gain

Beyond demonstrating willfulness, the government must
in an act of infringement "for purposes of commercial advantag DIIVa ial gz
17 U.S.C. § 506(a). Here the emphasis should be placed on "purposes.” im 1 1S I
whether any profit was, in fact, realized. See United States v, Taxe, 380 F. Supp. |
(C.D. Cal. 1974), aff'd in part and vacated in part, 540 ¥.2d 961 (9th Cir. 1976),
cert._denied, 429 U.S. 1040 (1977). All that is required is that the defendant
infringing conduct with the hope or expectation of profit. See, e.g, United S
¥.2d 297, 301 (7th Cir. 1987); United States v. Shabazz, 724 F 2d 1536

td



rt. dented, 434 U.S. 929 (1977). The
s requirement has been to exclude from
apymgbts :aomly for fhexr own permmz

cund the requisite commerctal or financial purpose to be

s See Unied States v Cross, 816 F.2d 297, 301

the presence of these seventeen second-generation videocassettes
es may rationally mf ¢ rise to the inference that they were maintained

Similarly, the court stated in United States

An employee identified specific tapes made in bulk under appellant's direction as

E”f’:pi‘@éiiﬁ{id for local and out of state sale. The appellant sold pirate tapes,
;mz“cz wholesale customers, and ah; ped large quantities of tapes out of state.

is evidence is sufficient to show that the tapes produced were made with the

intention to make a profit. i 13 not necessary that he actuaily made a profit. The

only re m%remcm 15 that lw engaged m business to hopefully or possibly make a
211

1 Cir v, Wise, SS0F.2d 1180, 1195
denied, 434 U S. 929 (1977)), United States v. Moore, 604 F.2d 1228

=

,"q;;

&
i

Two different m m}zois of showing profit are often relevant in copyright cases: discrete
v transactions and barterin

morn

Discrete monetary transactions

s,
fam—
g

Ewvidence of "‘i%{:”ﬂ‘ﬁ monetary transactions (i.e., the selling of nfrlr‘glnﬂ works for a
particular pri , of course, the best evidence of financial gain. Nonetheless, 1t is not
necessary to p such di evidence, igzd%:r:ad, uch a stringent requupmem would 1ignore the
piam ﬁ{:a“*‘n.% ¢ statute, Whéi.; requires ¢ e showing of commercial or financial purpose

Thus, for

.,n%is:ﬁ the rcq isite commercial purpoae may be
1at the offenders ziispiaye an intent to use software "libraries” they have

assembled to attract subscribers to their builetin board, who are then required to pay a fee for the

privilege of accessing the mpw‘mmed material *’ Another example would be a computer store or

~omputer bulletin board

TR TN S
P%tawhszw d by showing 1

s that do not overtly advertise a part

alar fee for aceess may advertise and collect fees covertly, of




ipment manufacturer ("OEM," see "Computer Software,” supra . 12) that bundles
IngIng 50 ft ware with ¢ Qmpu ter hardware, and thus undercuts its g{;mpethors who
ensed copies of software in the price of a complete computer system,

Bartering

A similar rationale should support the appropriate prosecution of so-called "bartering”

[n bartering schemes, people trade infringing copies for other infri inging items on either a
for-one exchange 9; hrough the use of credit or "points” systems. It is a common
sconception that if in 'ﬁgers fail to charge subscribers a monetary fee for infringing copies, they

cannot a‘ze held to have engaged in criminal copyright infringement. Prosecutors should ar gue that
the term "for purposes i commercial advantage or private financial gain" does not require the

payment in money for the infringing merchandise, but includes payment by trading anything of

ue. Further, "it 1s irrelevant whether there was an exchange for value so long as there existed

hope” of some gain. United States v. Moore, 604 F.2d 1228, 1235 (Oth Cir. 1979). Thus,
when "bartering” results in the unauthorized dissemination of substantial amounts of infringing
product without recompense to the copyright holders vigorous prosecution is fully consistent
with the purposes of the criminal copyright statute.*

Further, several civil cases lend support for the criminal prosecution of "barteri
schemes that are run through computer bulletin board systems. In Sega bEnterprises, Ltd. v,
Maphia, 1996 WL 734409 (N.D. Ca, Dec. 18, 1996), the plaintiff accused the defendant a
owner and operator of a bulletin board system, of distributing the plaintiff's ¢ ~opyrighted mmpmer
The district court granted plaintiffs motion for summary judgment for copyright
The court ﬁrst rcasoned that the defendant f‘id not dfre tly miringe \ega 5

.

aciuailv upioadmg or down]oadmg mfrmgmg copies. Id. at 8. AccordmL to the court, whethu
the defendant was aware that the users of his BBS were nfringing Sega’s copyright was not
relevant on whether the defendant directly caused the copying to occur. The court, however,

found the defendant liable on the theory of contributory copyright inft ingement because defendant

(..continued)
may have done so at some time in the past for a particular purpose. Some boards may allow access by the general
put lic, but may vperate "pirate areas,” known as sub-boards, for the benefit of only a small subset subscribers.

These privileged \u{m. ribers may obtain access to otherwise closely guarded pirate arcas throuéh pqwnent of an access
fo

computer bulletin boards, for example, a system operator may offer to sdbsczf{zcr% a certain number of
its” if the subscriber provides to the operator of the system (the " sysop”} certain valued computer
DIDErAms or mfemadon The subscriber may then redeem his or her accurnulated r"omts for other programs or for
gezzera] “download time." For purposes of prosecution, it should not be relevant whether the subscribers " pay” for
access privileges in cash or in kind.
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knew that his users were uploading and downloading copyrighted computer games, and the
operation of the BBS induced, caused, or materially contributed to the infringing activity. Id. Of
particular importance, the court noted that defendant did more than provide the site facilities for
known infringing conduct, he actively solicited users to upload unauthorized games, provided
instructions on how to download infringing software and sold copiers to facilitate the
downloading of games. Id. In a finding relating to the barter issue, the court denied defendant’s
fair use defense emphasizing that the unauthorized copying of Sega game cartridges caused a
substantial adverse impact on the potential market for the copyrighted work. The commercial
character of the unauthorized copying weighed against a finding of fair use. Id. at 10. The court
also found defendant liable for federal trademark infringement. See "CHARGING BOTH
CRIMINAL COPYRIGHT AND TRADEMARK VIOLATIONS," p. 68.

e. The first sale doctrine in criminal cases

The first sale doctrine is one of the specific statutory restrictions that Congress has placed
on the exclusive rights of copyright owners, and it can constitute an issue in criminal copyright
prosecutions. Criminal defendants frequently contend that they believed that the works they were
selling had been the subject of a legitimate first sale. Moreover, in several instances copyright
convictions have been overturned because of inadequacies in the government's proof on this issue.
See, e.g., United States v, Goss, 803 F.2d 638 (11th Cir. 1986); United States v. Atherton, 561
F 2d 747 (9th Cir. 1977). For this reason, federal prosecutors should have a clear understanding
of the first sale doctrine when considering whether to bring a criminal copyright case.

The first sale doctrine limits the copyright owners "exclusive rights" to authorize or
distribute copies of a copyrighted work to the public under 17 US.C. § 106(3).*' It provides that
a sale of a "lawfully made" copy terminates the copyright holder's authority to interfere with or
control subsequent sales or distributions of that particular copy. 17 U.S.C. § 109(a).** See
United States v. Moore, 604 F.2d 1228, 1232 (9th Cir. 1979) ("where a copyright owner parts

A 17 U.S.C. § 106 provides:

Subject to sections 107 through 120, the owner of [a] copyright under thus title has the exclusive rights to do
and 1o authorize any of the following:
#* %k
(3) to distribute copies or phonorecords of the copyrighted work to the public by sale or other transfer
of ownership, or by rental, lease or lending.
“ The subsection, entitled "Limitations on exclusive rights: Effect of transfer of particular copy or phonorecord,”
provides i pertinent part:

Notwithstanding the provisions of section 106(3), the owner of a particular copy or phonorecord

lawfully made under this title, or any person authorized by such owner, is entitled without the authority of the
copyright owner, to sell or otherwise dispose of the possession of that copy or phonorecord.
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i in short, through the ihr;,i sale doctrine, fhe first puruhawer and any
dlasar of ihat specific copy of a copyrighted work receives the right to sell, display
or aispuse of hus copy of it. He does not, however, receive the right to reproduce and distribute
additional copies made from that work. Thus, if copyright owner A sells a copy of a work 1o B,

B may sell that particular copy without violating the law. But if B makes any unauthorized copies
of that work, he violates the law.

subsequen

Since the first sale doctrine never protects a defendant who makes unauthorized
reproductions of a copyrighted work, the first sale doctrine can only be a successful defense to an
allegation of copyright infringement by distribution. In such instances, a defendant may argue that
he merely redistributed an otherwise authorized and legally made copy of a copyrighted work. i
is “mpﬁrran* to note {hat the ﬁz‘ct %ai'* do P*{’ne can be successfu ly mvoked by a defendam only

umuthon/cd zhe f;rsz sale do“fﬂne does not apply. ,ﬁ:g_e_g United States v. Drum, /3,, Fadi
1507 (Lith Cir ), cert. denied, 469 U.S 1061 (1984). "Thus, where the source of copies is
untawtul, the doctrine is not nnplicated " Id (citing United States v. Moore, 604 F 2d 1228, 1232
(9th Cir. 1979) ("|a] pirated copy that 1s reproduced from the original recording without
authorization is plainly not the subject of a first sale.")); see also United States v. Powell, 701
F.2d 70, 72-3 (8th Cir. 1983). Therefore, if B knows that the copies he possesses are
unauthorized, he cannot defend an infringement claim by arguing that other, unrelated copies 3
the subject of a first sale. Accordingly, it may be sufficient to show, as is possible with some
types of programs, that the particular program was not licensed to the individual who posse
1t. Many software Lompamea keep records of authorized licensees fﬂr just this purpose. |
oo, that when the defendant later distributes a legally acquired copy, if he keeps an addit
copy, even a "backup” copy, this unauthorized copy can serve as the basis for a charge of
infringing reproduction.

s
asen

i

Further, the privileges created by the first sale principle do not "extend to any person who
has acquired possession of the copy or phonorecord from the copyright owner, by rental, lease,
loan, or otherwise, without acquiring ownership of it." See 17 U.S.C. § 109(d). Most cc
software s distbuted through the use of licensing agreements. Under this distribution sy
the copyright holder remains the "owner" of all distributed copies. For this reason, alleged
infringers should not be able to establish that any copies of these works have been the subject of
first sale. Thus, if A, the copvright owner, simply loans a copy of his work to B, B obtains no
owrnership mterest in the work and is unable to assert first sale as a defense to an infringement
action. This 15 an important limitation, as the distribution systems for some artistic works, 1
notably motion pictures and computer sofiware, rely on licensing agreements, leases or othes
devices to transfer possession of copies of a copyrighted work. Under these distribution systems,
the copyright holder remains the "owner" of all distributed copies.

huter

Although courts agree that the first sale principle applies to criminal prosecutions,
not agree on the burden of proof. Several cases suggest that in criminal copyright prosecutions

3
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the United States must prove that copyrighted work was not the subject of a first sale. See, e.g,

i;uu&i States v. Sachs, 801 F.2d 839, 842 (6th Cir. 1986); United States v. Powell, 701 F.2d 70,

72 (8th Cir. 1983); United States v. Wise, 550 F 2d 1180 (9th Cir)), cert. denied, 434 U.S. 929
{1977y, xjmted S?ates V. Atherion 561 F. Ed "4"“’, ”49 (9th Cir. 1977); United States v. Drebin,

that the issue of a hrst saie is an aﬁﬂrmatne defense ti‘a,t must be raxsed by the defendant See
¢.g . United States v. Larracuente, 952 F 2d 672, 673-4 (2d Cir. 1992) (holding that, as in a civil

case. the government need only prove ownership of a valid copyright and unauthorized copying),

United States v. Goss, 803 F.2d 638, 643-44 (11th Cir. 1986); United States v. Drum, 733 F 2d
1503, 1507 (1 1th Cir.), cert. denied, 469 U.S. 1061 (1984).%

(H Proving absence of first sale

In circuits where the first sale doctrine 1s considered an element of the offense,
demonstrating the absence of a first sale can present significant problems of proof because the
evidence on this point may often be circumstantial. Some defendants have argued that the
government must completely account for the distribution of all copies of a work in order to carry
its burden on this question. This would require, in effect, that the government trace the

distribution of every lawful copy of a copyrighted work, an unreasonable burden because the most

frequently pirated works also tend to be among the most frequently purchased and widely
distributed.

“ The legislative history of the copyright statute supports the view that the first sale doctrine was intended as an

affirmative defensc to copynight infringement:

During the course of its deliberations . . . the committee's attention was directed to a recent court
decision holding that the plaintiff 1n an infringement action had the burden of establishing that the
allegedly infringing copies in the defendant's possession were not lawfully made or acquired. . .. The
committee believes that the court’s decision, if followed, would place a virtually impossible burden on
copyright owners, The decision is also inconsistent with the established legal principle that the
burden of proof should not be placed on a litigant to establish facts particularly within the knowledge
of his adversary. The defendant ia such actions clearly has the particular knowledge of how
possession of the particular copy was acquired, and should have the burden of providing this evidence
1o the court. It is the intent of the commiltee, therefore, that in an action to determine whether a
defendant is entitied to the priviiege established by section 109(a) and (b), the burden of proving
whether a particular copy was made or acquired should rest on the defendant.

1R Rep. No. 1476, G4th Cong., 2d Sess 1, 80-81, reprinted in 1976 U 8. Code Cong. & Admin. News 5659,
56594-95
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mment has been consister
1228, 1232 (9th Cir. 197¢

5 a

iris. As stated in United States v

he government can prove the absence of a first sale by showing that the {copy]
uestion was unauthorized, and 1t can establish this proof not only by evidence
» the distribution of that [copy] but also by circumstantial evidence from
which a jury could conclude beyond a reasonable doubt that the recording was
never authorized and therefore never the subject of a first sale.

6}; United States v. Drum,
ted States v. Whetzel,
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under the “first sale
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- best and easiest way of meeting
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opies have been obtained itlegitimately, a jury may infer that no valid first
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showing that the works In question were dmmmm’i exclusively through loans and leases. Since
‘nc first sale defense is premised on a sale and the ?mnsfe of title, evidence that the copyright
, s0id ne op es of the work effectively negates this cl
357 F.2d 1316, 1326 (9th Cir), cert, den 3
} ce of first sale through evidence that the iever been sold or
tfaﬂ'%ierred, licenses fransferred limited rights for dists f‘ ex n of the films for a
limited ¢ z@‘nm are not "sales" for purposes of the first sa % dmmmﬁ w;th United States v.
$2d 747 (9th Cir. 1977) (government failed to prove the absence of first sale of'a
ber of ih;;;, including "Airport" because, although the copyright owner never "sold" copies, it
matred A%é C Television Network to permanently retam copres. These transfers fell within the
definition of first sale, and ABC Television could have been the source of the movie copies sold
by detendant)). See also United States v. Sachs, 801 F.2d 839 (6th Cir. 1986).
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elony charges, the government must show that a defendant engaged in the

£i%s

tribution, during any 180-day period, of at least 10 copies or phonorecords,

d works, with a retail value of more than $2,500." 18 U.S.C.
rer than ten copies have been copied or distributed, or if the copies have a
caiue of less than $2,500, the offense 1s a misdemeanor. See 18 U.S.C. § 2319(b)3).
o a defendant often makes unauthorized copies of numerous copyrighted works
ver of different rights held by a copyright owner, it 1s not always easy to draft
urately reflects a defendant’s actions.* While there are no hard and fast
umber of general factors that are worth noting

Fanay

10 or More Copies

matter, while reproducing or distributing ten or more copies of a copyrighted
snstitute a felony violation, a prosecutor should not maximize the number of counts

states that in order to promote the fair administration of justice as well as ¢

. Attorneys should charge in indictments and informations as few separate
s are reasonably necessary to prosecute fully and successfully and to

- a fair sentence on conviction. To the extent reasonable, indictments
tions should be himited to fifteen counts or less, so long as such a
tation does not jeopardize successful prosecution or preclude a sentence
appropriate to the nature and extent of the offenses involved.

4

3; 11

> or distributed by the defendant in the requisite period and charging

the indictment

in charging copyright infringement cases may avoid challenges to the indictment under theories
1y,
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However, because the criminal copynight statute does not require that all the copyrights
be in the same class or be held by the same copyright owner, a defendant can still be

ed of a felony for reproducing or distri %‘utﬂa a total of 10 copies of different copyrighted
as long as they are of the required value and if done 1n the specified ume. According to
legisiative hustory:

e

the pnrase 'of one or more copyrighted works' 1s intended to permit

aggregation of different works of authorship to meet the required number

of copies and retail value. For example, a defendant’s reproduction of §
[‘185 of a copyrighted word processing computer program havmsz a retail

e of $1,300 and the reproduction of 5 copies of a copyrighte

-areadﬂ?‘e computer program also having a retail value of $1, 3} would

f‘y the requirement of reproducing 10 copies having a retail value of

, 1f done within a 180 day period.

s

H R Rep No. 997, 102 Cong. 2d Sess, at 6 (1992, reprinted in US. Code Cong. &
Admin News 3569, 3574 {(1992).
Wher'e the defendant met the felony minimum by reproducing one class of copynghted
materials (e g., 10 copies of a copyrighted word processing program having a retail value of
2,600}, and also reproduced 10 copies of another computer program copynighted by a different

author and worth more than $2.500, he 5Pez.i 1 be charged with two felony counts. The legislative
history of the criminal copyright statute and its successive revisions makes clear t that the statute
seeks to protect each individual's copynighted work. Therefore, as a general rule, charging a

endant with separate counts for violating each of the dlﬁﬁ*"i? it ¢ ;‘\;’rﬁgm: best reflects the
underiving purpose of the statute.

a‘“"J

Further, since reproducing a "collective work™* or a" compilation"* constitutes multiple
violations of the Copyright Act, and one of its goals is to protect the individual's copyrighted
work, it is proper to charge separate infringing acts against each individual victim as separate
offenses. Thus, for example, where multiple copies of separate copyrighted works are contained
on a single videocassette tape or CD-ROM disk, the statute permits multiple charges, assuming of
course that the other requirements of the statute can be met.

4%

17 U.S.C. § 101 defines a "collective work” as a "work, such as a penodical 1ssue, anthology, or encyclopedia,
in which a number of contributions, constituting separate and independent works m themselves are assembled into a
collective whole.”

"“é The copyright statute defines a “compilation” as a "work formed by the coilection and assembling of preexisting
materials or of data that are selected, coordinated, or arranged in such a way that the resulting work a5 a whole
constitules an original work of authorship. The term ‘compilation’ includes collective works.” 17 U.S.C.

§ 101



Also, computer software is often sold with accompanving instruction manuals. These
guides and manuals often are costly to produce and are usually copyrighted. Illegal reproductions
of both the software and the instruction manual can and should be charged as two separate counts
of infringement

Another exception to this "one count per work” rule may well lie in the area of sound
recordings. The infringement of scund recordings generally imnvoives not one, but two separate
acts of infringement -- one for the musical work (i.e, the notes and lyrics) and another for the
separately copyrighted public performance of the work. Thus, each type of infringement should
be charged in different counts. In addition, some courts have held that the appropriate units of
prosecution for infringing a record album can be each méwzd al band or song. See United Sta
v. Taxe, 540 F.2d 961, 966 (9th Cir. 1976), cert. denied, 429 U.S. 1040 (1977).

In order to charge a felony vioiation of the criminal copyright statute, the government
must also prove that the infringing copies have a total retail value of more than $2,500. In an era
where, for example, even the most basic computer programs often can cost more than $100, this
rarely proves difficult. However, the value of the infringing goods becomes more of an issue in
sentencing. See "Sentencing Guidelines,” infra, p. 37.

iz 45

c. Fquitable charging considerations

In addition to the statutory clements, equitable factors may affect charging choices
Scarce investigative and prosecutive resources have prompted many offices to set strict monetary
thresholds in copyﬁght cases as well as other economic crimes. The guidelines may be keyed to
the amount of the defendant's financial gain or the amount of the victim’s financial loss. Some
United States Attorneys' Offices set guidelines of $100,000 or mere.

Although resources are limited, intellectual property crimes may merit some exceptions to
strict dollar thresholds for several reasons. First, guidelines keyed to the amount of a defendant’s
profit may vastly understate the victim's loss.*” Second, copyright prosecutions can be important

47

The copyright holder possesses not oniy the right to reproduce and distribute a given work, but also a limited
right to control its distribution and reproduction. This includes protection against diminution in vatue of & Copyr );,htcu
work caused by the mere appearance of infringing works in the marketplace. The value of a copynghted work is
diminished by counterfeit copies regardiess of the price for the counterfeit 1tem because the victim loses a share of the
potential market. In addition, the copyright holder's market share is further diluted by subsequent reprodu 1
distribution of infringing products. Such harm, though perhaps provabie and foreseeable, is not addressed b

{continued. )

(8]
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cting nascent technologies. Third, because copyright infringement is a fed
preemption, if a defendant s not prosecuted federally, he or she will not be pr

2 a»ﬁ’}

Further, some charging decisions demand careful consideration of the speci

' the defendant. In other words, if the defendant has engaged in the co
: work, as compared to "bootlegging"* or "piracy,"* serious consxdﬂraﬂc-n

ging the defendant even if the conduct does not meet the statutory minimum

i tf‘d ‘srates A*tomev s Oftice. Counter teltmg is usua}}\ more senous mdn bootles =5

o umitate 1is packagmg 1o makc i ooh hke genuine merchand;se Thus, zeur
letracts from potential market share of the copyright holder, but also may cr
defrauding the consumer and injuring the victim's reputation by leading the co

0

18 purchasing an authenhg product.”™ Often such counterfeiting schen
’i‘e{é? as copyright infringement and 11‘3(2*{1131}( Loumerfer{mg See "CHAR

AL COPYRIGHT AND TRADEMARK VIOLATIONS," infra p. 68

Another factor to consider when making a charging decision is the exteni o
remedy  Because both the copyright and trademark schemes create extensive civil
holders of mtellectual property rights, prosecutors should consider what civil remedies h:
al been obtained or may be available, and whether such remedies might be suf

behavior For example, in the trademark context, the Lanham Act expres:

< parte seizure of offending material by an aggrieved party, see 15 [

the imtial prices charged or profits made by a defendant for infringing products. Last
stantial damage to hi& or her reputation by having wferior items marketed as genumne hic
t might be appropriate to consider not only the number of infringing items made
. the price at which they were s0ld, and the normal retail price for non-infring
he nature of the market to wh;ch such infringing items were offered and the thr
tial damage for legitimate item

.-ﬁ:‘_

1y

482

Beotlegging oceurs most frequently with sound recordings, and traditionally involves rele
nf‘é'f‘amlances not recorded by the copyright holder. However, no effort is made to "legitimize” the ur
recording. Cousequently, the buyer usually knows exactly what he 1s purchasing,

Piracy involves the unauthorized reproduction or distribution of an existing copyrighted
1¥ 207,209 n.2 (1985}, Pirated copies, like bootlegged coptes, are general
nature 15 abvious to the public.  Piracy is by far the most prevalent type of infringement, as it requir:
copying of an existing work through the use of readily available technology such as a tape recorder, videocassetic
recorder, or computer disk drive.

30

Duning the redrafting of § 2318 in 1981, the drafling committee expressed the position, shar
Department of Justice, that counterfeiting is a more serious crime than traditional piracy. "Counterferting

only the .. . industries, but also the consumer by leading him to believe that he is purchasing an authentic
tep. 274, PubA L. No. 97-180, at 8 {1981,

Hep.

(7S}
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the same result may be sought
extraordinary remedies.”

ifringement who 1s we

The availability of a civil remed
making a charging decision. Civil ren

however, should not be the only factor to conside
may prove futile under certain circumstances.
Infringers may be judgment proof, or m: e transferred thetr money outside the United
This may be particularly true in software fringement cases, because an mfringer can reprod
large numbers of high quality copies with cnly minimal investment.** [n such instances, a criminal
sanction may be the only meaningful deterrent. Further, the infringer’s actions may be so
egregious as to warrant criminal prosecution.

Finally, if infringement continues after entry of a permanent imjunction or civil consent
decree, civil sanctions clearly have fatled. The s:x%‘;i ence e of a previous civil order also supports a
charge of criminal contempt under 18 U S.C. § 401 >

3 Other Possible Charges: Money Laundering and RICO

In 1994, C ongress added copyright infringement under 18 US.C. §2
violations that constitute "specified s.;ns:z,am, activity” under the money §aundeﬁﬂg sta

18 U.S.C. § 1956, Thus, proceeds earned | ndant from copyright in
form the basis for a charge of money lat

i David Nimmer has suggested that b k
articles, 17 U.S.C. § 503(a), with a request under the
U.8.C. § 1651(a), copynight plaintiffs may be able
at 10. Note, however, that the mere fact that an ex parte scizure may hav
necessarily preclude prosecution. Rather, such mught p
prosecution, since the prosecutor need only subpoena the
material to acquire evidence, Id.

H00 Supreme Court rules, and bx, nv omng ﬂl& /
o oblain a trulv ex : seizure order. See Nimmer, sy
cen obtained by a victim should not
tthe Onm)mlmty for a refatively simple and cost efl:

In Internet and computer bulletin board
modem can result m the reproduction and é!ztnuw 1
copvrighted works.

iy modest expenditure in a personal comp

- even thousands of exact duplications of

“ Ad 3
underlying offense, cven 1f same act or ac :
against the court's jurisdiction, while the s an offense agaimnst the laws of the Umted 25
See, ¢.g., United States v. Mitra, 220 F. Su 4 {5 TINY. 1963) (defendant who threw chair at an Asssstant
United State Attorney during tial summarily held in coiminal conternpt, then later charged for same act with assault on a
federal officer).

1COUS Prosecut tion of a crimmnal contemnpt and Sie
The conternpt is ‘sepafatﬂiv charged as

54

For a detailed discussion of the clemnents of money laundering 326 for Department of Justice policy see
U.S.AM. 9-105.000 and Meoney Laundering Federal Prosceution Manual, June 1994, Money Laundermg Sect

{continu
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This is an important development because the penalties for a violation of § 1956 are
substantially greater than for a copyright violation. A violation of § 1956 carries maximum
potential of a twenty-year prison sentence and a fine of $500,000 or twice the amount involved in
the transaction There is also a civil penalty of not more than $10,000 or the value of the funds
involved in the transaction, whichever is greater.

More recently, Congress enacted The Anticounterfeiting Consumer Protection Act of
§ 1961 to include § 2319 within the definition of "racketeering activity." A violation of RICO
carries a maximum penalty of twenty years imprisonment and includes a possible fine of "twice the

o

gross profits or other proceeds” of the racketeering activity. 18 US.C. § 1963, In light of the
greatly increased penalties under §§ 1956 and 1963, it is strongly recommended that prosecutors
consider charging money laundering and a RICO violation in connection with a serious violation

of IBUSC §2319°%

4. Juvenile Prosecutions

Federal criminal law does not permit prosecution of juveniles (defined as those who have
not attained their eighteenth birthday, 18 U.S.C. § 5031), absent narrowly defined exceptions.
While some of the violations described in this manual may be comrmtted by juveniles, these cases
will rarely be prosecuted federally

Where violators are later found to be juvemies, federal investigators should consider
turning over available evidence to state agencies for consideration under state "truth-in-labeling”
or "true-name-and-address" laws.*® Federal prosecutors may also consider initiating tederal in
rem forfeiture actions against the instrumentalities used by juvenile violators. These in rem
actions depend only on whether certain property was used to manufacture infringing copies, not
on any criminal proceedings. 17 U.S.C. § 509. See "Civil forfeiture,” infra p. 48.

(...continued)
United States Department of Justice.

% The federal preemption provision, found at 17 U.S.C. § 301, essentially precludes states from enforcing

penalties for copyright violations if the intellectual property at issue falls within the "subject matter of copyright” as
defined by federal law and if the claimed property nghts are “equivalent 10" the exclusive rights provided by federal
copyright law. However, state statutes that prohibit the sale of goods failing to bear the true name and address of the
manufacturer are a possible alternative to federal enforcement. See "ALTERNATIVE STATE REMEDIES,”
p. 50.




5. Penalties for Criminal Copyright Infringement

a. Statutory penalties

The penalties available for criminal infringement are found at 18 U.S.C. §2319 A
defendant, convicted for the first time of violating 17 U.S.C. § 506, can be imprisened for up to 5
years and fined $250,000 or both for the unauthorized reproduction or distribution, during any
180-day period, of at least 10 copies or phonorecords, or 1 or more copynghted works, with a
retail value of more than $2,500. 18 U.S.C. §§ 2319(b), 3571(b)(3).

The maximum sentence is increased to 10 years' imprisonment, a $250,000 fine, or both
for defendants who previously have been convicted of copyright infringement under 18 U.S.C.
§ 2319(b)(1).Y

Finally, a defendant found guilty of a misdemeanor violation can be sentenced to up to one
misdemeanor violation occurs if the defendant violated rights other than those of reproduction or
distribution; if he made or distributed fewer than the requisite number of copies; or if the copies
did not meet the statutory minimum value; so long as the other elements of 17 U.S.C. § 506(a)
are satisfied.

b. Sentencing guidelines

Sentences for the offenses of criminal copyright infringement and trademark counterfeiting
are now both determined by reference to § 2B5.3 of the United States Sentencing Commission
Guidelines Manual ("Sentencing Guidelines") which sets the Base Offense Level at 6 ** It also
establishes, as a Specific Offense Characteristic, that if "the retail value of the infringing items
exceeded $2,000," then the guideline level is to be increased by the corresponding number of
levels from the table in § 2F1.1 (Fraud and Deceit) which are based on "loss." The Commentary
further makes clear that the term "infringing items,” as used above, "means the items that violate
the copyright or trademark laws (not the legitimate items that are infringed upon).”

Py

Note that by tying the severest sanction to copyright recidivists, 18 U.S.C. § 2319 introduces an additional
clement into plea negotiations. In cases mvolving individual and corporate defendants, prosecutors may wish to press
for individual pleas, since those pleas could be used in subsequent prosecutions to enhance a defendant’s sentence.

% Effective November 1, 1993, the previous § 2B85.4 (Criminal Infringement of Trademark) was deleted in its

entirety and consolidated with § 2B5.3, which now controls criminal infringement of a copyright or trademark. See
Sentencing Guidelines Appendix C, amendments 481 and 482
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The Sentencing Guidelines thus unequivocally require consideration of "the re )
the infringing items." It is not entirely clear, however, what "retail value" means in this context.
"Retail value" is usually associated with the sale of the legitimate items because such items are
normally sold after considering the manufacturer's suggested retail price, and are distributed
through conventional retail channels. By comparison, the "retail value" of infringing item

estabiished by their prices on the black or "thieves™ market.

The background commentary does little to clarify this issue, noting only that “the
enhancement is based on the value of the infringing items, which will generally exceed the loss or
gain due to the offense." If the retail value of the infringing items is the price at which *:uch
products are normally sold by the nfringer, however, the resultant amount will not exceed, !
will be about the same as defendant’s gain. In addition, such an accounting does not ddeed?f ely
reflect the "loss" attributable to the offense, because it reflects only the cost to f}bbi nsumers,
and not the potentially greater loss to sellers of legitimate, non-infringing marks *

C"\

Courts in several copyright infringement cases have, at least implicitly, recognized these
difficulties, and employed various theories to achieve equitable resuits. In United States v.
Larracuente, 952 F.2d 672 (2d Cir. 1991), for instance, the defendant was convicted of criminal
copyright infringement for having trafficked in "bootleg” videotapes of movies. The Second
Circuit found that, under U.S.S.G § 2B5 .3, the sentencing court "was correct in applying the
guidelines to the normal retail price, rather than the lower bootleg price uald by those who
presumably are aware that the copies they are buying are not legitimate " Id. at 674.
reasoned that "{w]here, as here, unauthorized copies are prepared with sufficient qualit
their distribution through normal retail outlets, the value of the infringing items is their al
retail price to ultimate consumers who purchase from such outlets." Id.*

By contrast, in Umtt’d States v, me 963 F 24 6‘1 (<th Cir. ‘99'}) whlch u.("di essed similar

the trial court erred in its fmdmg "that the retall value that 18 mtended to be taken into
consideration by the guideline § 2B5 4(b)(1) 1s the retail value of the legitimate item rather than
the counterfeit item." Id. at 67 n.3. The Court of Appeals held "that the clear and unambiguous

* The narrow view of "loss" adopted in this portion of the Guidelines fails to recognize the losses suffered by

legitimate sellers in the form of lost retail sales. Note that guidelines for similar offenses adopt a broader concey
"loss.” See,eg, U.S8.G §2B1.1 (Larceny, Embezziement, and Other Forms of Theft) (Commentary, Applic
Note 2) ("Where the market value 15 difficult to ascertain or inadequate fo measure the hamm {o the victim,
measure oss in some other way, such as reasonable replacement cost to the victim."). See also United &
Cianscewski, 894 F.2d 74 (3d Cir. 1990) (cost to victim of stolen check 1s full amount of cheek, not pric
stolen check 1s resold); United States v, Wilson, 900 F.2d 1350 (9th Cir. 1990) (stolen documents on black marke?).

& The court noted, however, that 1t would be a different question "if the infringing items were of

inferior quality and were for that reason distributed to consurmers who pay far less than the retail pric{:

items.” Larracuente, 952 F.2d at 675. Although a witness for the defense testified that the tapes

for between $10 and $15, the tnal court credited the prosecution’s expert, "who testified that the retai
copied . . . averaged just over $73." Id.
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phrase ‘retail value of the infringing items' refers to the counterfert merchandise. :
not, by its terms, refer to the retail value of genuine merchandise -- the items subject to
infringement " Id at 68. The court did not remand the case, however, because whﬂe the
defendant objected to the use of the retail value of the genuine merchandise, he made no attemp
o submit evidence concerning the retail value of the infringing items. The court therefore
pcrméﬁeei as not clearly erroneous, the court's reliance on the probation officer's assessment of
value. Id. at 69

c. Other possible enhancements

}’rior tG November 1, 1992, it was uncertain whether the "enhancements” comame“ under
the table in U.8.S G § 2F1.1 were applicable in calculating a defendant's sentence for
mfringement of cop}zngjht, Compare United States v. Hernandez, 952 F.2d 1110 ( ch C,fi’,;
( court uphcid triai couri’s partiai re’:iance on U S. S G §2F11 Apphmtion Vote 7, to increase the

},,Jngcdﬂégg‘[_g_s_,_i‘fgy__ 952 F. Zd 8”7 (4th er 1991) (1t was error to appiv a iwo-ﬁev ! adjustment
under U.S.S.G. § 2F1.1(b)(2) to defendant's conviction for counterfeiting). The guidelines haw
since been amended to make clear that the reference in § 2BS 1 to the table contained in
applies only to the actual table and not to the entire offense guideline. U5 S.G § 1B
Thus, it is not appropriate to apply additional enhancements from the commentary t
notwithstanding that sev erd: would seem to often arise in the context of intellectual pre
violations. See, e.g., U.S.S.G. § 2F1.1(b)(2)(A) (defendant's role involved more than minimal
planning); U.S.S.G § 2F1 1(b)3)(B) (offense involved a violation of an existing judicial or
administrative order).

o In Hemandeyz, the Court uphgld defendants' convictions and sentences for conspiracy to traffic in count

labels and goods, 18 U.8.C. §§ 371, 2318, 2320, and criminal infringement of a copyright, 17 11.5.C. § 5¢ 1
conviction, the district court arn vcd at a "probable” or "intended” loss of over $10,000,000, by multiplying the average
market value of a counterfeited tape ($4) by the number of “J-cards” (2,613,600), used as inserts i the counterfeited
tape boxes, that were found in defendants’ warehouse. The sentencing court's use of this figure was upheld despite the
fact that it greatly exceeded the profit lost by the recording industry. The Court of Appeals upheld defendants’ sentences
based at least partially on § 2F1 1, Application Note 7, which provides that, consistent with § 2X1.1, "if an intended
joss that the defendant was intending to inflict can be determined, this figure will be used if it is greater than the actual
loss.”

o Subsection U.8 8.G § 1B1.5(b)(2) provides in full:

An instruction to use a particular subsection or table from another offense guideline refers to the particular
subsection or table referenced, and not to the entire offense guideline.
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B, TRAFFICKING IN SOUND RECORDINGS OF LIVE MUSICAL PERFORMANCES
18 USC. §2319A

In 1994, Congress enacted 18 U.S.C § 2310A to expressly 1
trathcking in recordings of live musical performan*'* © Pub I

hcoticgged" musmal recordmgs Such cases msgnt @rhpm"se; be
infringement of the copyrights in the underlying musical com
Congress evinced its clear intent that the unauth
and musical compositions, when done for the purposes of commer:
financial gain, should be treated as a serious offense.

=AW
2%

c1al advantage or private

The statute contains three subsections, each of which protects a different nght o
performing artist. Section 2319A(a)(1) prohibits "fixing"™ the "sounds" or "images" :
musical performance, § 2319A(a)(2) prohibits transmutiing the "sounds” or "images” of a live

& 18 U.S.C. § 2319A(a) provides m pertinent par
{a) Offense - Whoever, without the consent of the performer or performers mvolved, know
purposes of commercial advantage or private Binanciel gan -

{1y fixes the sounds or sounds and 1mages of & hive musical performance w a copy o
phonorecord or reproduces copies or phonorecords of such a ;wrl‘m'n‘;imcfs from an unauthorized
fixation,

(2) transmits or otherwise commumucates 1o the pub sounds and i1
tive musical performance; or

(3) distributes or offers to distribute, sells or offers to seli, rents or offers to rent, or traffics in
any copy or phonorecord fixed as described in paragraph (1) regardiess of whether the fixations
occurred m the United States;
shall be imprisoned for not more than 5 years or fined in the amoeunt set forth 1 this title, or both, or of
the offense is a second or subsequent oftense, shall be imprisoned for not more than 10 years or fined
in the amount set forth in this title, or both.

&4

“A work is 'fixed' in a tangible medium of expression when its embodument in a copy or phonorecord, b
under the authority of the author, is sufficiently permanent or stable to permil it to be percerved, reproduced, or
otherwise communicated for a period of more than transitory duration. A work consisting of sounds, images, or both,
that are being transmitted, is 'fixed' for the purposes of this titie 1f a fixation of the work 1s being made simultanecusly
with its transmission,” 17 U.S.C. § 101. See "Fixed medium of expression,” suprap. 8.
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erformance to the public,” and § 2319A(1)(3) prohibits distributing to the public or
1n any *‘“fﬁé recording of a live musical performance. Under each subsection, the
: ‘e beyond a reasonable doubt that the defendant acted: (1) without
from zém performer involved; (2) knowingly, and (3) for purposes of commercial
age or private financial gain. (For a detailed discussion Gfthis element under 18 U.S.C.
. “Commercial advantage or private financial gain,” supra p. 24. The maximum
r a firsi-time violation of § 2319A is five years' imprisonment, a $250,000 fine or both.
De iendq..m who have previously been convicted under this statute may be sentenced to a
maximum of 10 vears' imprisonment, a $250,000 fine, or both. 18 US.C. § 2319A(a). In
mtsexa the statu tey mvzdes for *:taﬁdatoni forferture and destruction of all infringing items upon
n. 18U § A\(b). Copies fixed outside the United States and
h\, United States are also subject 1o seizure and forfeiture. 18 U.5.C.
§uf€hei a uoiais(‘ﬂ of § 2319A 1s now s secifically listed in 18 U.S.C. § 1961(1)(b)
1 “and is subiect to the RICO provisions of the Organized Crime Control
53, 110 St:a,é i (19963
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o OTHER TITLE 17 CRIMINAL PROVISIONS PROTECTING COPYRIGHTS

In addition to the pfu‘*ﬁbiiisn against willful copyright infringement, the Copyright Act
also contains three lesser criminal sanctions (found at 17 U.S.C. §§ 506(c), (d) and (e)) which
srar several characteristics. guhke 7U. S C. ?E 5( "6{3’) which gives rise to civil as well as

criminal liability, these three
v Continental Homes, Inc,,

85
exists to enforce 17 U.S.C. § 506(c)). ka
10, is discussed briefly below:

? Zd 597 912 ( ‘th Cir. ?980) {no pmate right of action

f’fe*nu is an infraction, imposing a maximum fine of

Jromy

Protection of Copyright Notices, 17 U.S.C. §§ 506(c) and (d)

Although it is no longer a prerequisite to receiving protection, there are advantages to
placing copyright notices on copies ch&évrighted works. The purpose of 17 U.S.C. § 506(c)
and (d) is to protect the integrity of these copyright notices. 17 U.S.C. § 506(c) provides that:
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This subsection was intended to apply to unauthorized transmission of bootleg performances through radio or
television and not to the unauthorized reproduction of previously recorded but unreleased performances, i.e., studio
outtakes. The latter should be considered for prosecution under the criminal copynight law, 17 U.5.C.

& 506{a; and 50 §2319

e



& 506(c) prohibits three distinct acts: (1) placing a false notice of copyright on an
y distributing articles which bear a false copyright notice; and (3) importing for
public distribution articles which bear a false copynight notice. Any one of these acts. if
committed "with fraudulent intent," violates 17 U.S.C. § 506(c).

Additional protection of copyright notices is provided by § 506(d) which provides that:

erson who, with fraudulent intent, removes or alters any notice of copyright
rng on a copy of a copyrighted work shall be fined not more than $2.500.

2. Faise Representations in Copyright Applications, 17 U.S.C. § 506(e)
As part of the copyright process, individuals who wish to claim statutory remedies for

mfringement of a work must file an application for copyright registration with the Register of
ights. These applications must identify the copyright claimant, expiain how the claimant

and 1dentify and describe the work. See 17 U.S.C. §409(1)-(11). The

) is to protect against false copyright applications. This section provides that:

Any person who knowingly makes a false representation of a material fact in the
application for copyright registration provided for by section 409, or in any written
statement filed in connection with the application, shall be fined not more than

The government must prove that the defendant (1) knowingly made; (2) a false

representation; (3) of a material fact; (4) in a copyright application or any written statement filed
in connection with an application,

OTHER TITLE 18 OFFENSES

o
Sad

1. Trafficking in Counterfeit Labels, 18 U.S.C. § 2318

There are other criminal statutes aside from the copynght statute that can be used to
protect copyrighted works. The most important of these is 18 U.S C. § 2318, which Congress
amended on July 2, 1996, as part of the Anticounterfeiting Consumer Protection Act of 1996
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aclion

: 8 1s not 4 copyright statute, and the scope of the protections under the statute
broader fmm those afforded by the Copyright Act The predecessor to the current § 2318, for
L(‘,W")d%gd trafficking in counterfeit labels on both copyrighted and
} United States v. Sam Goody, Inc., 506 F. Supp. 380, 386

f‘@ﬂtfﬁues mai ce‘;e;agef It is important to note, however, th

To obtain a conviction under § 2318, the government must prove five elements. They are:

(N The defendant was trafficking in labels for phonorecords, motion pictures,
iovisual works or computer programs or the packaging for computer programs. “Traffic"
rt %rg.,ggier or otherwise dispose of, to another, as consideration for anything

btain control of with intent to so transport, transfer or dispose of "

1

The labels were "counterfeit. " Counterfeit labels are labels which appear to be
e :n, in fact, they are not. See 18 U.S.C. § 2318(b)(1). The rzqmremem that these
abels be counterfeit d:stmgumhes this offense from the "bootlegging” or "pirating" of recordings
rtapes Counterfeit records or tapes are works which are made to appear legitimate. Bootleg
or pirated records and tapes are copies with no pretense of legitimacy. (For a further discussion
of the differences between bootlegging, piracy, and counterfeiting, see "Fquitable charging
foyzssderaziansj‘ supra p. 33 and p.i. Under 18 U.S.C. § 2318, only trafficking in counterfeit
ms i 5 prohibited. See United States v. Schultz, 482 F.2 ’d 1179, 1180 (6th Cir. 1973). The
legislative history to § 2318 clarifies, however, that this section can be applied when
-ouma rfeiters have simulated 'genuine’ labels that have not previously existed,” insofar as these
simulated labels share the same basic criminal purpose as any counterfeit product -- to defraud the
consumer with regard to the authenticity of the product.
Pub. L. No. 97-180, at 9 (1981).

(3) The counterfeit label was "affixed or designed to be affixed to a phonorecord, a
computer program or documentation or packaging for a computer program, oOr a copy ofa
'zuvm picture or other audiovisual v»ori\ For purposes of 18 U.S.C. § 2318, the terms "copy,”
"shonorecord," "computer program,” "motion picture” and "audiovisual work" have the meanngs

11

n those terms by the copyright statute at 17 U.S.C. § 101. See "Fixed medium of
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expression,” supra p. 8. Moreover, the prohibitions of 18 U.S.C. § 2318 include counterfeit
labels” designed to be affixed or affixed" to one of these four enumerated categories of works *
Therefore, 1t 1s not necessary that the label actuaily be attached to a work.

(4)  The defendant knew the labels were counterfeit. Thus, this is a general intent
crime,

(5) The offense occurred in the special maritime or territorial jurisdiction of the United
States, involved the use of the mails or facilities of interstate or foreign commerce,*” or involved a
copyrighted computer program. See 18 U.S.C. § 2318(c)(1)-(4).

The maximum penaity for a violation of § 2318 is five years’ imprisonment, a $250,000
fine, or both. See 18 U.S.C. § 2318(a). Prosecutors also should consider the applicability of the
criminal trademark counterfeiting statute, as labels intended to be affixed to counterfeit works
often carry counterfeit reproductions of federally registered trademarks See "CHARGING
BOTH CRIMINAL COPYRIGHT AND TRADEMARK VIOLATIONS " infra p. 68. Further, a
violation of § 2318 now can be a predicate offense under the RICO statute Pub. L. No. 104-152,
110 Stat. 1386 (1996).

2. Interstate Transportation of Stolen Property, 18 US.C. § 2314

Prior to 1985, some prosecutors had also charged a defendant who violated the copvright
statute with interstate transportation of stolen property, 18 U.S.C. § 2314, on the theory that the
intangible copyright interests that were being violated constituted "goods, wares [or]
merchandise" which were "stolen, converted or taken by fraud." See 18 U.S.C. § 2314, The
Supreme Court, however, rejected this theory in Dowling v. United States, 473 U.S. 207 (1985)
In Dowling, the Court reversed the defendant's conviction for the interstate transportatior of
copyrighted Elvis Presley records, holding that it was not Congress's intention that § 2314
function as a criminalization of copyright infringement. The Court reasoned that an infringer of a
copyright neither assumed physical control over the copyright, nor wholly deprived the owner of
its use. The statute "seems clearly to contemplate a physical identity between the items unlawfully

o Prior to being amended, it was unclear whether § 2318 encompassed counterfeit labels affixed to computer

software, since computer software is usuaily classified as a “literary work” under copyright law, Whelan Associates, Inc.
v. Jaslow Dental Library, Inc, 797 ¥.2d 1222, 1234 (3d Cir. 1986), cert. denied, 479 U.S. 1031 (1987). However, in
some cases thesc programs may qualify as audiovisual works. They almost certainly qualify as such in the form of video

{1990).
This provision was intended to expand the reach of the statute beyond the "interstate and foreign commerce”
junisdictional base of the predecessor statute. The third clause was intended to facilitate pendent jurisdiction based upon

related claims under the federal copyright law. Pub. L. No. 97-180, at 9-10 {1981).
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obtained and those eventually transported, and hence [requires] some prior physical taking of the
subject goods.” Dowiing, 473 U S at 216

Lt

Mail and Wire Fraud, 18 U S.C. §§ 1341 and 1343

Whether the Mail and Wire Fraud statutes, 18 U.S C. §§ 1341 and 1343, can be used to
prosecute schemes to defraud that invoive the misappropriation of copyrights is unclear. These
two statutes broadly forbid the use of the mails or wire communications in connection with
"any scheme or artifice to defraud.” Relying upon this broad language, some prosecutors have
used the Mait and Wire Fraud statutes to prosecute sd*emes which involve commercial copyright
'r‘?'“?n;emen* See, e.g., United States v. Dowling, ;30 F2 ;445 (9th C‘lr 1984), revd ‘d on other

These prosewtions proceeded on the theory that acts of copyright infringement ciefrauded the
copyright owners of their right to receive income and royalties. Dowhng, 739 F.2d. at 1448-50,
Cooper, 639 F Supp. at 180.

While recent legal developments have clouded the application of the Mail and Wire Fraud
statutes to copyright infringement cases, they have not eliminated these statutes entirely. The
defendants in Dowling v. United States, 473 U.S. 207 {1985), who successtully appealed
convictions for interstate transportation of stolen property under 18 U.S.C. § 2314, did not
challenge their convictions under the Mail and Wire Fraud statutes. See Dowling, ’?39 F.2d at
1448, The Supreme Court declined to consider this 1ssue sua sponte. Id. at 209 n 1

Moreover, following the Supreme Court's ruling, at least one court has permitted Mail and
Wire Fraud prasucutions which arise out of copyright ‘n‘“ringement schemes In Cooper V. Ejnited

precludcd any mail cmd wire fraud prosecuticmo Gf wpyné,ht infringers. Instead, the court

conciuded that "Dowling cannot be interpreted so as to remove from the reaches of the Wire

Fraud statute a scheme to defraud copvright anefs, musicians and the public from the protection
afforded by the copyright laws of this country.” Id. at 180,

Similarly, the recent Supreme Court rulings which redefined the scope of the Mail and
Wire Fraud statutes seem to permit the continued use of these statutes in copyright matters. In
1987, the Supreme Court issued two separate opinions defining the scope of Mail and Wire Fraud
statutes in cases that involved the thefi of intangible property. United States v. McNally, 483
U.S. 350 (1987), rejected the view that the Mail Fraud statute reached schemes which demed the
public the loyal services of government officials. Relying on the legislative history of these
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lin scope to the protection of property

Read broadly, McNally might be construed to preclude all prosecutions for schemes to
raud individuals of intangible property like copyrights In Carpenter v. United States, 484 U.S.
19 (1987}, however, the Supreme Court made clear that a scheme to defraud the owner of
another type of intangible property -- confidential information -- was protected by the Mail and
Wire Fraud statutes. Distinguishing McNally, the Court stated that, "[c]onfidential business
mformation has long been recognized as property.” 1d. at 26. According to the Court, this
intangible interest had received greater legal re Jﬂnu n as property than had the right to honest
and faithful services by public employees, a right which the Court characterized as "an interest too
ethereal m itself to fall within the protection of the mail fraud statute.” Id.

The continued use of the Wire and Mail Fraud statutes to successfully prosecute
defendants for schemes to defraud which involve theft of copyrighted property has been clouded
by United States v. LaMacchia, 871 F. Supp. 535 (D> Mass. 1994). LaMacchia operated an
electronic bulletin board service (BBS) and permitted users to upload and download copyrighted
sottware at no cost. Because L.aMacchia did not seck (o benefit economically from this scheme,
he could not be charged with criminal copyright infringement under 18 U.S.C. § 2319,

The indictment charged LaMacchia w
a scheme to defraud the computer soﬁa&arz’: dev
their product. The district court dismissed the
‘bundle of rights' conferred by copyrights is unique
range of property interests protected by the d statutes " Id. at 543 The court
concluded that Dowling precluded LaMacchia's cution for conduct that really constituted
copyright infringement, albeit not covered by the criminal copyright statute ® Id. at 545,

o commit wi?sz ;raué ‘ov ﬁme;‘ing into

: , "the
18t arf ﬁf;\nﬂ {he mdxspurabn broad

* McNally was superseded by 18 U.S.C. § 1346 on the narrow o
services, see United States v. Stoneman, 870 F.2d 102 (3rd C
United States v. Gray, 96 F.3d 769 (5th Cir. 1996). But
(section 1346 inadequate to restore intangible right of honest anc
statutes.)

of thefl of the intangible right of honest
) d, 493 ﬂ?»é%‘*‘f"-?&)}‘

| States v, Brumley, 79 F.3d 1430 (5th Cir. 1996)
fasthful service to purview of Mail and Wire Frauc

69

The LaMacchia court reasoned that while the Wire Fraud statute does reach schemes to defraud someone of an
intangible property rvight, such as a citizen's right to honest government, non-disclosure to the victim can only serve as
the basis of a scheme when a defendant has a fiduciary or statutory daty to make an affirmative disclosure. Here, no
fiduciary relationship existed between LaMacchia and the m sse software copyrights LaMacchia
allegedly mfringed. Additionally, there was no statutory d < %7 cause there was no compulsory software
licensing scheme similar to the compulsory licensing schem ght Act, I7U.S.C. § 115, which requires
vendors to noify copyright owners of the intention to manuf stribute protected phom;)records. It was this
duty to disclose that formed the basis of the defendant's convicticn for fraud in Dowlin ung. 871 F. Supp. at 542 -




F, 0l 5

is unclear whether the rationale of LaMacchia wiil be adopted by other courts.” 1]

prosecutors would be precluded from using the Mail and Wire Fraud statutes to charge crim
i to defraud which entail, without more, the reproduction and distribution of copyrightec

However, both statutes could still be used to prosecute schemes to defraud which

t of intangible property that is not copyrighted.

4 Smuggiing, 18 U.S.C. § 545

Infringing articles are often manufactured overseas and then shipped into the United States
ition. Commercial importation of unauthorized copies of copyrighted works
constitutes copyright infringement. See 17 U.S.C. §§ 501(a) and 602. In such instances
prosecutors should consider also charging the defendant with violating 18 U.S.C. § 545 which
makes it a felony to import, receive or transport goods "knowing the same to have been imported

3

or brought into the United States contrary to law."

Tor a1

k. STATUTE OF LIMITATIONS

It is important to note that copyright violations have only a three-year statute of
limitations. 17 U.S.C. § 507(a) ("[n]o criminal proceedings shall be maintained under the
provisions of this title unless it is commenced within three years after the cause of action arose."}.
See United States v. Shabazz, 724 F 2d 1536, 1540 (11th Cir 1984) ("In copyright infringement
actions, the period of limitation begins on the date of the last infringing act. . . . The trial record
reflects the unauthorized duplication of legitimate copyrighted tapes in the same year of the
indictment, thereby satisfying the three year Statute of Limitations.") (citations omitted).
Although cases brought under Title 18 generally have a five-year statute of limitations, 18 U.5.C
§ 3282, prosecutions under 18 U.S.C. § 2319 are subject to the three-year statute of limitations
because the underlying prohibition is set out in 17 U.S.C. § 506.

"1

FORFEITURE

Federal law also protects copyrights by providing for the forfeiture of both infringing
copies and the equipment used to make them. This forfeiture may occur as part of the criminal
prosecution or through a separate civil proceeding.

For a discussion concluding that L.aMacchia was wrongly decided see Aaron Hoog, Note, Defrauding the Wire
Yraud Statute; United States v, LaMacchia, 8 Harv L. & Tech. 509 (1995},
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Criminal Forfeiture

forteiture is available only after convictions. There are three criminal forfeiture
ns wh; relate to copyright violations. The most significant one 1s found at 17 U S.C.
5 b} which ;wmvxdw that:

When any person 1s convicted of [criminal copyright infringement], the
court n its judgment of conviction shall, in addition to the penalty therein
prescribed, order the forfeiture and destruction or other disposition of all infringing
copies or phonorecords and all implements, devices, or equipment used in the
manufacture of such infringing copies or phonorecords. (Emphasis added.)

Note that this statutory language is mandatory and leaves the judge no discretion.

Section 2318 of Title 18 contains a similar provision, requiring the court to order as part
ot any judgment of conviction, "the forfeiture and destruction or other disposition of all
counterfeit labels and all articles to which counterfeit labels have heen atfixed or which were
intended to have had such labels affixed.” See 18 U.S.C. § 2318(d
§ 506(b), which requires the forfeiture of the "impiements, desji'
offense, the forfeiture mandated by 18 U .S.C. § 2318(d) does not u
equipment, but is limited to counterfeit labels, articles to which 1
articles to which those labels were intended to have been afﬁxed.

N 3?2 that uniike 17 U.8.C.
auf ;3;:”-3 g-’; the

Prosecutors should seek to seize all infringing copies and, in cases under 18 U S.C.
§ 506{a), instrumentalities used in their reproduction or manufacture As a procedural matter,
then, search warrant affidavits should cite 18 U.S.C. §§ 506(a) and 2318 1In addition, indictments
alleging violations of either of these statutes should contain a forfeiture paragraph.

A third forfeiture provision is found at 18 U.8.C. § 2319A(b) and provides for the
mandatory seizure, forfeiture and destruction of all inffingmg tems related to trafficking in sound
recordings of live musical performances. See "TRAFFICKING IN Sf;}amz, D RECORDINGS OF
LIVE MUSICAL PERFORMANCES: 18 US C § 2319A," suprap. 40

2. Civil Forfeiture

In addition to forfeiture ordered as part of a judgment of conviction, Title 17 provides for
civil forfeiture proceedings. See 17 U.S.C. § 509. These proceedings are Lrtireiy istinct from
the criminal forfeiture authorized by 17 U.S.C. § 506(b) and 18 U.S.C § 2318 The government
can institute a civil forfeiture action under 17 U S.C. § 509 as an in rem prweemng directed
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against the property which has been manufactured or used in violation of the law.
unlike crimunal Grpezmrﬁ, a civil forfeiture is not dependent on a criminal conviction. Moreover.
civil forfeiture proceedings are governed by a lower burden of proof than criminal prosecutio

See 19U S 8§

Three general classes of property are subject to forfeiture under § 509(a). (1) criminally
infringing copies; (2) ail plates, masters or molds by which such copies may be reproduced; and
(3) all devices used to manufacture, reproduce or assemble such infringing copies. The
procedures for seizure, forfeiture and disposition of property, are described in 17 U.S.C. § 5 “9{ b ";,
This subsection essentially provides that civil gopynght forfeitures are govemed by the forfe
provisions of the customs | {set forthin 19 U S.C. §§ 1601 et seq.), which provide for both
judicial and administrative of seized property.

To institute forfeiture proceeding under 17 U.S.C. § 509, the government must first
establisk probable cause. Once probable cause 15 established, the burden shifts to the claimant o
show, by a preponderance of the evidence, that the defendant property was not involved in itlegal
activity. See United States v. One Sharp Photocopier, Model SF-7750, 771 F. Supp. 9 383
(D. Minn. 1991} (forfeiture of copier used to produce infringing copies of software operations
manual}.

Prosecutors with gz;esﬁ@ns concerning forferture practice and procedure sk@uid contac
the Asset Forfeiture and & / La : stion of the Criminal Division at (202

‘J\
...n

G REPORTING REQUIREMENTS

The Anticounterfeiting Consumer Protection Act of 1996, Pub L No. 104-153, 110 Stat
1386 (1996), requires the Attorney General to provide Congress with detailed mfermmmn
concerning investigations and prosecutions under the criminal intellectual property statutes,
18 U.S.C. §§2318, 2319, 2319A, and 2320. i8 US.C. § 2320(e).™

7 Seetion 2320(e), as amended by the Anticounterferting Consumer Protection Act of 1996, Pub. L. No. 104-

153, 110 Stat. 1386 (1996), provides as follows:

(e} Beginning with the first vear he date of enactinent of this subsection, the Attorney General shall
inelude i the report of the Attorney General to Congress on the business of the Department of Justice pre
pursuant to section 522 of ttle 28, an accounting, on a district by district basis, of the following with resp
all actions taken by the Department of Justice that involve trafficking in counterfeit labels for phonorecords,
copies of computer programs or computer program documentation or packaging, copies of motion pictures or
other audiovisual works {as defined 1n section 2318 of title 18), criminal infringement of copynights (as defined
in section 2319 of title 18), unauthorized fixation of and trafficking n sound recordings and music videos of
live musical performances {as defined in section 2319A of title 18}, or trafficking in goods or services |
counterfeit marks {as defined n section 2320 of ttle 18):

é
ir
1
{1

(continued .
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H ALTERNATIVE STATE REMEDIES

The federal preemption provision, found at 17 U.S.C. § 301, essentially preciudes the
states from enforcing penalties for copyright violations if the intellectual property at 1ssue falls
within the "subject matter of copyright" as defined by federal law and if the claimed property
Gencraft Homes Inc. v. Sumurdy, 688 F. Supp. 289 (E D. Tex. 1988). Thus 1t appears that in
most instances criminal prosecution for copyright infringement is possible only under federal law.
See "Historical Grounds for Copyright Protection,” supra p. 5.

This federal preemption has resulted in an enforcement gap, at least in cases that are
deemed insufficient to warrant federal enforcement and prosecutive resources. State statutes that
prohibit the sale of goods failing to bear the true name and address of the manufacturer are a
possible alternative to federal enforcement. These laws, generically know as "truth-in-labeling”
laws or "true-name-and-address” statutes, currently exist in 43 states, and can often support
“street market" or "flea market" raids to seize infringing articles that might otherwise escape
federal prosecution. Prosecutors are urged to consider referrals to state law enforcement agencies
in cases that might not warrant federal resources. See APPENDIX L for a list of state "true-
name-and-address” statutes.

(.. continued)

(H The number of open investigations.

(2) The number of cases referred by the United States Customs Service.

€ The number of cases referred by other agencies or sources.

4) The number and outcome, including settlements, sentences, recoveries, and penalties, of ali

prosecutions brought under sections 2318, 2319, 2319A, and 2320 of tatle 18

18 17.S.C. §2320(e).
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Iv. PROTECTION OF TRADEMARKS

A INTELLECTUAL PROPERTY ENTITLED TO TRADEMARK PROTECTION

Trademarks originated in medieval times to identify certain goods as the products of
particular crafismen. Today, courts recognize and protect four functions performed by
trademarks. These are:

(1) identifying a particular s
goods sold by others;

oods and distinguishing them from

(2) signifying that all goods bearing the trademark come from or are controlled by

a single source,

(3) signifying that all goods bearing the trademark are of an equal level of quality,

and
(4) as a prime instrument in advertising and selling the goods.

1J. THOMAS MCCARTHY, McCarthy on Trademarks and Unfair Competition
§ 3.01{2] (1995) (hereinafter McCarthy) A trademark is also an important "objective symbol of
the good will that a business has built Lg Without the identification function performed by
trademarks, buyers would have no way of returning to buy products that they have used and
liked." Id. Thus, trademarks (a term used here to include service marks)” are used not only to
identify sources of goods, but also to obtain marketing advantage.

1. Constitutional Limits on Trademark Protection

Unlike copyrights and patents, Congress's power to regulate trademarks rests on no
specific Constitutional grant. The Supreme Court has ruled that the patent and copyright clause
of the Constitution does not apply to trademarks. Trade-Mark Cases, 100 U.S. 82 (1879).”* The
Supreme Court found "insurmountable difficulties” in attempting to classify "essential
characteristics" of a trademark as inventions and discoverics, or as writings of authors A

"Service marks” are trademarks which identify a service as opposed to & product.

™ That clause grants to Congress the power it}

qecuring for Limited Times to Authors and Invento
J.S. CONST. art. 1, § 8, ¢l 8.

promote the Progress of Science and the useful Arts, by
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15 the exclusive Right to their respective Writings and Discovertes.”



trademark "require{s] no fancy or imagination, no genius, no laborious thought. It is simply
founded on priority of appropriation.” 1d. at 94.

Therefore, Congress's power to regulate trademarks comes from the Commerce Clause of
“onstitution which grants Com_;‘ ws the power Mo regul late Commerce with i()““gfl NB.&EQUS
and among the several States, and with the Indian Tribes " U.S. CONST. art. [, § 8, ¢l 3. Thus,
Congress may exercise its power to regulate marks only in interstate or foreign commerce. See
1I5USC §1051 et seq

2 Nature of the Rights Protected by Trademarks

Both state and federal law provide trademark owners with remedies against mifringement

State laws often are based on the tort concepts M pabxmg off'" and "dilution " Federal trademark
law 1s contained 1n the Lanham Act, 1S U S.C § 1051 et seq., which provides that the owner of a
rademark has the exclusive right to use the mmk, or license it. A trademark owner also has the
night to prevent the use of confusingly similar marks by unauthorized third parties  The owner of
a mark on the principal register of the United States Patent and Trademark Office can seek civil
remedicQ against a counterfeiter, 15 U.S.C. § 1116(d), or block importation of infringing goods,
U.S.C § 1124 Criminal remedies are provided fo 18 USC §2320

3. Statutory Limits on Trademark Protection

Federal trademark law, unlike federai laws preempting and controlling patents and
copyrights, coexists with state and common-law trademark rights. Ownership of a mark arises
not through any single act of federal registration, but rather through continued use. Registration
of a mark with the Patent and Trademark Office, however, offers a number of procedural and
substantive legal advantages over reliance on common law rights. For example:

{1) a registrant has access to the federal courts without pleading any required
amount in controversy, 15 U.S.C. § 1121

(2) in federal court, lost profits, damages and costs are recoverable, and
treble damages and attorney fees are available, 15 US.C. § 1117,

(3) evidence of registration is "prima facie evidence of the validity of the registered
mark, . . . of the registrant's ownership of the mark, and of the registrant's exclusive right
to use the registered mark. . . " 2 McCarthy, § 19.05 (1995). 15 U.S.C. § 1057(b); and

LA
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(4) registration may be used to establish priority of trademark rights, as the
registration would specify either the date of first use in commerce, 15 US.C. § 1051(a),
or the date of the intent to use the mark in commerce. 15U S C. § 1051(b) ™

Most important for prosecutors, federal registration is a jurisdictional prerequisite to
federal criminal prosecution and is an essential element in a prosecution for trademark
counterfeiting. 18 U.S.C. § 2320. The government must show that the genuine mark was
registered on the principal register in the United States Patent and Trademark Office. See
US AM. 9-68331(D). To register a trademark on the principal register, the owner must
establish (i) distinctiveness of the mark, and (ii) use or intent to use the mark in interstate or
foreign commerce. 18 US.C. § 1052.

a. Distinctiveness

A finding that a trademark 1s “distinctive” does not represent a judgment on the
trademark’s quality. Rather, trademarks must be distinctive in roughly the same way that
copyrights must be original: “[n]o trademark by which the goods of the applicant may be
distinguished from the goods of others shall be refused registration." 15 U.S.C. § 1052.

rademarks may be inherently distinctive,”” non-inherently distinctive,” or descriptive.”” This
distinction is important because non-inherently distinctive trademarks are protected only if they
have acquired secondary meaning.”® See generally Abercrombie & Fitch Co. v. Hunting World,

For a complete list of the advantages that federal registration offers, see 2 McCarthy, § 19.05 (1995).
Distinctive trademarks are trademarks such as "Ixxon" that immediately serve as an identifier of the source of
the product. See, e.g., Taco Cabana Int'l v, Two Pesos, Inc., 932 F.2d 1113, 1120 .7 (5th Cir.), affd, 505U 5. 763
(1992).

7" Trademarks that are non-inherently distinctive are not sufficiently "distinctive” to be automaticaily eligible for

federal registration, but are eligible for registration if they have become distinctive through use.
A mark is "descriptive” if it is descriptive of (1) the intended purpose, (1) function or use of the goods, (111) the
size of the goods, (iv) the class of users of the goods, (v) a desirable characteristic of the goods or {1} the end effect
upon the user. 1 McCarthy, § 11.05{2] (1995). A descriptive mark is usually accorded a narrow scope of exclusivity
and 15 therefore deemed to be a weak mark.

®  Secondary meaning for a descriptive term is a matter of fact, to be determined from relevant evidence probative
of probable customer reaction. 1 McCarthy, § 11.09 (1995). According to McCarthy, "the Supreme Court of North
Carolina gave an excellent capsule definition of secondary meaning in the context of descriptive terms:"

When a particular business has used words publici juris so long or so exclusively or when it has
promoied its product to such an extent that the words do not register their literal meaning on the
public mind but are instantly associated with one enterprise, such words have attained a secondary

{continued...)



Inc., 537 F.2d 4 (2d Cir. 1976). The requirement that trademarks be distinctive prohibits
registering generic marks, i.e., common commercial names for goods.

Of course, claims that a trademark is distinctive must always be considered in conjunction
with the goods or services for which the mark is sought. Thus, the word "apple" cannot be
registered to a single apple orchard, since it is a generic name for the items produced and could
never be distinctive in that context. The same may initially be true if the mark "apple" were
claimed by a gum or candy manufacturer, because the term directly classifies the flavor of the
manufacturer's products and those of others. Consequently it would fail to identify any single
source.” Yet the word "apple," although generic or generally descriptive in certain contexts, is
arbitrary or fanciful for computer products, and has been accordingly registered as a trademark.

b. Use in commerce

The Lanham Act only allows registration of marks "used in commerce,” which means

the bona fide use of a mark in the ordinary course of trade, and not made merely to
reserve a right in a mark. For purposes of this [Act], a mark shall be deemed to be
N use in commerce -

on services when it is used or displayed in the sale or advertising of services and
the services are rendered in commerce, or the services are rendered in more than
one State or in the United States and a foreign country and the person rendering
the services is engaged in commerce in connection with the services.

The word "commerce" means all commerce which may lawfully be regulated by Congress.
15U.S.C. § 1027,

(...continued)

meaning. That is to say, a secondary meaning exists when in addition to their literal, or dictionary
meaning, words connote to the public a product from a unique source.

Id. quoting Charcoal Steak House of Charlotte, Inc. v. Staley, 263 N.C. 199, 139 S.E.2d 185 (1964) ("CHARCOAL
STEAK HOUSE" held descriptive; nonsuit affirmed on basis of no likelihood of confusion).

" Such a mark may, however, be capable of acquiring distinctiveness if a manufacturer is able to show that apple

gum were to be uniquely identified with one particular producer.
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trademark can be registered with the United States Patent and Trademark Office for an

initial period of ten vears, and must be renewed every ten years thereafter. Between the fifth and

e initial registration period, the registrant must file an affidavit stating that the

of the registration "at the end of six years following the date of registration." 37 CFR. § 2.16]

A previously used mark may be legally appropriated if it has been abandoned by an earher
owner. Abandonment results when there is nonuse of the mark, accompanied by an intent to
discontinue use.*® In addition, public or common use of the mark in the public domain may
undercut the distinctive nature of a popular mark  Such a mark may then become the common
commercial name or generic name of the goods, as opposed to a source indicator for those goods.
For example, the words "aspirin" and "escalator" were, at one time, registered trademarks that
have since falien into lic usage. See, ¢.g, Bayer Co. v. United Drug Co., 272 F 505
(SDN.Y. 1921). Companies that own marks like "Xerox" and "Jeep" expend considerable effort
each year to avoid a similar fate. Since the viability of criminal charges may turn on
determinations such as these, investigators and prosecutors contemplating criminal charges under
§ 2320 must confirm the continuing validity of the mark that is counterfeited.

B THE CRIMINAL LAW
i Overview of Statute

The Trademark Counterfeiting Act, 18 U.S.C. § 2320, provides that:

(a) Whoever intenticnally traffics or attempts to traffic in goods or services
and knowingly uses a counterfett mark on or in connection with such
goods or services shall, if an individual, be fined not more than 32,0006,00(
or imprisoned not more than 10 years, or both, and, if a person other than
an individual, be fined not more than $5,000,000.

Two vears of continuous non-use is presumptive of abandonment, but the presumption can be rebutied by
of lack of intent to abandon. Thus, if nonuse results because of economic pressures -- but not as a result of intent to
discontinue use -- the nonuse may be excused and held not to constitute abandonment.
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2. Elements
In order to establish a criminal offense under 18 U.S.C. § 2320, the government must
prove that:

{1) the defendant trafficked or attempted to traffic in goods or
services,

(2) such trafficking, or attempt to traffic, was intentional;

(3) the defendant used a "counterfeit mark” on or in connection with such
goods or services; and

(4) the defendant knew that the mark so used was counterfeit.
Conspiracies to violate the Act can be prosecuted under 18 U.S5.C § 371 United States

a Trafficked in goods or services

The term "traffic” is defined in 18 U.S.C ¢ O(d¥ 2y tor
otherwise dispose of, to another, as consideration for anything of value, or make or obtan control
of with intent so to transport, transfer or dispose of." This definition 15 broad enough 1o cover all
aspects of commercial activity from initial manufacture to sale to the ultimate purchasers
However, the knowing purchase of goods bearing counterfeit marks for the purchaser's personal
use is not covered by § 2320. See Joint Statement on Trademark Counterfeiting Legislation, 30
Cong. Rec. H12076, H12078, 98th Cong., 2d Sess. (daily ed. Oct. 10, 1984) {herematter "Joint
Statement"); see also U.S.A M. 9-68 310.

b. Trafficking was intentional

The first of two mens rea elements is that the defendant's trafficking was "intentional”, that
is, that he or she acted deliberately or "on purpose.” See U.S.A M. 9-68.320; Joint Statement at
H12076. The statute does not require, however, a specific intent to viclate the statute. See
United States v. Baker, 807 F.2d 427, 429 (5th Cir. 1986) (rejecting defendant's claim that, "even
though he had the mental states required by the statute, he should not be convicted because he did
not know that Congress had passed a statute criminalizing his conduct."); United States v.
Gantos, 817 F.2d 41, 42-43 (8th Cir.), cert. denied, 484 U.S. 860 (1987).
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The defendant used ¢ "counterfeit mark”

-

The term "counterfeit mark" is defined in the criminal statute, 18 U.S.C. § 2320(d)(1), and
nham Act, 15 U S.C § 1127, Although the definitions differ slightly for technical
ﬁ:asams,, hey are mwndw to be idf‘ntical n substanre Joim Statement at H12078 The

s,ﬁf:;A.M .68 331¢ u}"'

{3) The counterfeit mark is "identical with, or substantially indistinguishable from" the
genuine trademark. 18 U.S.C.§ 2320(d)(1)(A)(ii). The phrase "substantially indistinguishable
from" is intended to prevent a counterfeiter from escaping liability by modifying a protected
trademark in trivial ways. At the other end, it also serves to exclude the arguable case of
*f"demag% infringement that is merely "reminiscent of" protected trademarks. Joint Statement at
H i a.j 5? 3 ‘!

{4) The genuine mark is rcgislered on the principal register in the United States Patent
and Trademark Office. 18 U.S.C. § 2320(d)(1)(A)(11)

(5) The genuine mark is in use. The genuine mark must not only be registered, it must
also be inuse. 18 U.S.C. § 2320(d)(1)(A)(n).

(6) The goods or services are those for which the genuine mark is registered. The
definition of a counterfeit mark extends only to imitations of registered marks that are used in
connection with the goods or services for which the mark is registered. See 18 U.S.C.

§ 2320(d)(1)(A)(), (ii). "For example, a mark used in connection with typewriter paper which is
Hmmuﬂ to or substantially indistinguishable from a mark registered only for use on typewriters
would not be a counterfeit mark, although civil remedies might be available under the Lanham

: d A M. 9-68 331

£y

(7} The use of the counterfeit mark 1s "likely to cause confusion, to cause mistake, or to
deceive." The phrase "use of which 1s iikely to cause confusion, to cause mistake, or to deceive"
i« taken from the Lanham Act, 15 U S.C. § 2320(d)(1)(A)(ii), and is intended to insure that no

5 The Act also covers trademarks protected by the Olympic Charter Act. The designations protected are set forth

sl 36U K.C § 380
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mark infringement under the Lanham
Act.

United States v. Torkington, 812 F 2d 1347, 1354 (11th Cir. 1987); United States v.
820 ¥ 2d 1170, 1172 (11th Cir), cert. denied, 484 U S. 902 (1987). These factors,
12y be argued to a jury in a criminal case, Torkington, 812 F 2d at 1354, include the type

mark, the similarity of design, the similarity of product, identity of retailers and
5, similarity of advertising media used, the defendant's intent, and any actual confusion

Generally, the test 1s whether an average consumer would be deceived into thinking that
the product was made by the genuine trademark owner  See Montres Rolex. S A v, Snyder,

£2d 524, 530-32 (2d Cir. 1983), cert. denied, 465 U.S. 1100 (1984). Where counterfeit
goods are involved in criminal cases under § 2320, the trier of fact may decide whether likelihood

492 U5 924 (1989); Rolex Watch USA, Inc. v. Canner, 645 F. Supp. 484, 489 (S D. Fla.

The "likely to cause confusion” test may also be satisfied by a showing that it is likely that
members of the public would be "confused, mistaken or deceived should they encounter the
allegedly counterfeit goods in a post-sale context.” Torkington, 812 F 2d at 1352, Because
subsequent purchasers or recipients of the goods may be duped, it is not a defense that the
original buyer was told that the goods were counterfeit. nor is it a defense that the buyer was
actually not confused because of the comparatively low price of the fake goads. Id at 1350, See
also United States v. Gantos, 817 F.2d 41, 43 (8th Cir.) (a "counterfeit” is not limited to goods
which deceive only the immediate purchaser; the fact that the defendant told the buyer that the
"Rolex" watches were counterfeit does not make them any the less counterfeit), cert. denied, 484
U5, 860 (1987); United States v. Hon, 904 F.2d 803, 806 (2d Cir ) ("an interpretation of
§ 2320's confusion requirement to include the non-purchasing public advances the important
purpose underlying the trademark laws of protecting the trademark owner's investment in the

o

d The defendant knew that the mark was counterfeit

The government must also prove that the defendant "knew" that the mark used on or in
connection with trafficked goods or services was counterfeit. See U.S. A M. 9-68 340. This
element requires proof of actual knowledge of the counterfeit nature of the mark, defined in the
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Joint Statement as "an awareness or a firm belief to that effect.” Joint Statement at H12076.
"Thus, a manufacturer who believes in good faith that he or she has a prior right to use a
particular mark, or that a mark does not infringe a registered mark, could not be said to 'know'
that the mark is counterfeit." Joint Statement at H12077. This burden can be met, however, by
demonstrating that the defendant was "willfully blind" to the counterfeit nature of the mark. See
Joint Statement at 12077; see also United States v. Sung, 51 F.3d 92, 94 (7th Cir. 1995)
(vendor is under duty to inquire into the status of the mark); United States v. Jewell, 532 F 2d
697 (9th Cir.), cert. denied, 426 U.S. 951 (1976). This showing can be made through
circumstantial evidence regarding the defendant's purchase of the goods, the method of delivery,
packaging conventions, and an unusually low price. Knowledge of the criminality of the conduct
is not an element of the offense. United States v. Baker, 807 F.2d 427 (5th Cir. 1986).

3 Defenses

a. Lanham Act defenses

" All defenses, affirmative defenses, and limitations on remedies which would be applicable
in an action under the Lanham Act for trademark infringement are applicable for trafficking in
counterfeit goods under 18 U.S.C. §2320." 18 U.S.C. § 2320(c). Incorporating all civil defenses
into the criminal statute insures that no person will be found criminally culpable of trademark
counterfeiting if he could have successfully defended a civil infringement action. U.S.AM. 9-
68.400.

Under the Lanham Act, defenses include laches, unclean hands, fraud in obtaining
trademark registration, or use of the mark in violation of the antitrust laws. Possible defenses may
also involve a challenge to the continuing validity of the trademark infringed: the mark may not
be properly registered, may have been abandoned or may have fallen into common or generic
usage.

Where such defenses are raised, case law under the Lanham Act, 15 U.S.C. § 1051
et seq., may prove instructive. As a general rule, however, cases that provide an opportunity for a
defendant to colorably raise such defenses should not be prosecuted criminally.

b. Overrun or "grey market goods"

The statute expressly excludes from the definition of "counterfeit mark" any items
commonly termed "overrun goods," which are:
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goods or services of which the manufacturer or producer was, at the time of the
manufacture or production in question authorized to use the mark or designation
for the type of goods or services so manufactured or produced, by the holder of
the night to use such mark or designation

18 US.C. §2320(d)(1)(B) "

The legislative history provides an example® if a licensee was authorized to make 500,000
umbrellas bearing a trademark owner's mark and the licensee manufactured without authorization
an additional 500,000 umbrellas bearing that mark during the course of the license, the contractual

and other civil remedies already existing make it inappropriate to criminalize such practices. Joint
Statement at H12077.

The overrun exclusion cannot be claimed, however, where a licensee produces a type of
good other than the one for which he is licensed. For example, "if a licensee is authorized to
produce 'Zephyr' trenchcoats, but without permission manufactures 'Zephyr' wallets,' the overrun
exception would not apply.” Id. The legislative history also makes clear that the burden is on the
defendant to prove that the goods or services in question fall within the overrun exclusion.

4 Charging Decisions

As the following discussion demonstrates, most charging issues are parallel to those raised
in criminal copyright cases. See "Drafting the Indictment," supra p. 31

a. Intent of statute

Before the Anti-Counterfeiting Act of 1984, there were no federal criminal penalties for
trademark counterfeiting. Congress enacted this section in response to an increase in commercial
trademark counterfeiting and it reflects an intention to impose stiff criminal penalties upon
intentional acts that were previously subject only to civil sanctions under the Lanham Act.

# Also excluded from the definition of counterfeit mark are so-called "parallel imports" or "grey market" goods,

which are trademarked goods legitimately manufactured and sold overseas and then imported into the United States
outside of the trademark owner's traditional distribution channels. Thus the criminal statute cannot be used to reach
those who traffic in goods that were produced by a licensed manufacturer at the time that the license was valid, even if
the goods were then sold at a time when the license was not. See Joint Statement at 12079 Neither is the statute
intended to apply to mere imitations of "trade dress," such as the color, shape, or design of a product or its packaging --
unless such features are also registered as trademarks.
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'Congress was concerned not only that '[tjrademark counterfeiting . . . defrauds purchasers, wh
nly a fake,’ but also that ‘counterfeiters {can earn]

me quality and take h{}f’ﬁﬁ

. by é"ap;idﬂzni}, on the repations, deve i; ment costs, and advertising efforts
tures at little expense to themselves ™ United States v. Hon, 904 F 2d 803,
0){citation omit ed'}, cert. denied. 498 U.S 1069 (1991) %

b Money laundering/RICO

In 1994, Congress added trademark counterfeiting ﬁnder 18 US.C §2320(cyT)D) to
violations that constitute "specified unlawful activity" under the money laundering
18 US.C. § 1956, Thus, proceeds earned by a deieﬂdam from trafficking in counterteit
goods can now term the basis of a money laundering charge. This is an important development
because the penalties for violations of § 1956 ;mi » 1961 are substantially greater than for
trafficking in counterfeit goods. A violation of § ‘\* 6 carries a maximum sentence of twenty
vears in prison and a fine of $500,000 or twice the amount invol w.d in the transaction. There is
alse a cvil pernalty of up to $10,000 or the value of the funds involved in the transaction,
whichever is greater Addmonaliy, on July 2, 1‘)%, Congress amended § 1961 to include

§ 2320 as a RICO predicate offense. A violation { RE,(’{} car’ies a maximum penalty that
inc des twenty years' imprisonment and a : ce he gross profits or other
proceeds” of the racketeering activity. ight of the greatly increased

§ 1 eT ~whether a case mvolving

penalties under §§ 1956 and 1963, prosecutors shoul
rafficking in counterfeit goods might support money munmr‘nb harges under § 1956 and/or a
i 1CO count ®

s

et (‘

,-a.

c. Fquitable charging considerations

YV zct.; is of trademark counterfeiting can aiso turn to civil remedies that are among the
most powerful ffﬁrded under our civil law (including ex parte seizure of a defendant's infringing

products ané treb ¢ damage recovery for willful acts of infringement), a factor to consider when
determining whether a criminal charge is appropriate. Indeed, the decision to charge or decline a

T

fils of (,ommuclal Cobn[criutmg, M I mdham (,‘rb. L.l I }3, 1 9- EZL‘ (!98())

& Fo, a detailed discussion of the elements of money laundering and for Department of Justice policy see

.S AM. 9-105.000 and Money Laundering Federal Prosecution Manual, June 1994, Money Laundering Section,
Umted States Department of Justice.

s For a detailed discussion of RICO and Depariment of Justice policy see US AM 9-110.00 g seg

_W
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criminai case for trademark counterfeiting (as with criminal copyrght cases under § 2319, see
"Lquitable charging considerations," supra p. 33) turns on a number of equitable factors.

(1)  Extent of civil recovery

At the time Congress enacted § 2320, it also amended the Lanham Act, 15 US.C.
88§ 1051 et seq,, to create new civil remedies: treble damages or the amount of defendant's profits
{(whichever is greater), attorney's fees, and ex parte seizure of counterfeit goods and
nstrumentalities under certain circumstances. 15U S.C. § 1116(d). As with copyright cases,
however, an ex parte civil seizure or a treble damage award should not necessarily foreclose a
criminal prosecution. After all, damages awarded in a civil judgment cannot always be collected.
In cases where counterfeiters cannot satisfy a civil judgment because they do not have the money,
or especially when they have hidden funds or transferred them overseas, criminal prosecution
might be warranted.

(2)  Violation of existing civil order -- contempt

Criminal charges may also be warranted if
permanent injunction or consent decree in a civil
remedies will not deter the infringement and that the
of doing business. The existence of a civil order also allows a prosecutor to consider bringing a
charge of criminal contempt under 18 U.S.C. § 401, in lieu of or in addition to separate criminal
charges.

es after entry of a

ngly suggest that civil

d. Monetary damages

As noted in the section on charging decisions in criminal copyright cases, see "Equitable
charging considerations," supra p. 33, strict adherence to monetary thresholds may be
inappropriate in evaluating trademark infringement cases if the most obvious consequences
stemming from the defendant's conduct understates the true harm. This is especially true where
the charging guidelines refer only to the trafficker's profits and not the economic harm done to the
trademark owner. Instead, charging standards should take several factors into account: (1) the
amount of loss by all of the victims, including diminution of market share; (2) the total number of
counterfeit goods manufactured or sold; (3) the quality of the infringing goods; (4) the price at
which they were sold; (5) the normal retail price for non-infringing goods; (6) the market to which
such infringing products were sold; and (7) the impact of the items' release on potential demand
for the legitimate goods.

(o))
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Units of prosecution

{rafting the indictment in a trademark counterfeiting case, the prosecutor shouid
individual marks counterfeited as the proper unit of prosecution. Thus, the

ng of goods bearing different counterfeited marks should be charged in separate counts.
Jmited States v. Song, 934 F 2d 105 (7th Cir. 1991), the court upheid the defendant's
conviction on five separate crimes charged in five separate counts "because she was trafficking in
goods bearing five different counterfeit marks." Id. at 109. The court based its determination on
iain language of § 2320 which covers someone who "intentionally traffics or attempts to traffic
s or services and knowingly uses a counterfeit mark' on such goods or services." Id. at
mphasis in original).*®

The charging determination is, of course, subject to a rule of reason, and generally the best
approach is to organize charges around a single course of conduct to avoid confusing the jury. As
in copyright cases, prosecutors must consider the number of separate victims affected by the
imes. However, if charging separate counts for each victim would produce an unwieldy
indictment, prosecutors may choose to group each offense by category, such as, for example, the
date upon which the goods were manufactured, distributed, or seized. Indictments charging
counterfeiting and trafficking schemes can be unified through a conspiracy count under

Juvenile prosecutions

Federal criminal law does not permit the prosecution of juveniles (defined as those who
have not attained their eighteenth birthday, 18 U.S.C. § 5031), absent narrowly enumerated
exceptions. 1t is unlikely a violation of 18 U.S.C. § 2320 will meet these limited exceptions
Where violators are discovered to be juveniles, federal investigators should consider turning over
available evidence to state agencies for evaluation under state laws.

& The court in Song did not address cases where a vendor sold different types of goods, some of which might

carry the same counterfeit mark.
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1 1994 Congress revised the penalties under § 2320 to now carry a possible 10-year
rison term or a fine of up to $2.000,000, or both, for first-time offenders. Pub. L. No. 103-322,
# siat 21 ;! 2148 (1994) In addition, a subsequent conviction carries a prison term of up to
(000,000 fine, or both. These revisions also raised the first offender corporate fine
to $5,000 000 Recidivist corporations may be fined up to $15,600,000.

Sentencing Guidehn

entences for trademark counterfeiting and for copyright viciations are now both
derernuned by reference to U.S.S.G. § 2B5 3 which sets the Base Gffense Level at 6 ¥
‘ne zm,r (mzdelmes supra p 37 It d}so ummmhus, as a Specific Oftense Characteristic,
d $2.000," then the guideline level 1s

o "Sent

irademark laws

"““ﬂ

e Sentencing Guidelines unequivocally require consideration of "the retail value of the
infringing izcrm 1t is not entirely clear, however, what "retail value" means in the trademark or
copyright context. "Retail value" is commonly associated with the sale of legitimate items
because the price of such items normally relates to the manufacturer's suggested retail price when
*Z‘ia, items are generally distributed through conventional retail channels. By comparison,

1eing items have no equivalent "retail value" uniess one considers, for example, zhpn prices
r;asfif or "thieves™ market. The background commentary does little to clanify this issue,
“the enhancement is based on the value of the infringing items, which will
"i:cf:s!% the loss or gain due to the offense.” In fact, however, s ’

not adequately reflect the "loss" attributable to the offense, because |
only the less to r,lbh - consumers, and not the pote :

I

mate, non-infringing goods **

© Iiffective November |, 1993, the previous § 2B5 .4 {Cniminal Infringement of Trademark) was deleted in its
’ifid ,,,Qnsohdated with g 21353, which now controls criminal infringement of a copyright or trademark. See
suidelmes Appendix C, d.IT‘andHlQYﬁS 481 and 482

‘The narrow view of "loss" adopted i this portion of the Guidelmes fails to recognize the potentially more
{continued. ..
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infringement ca:
theories to ach ab : State
the court >r€s; ally held that the phrase "retail s Gf'he *nfr i,g' g m*’n
value of the ¢o } {3:, » ¥ However, ;}1& Kim court found that ﬂ e
seritencing based on the z‘eiai% \fcsi ofthe f'Pmms:* nwhhdndme was nm QiearE‘
because the defendant fas

items. 1d.

Larracuente,

retail value 1
under U.S.
"unauthorize d I
distribution thr \Lgi‘

hd Ve a 3}?

v far less zhan ;hc retail pucv

sung, 51 F.3d €2, 96 {(7th Cir. 199
he ;r‘%‘mzﬂ;g dejc‘is ‘ih; retail value of seized, unss;a goods if i%
overnment can es‘iazﬂms with "reasons ?r.:si: r:en": nty,' subject to a deduction of 3 level
JS85G &1 ‘x ) =;b}{ )" that the defendant "'was ¢ bG ut to complete all [necessary] acts bu
apprehension.' [d (citation omitted) The § :ih Circuit remanded the case {o the dis
court to determine *ua‘*le her the ze iations should include the retaii vajue of the
defendant’s purchase of .z.t?i},{u ging hair spray, which were seized fiom b
government.

{"[;»

.

..continued)

s _Q;i_b_m losses suffered by it.,g_i mate sellers o the form of lo
adopt a broader concept of "loss.” ¢ 11 {Larceny, Emberzlement, and Other Fory
(Commentary, Application Note 25 ("W “hm_ the markel value s difficult to ascertain or inadequate to measwe
to the victing, the court may measure loss i some other way, such as reasonable replacement cost to the vict
also United States v. Clanscewski, 894 F 2d 74 (3d Cir. 19903 (cost to victim of stolen check is full amount «
not price at which stolen check is resold), United States v, Wilson, 900 F 2d 1350 (9th Cir. 1990) {sentenc

acted reasonably when it considered victim's development cost to measure intended loss, and was not limited 1o stnct
market valuation of loss).

ost retai] sales. Note that guidelines for s

4"

¥ The court in Kim analyzed § 2B5.4 and not § 2B5.3. However, the language i the former section was

identical to the present § 2B5.3 and was censolidated into that section. Thus, the Kim decision seems f::;uzﬁ;
today.

licable
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3. Forfeiture

a Criminal

The forferture provision, contained at 18 U.S.C. § 2320(b), resembles a civil, rather than a
criminal provision. It provides that "[u]pon a determination by a preponderance of the evidence
that any articles in the possession of a defendant in a prosecution under this section bear
counterfeit marks, the United States may obtain an order for the destruction of such articles.™ In
choosing a civil-type forfeiture provision, the joint committee explained that "[elven if the
ndant is ultimately acquitted of the criminal charge, there is no valid public policy reason to
allow the defendant to retain materials that are in fact counterfeit." Joint Statement at H12077.

[S s L

b. Civil

In addition to allowing government seizures of infringing items under a § 2320
prosecution, the Lanham Act also provides, at least to a limited extent, for ex parte seizures
mitiated by private trademark owners. Because the Lanham Act requires trademark owners
seeking an ex parte order to give reasonable notice to the United States Attorney, 15 U 8.C.

1

AN
3
1

1116(d}2), and because the actual seizures of the infringing goods can only be made by a
ederal or state law enforcement officer, 18 U.S.C. § 1116(d)(9),” federal prosecutors should be
familiar with the civil seizure provisions.

In order to obtain an ex parte seizure order, an applicant must establish, inter alia, that the
applicant 1s:

likely to succeed in showing that the person against whom seizure would be
ordered used a counterfeit mark in connection with the sale, offering for sale, or
distribution of goods or services.

s
LA
o
€]

C.§ 1116(d)(4)(B)(iii) >

o

On July 2, 1996, Congress amended this subsection to permit any "state or local law enforcement officer” o
carry out a seizure of infringing items.  Anticounterfeiting Consumer Protection Act of 1996, Pub. .. No. 104-153, 110
Stat. 1386 (1996). Prior to this, only "United States Marshals" were specifically authorized to carry out a seizure order.
The court alse has the discretion to appoint a security agency to carry out the seizure, as well as to allow the plaintiff's
attorney to accompany and assist the law enforcement officials executing the order. 15 U.S.C. § 1116(d)9).

Under this provision, ex parte seizures can only be made of "counterfeit goods,” which excludes "paralle}

imports,” "gray goods” and "production overruns.” (For a discussion of these terms see "Lanham Act defenses,” supra

{continued..))
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The plaintiff must also show that the defendant "would destroy, move, hide, or otherwise
make" the counterfeit goods "inaccessible to the court" if notice were given. 15 U.S.C.
§ 1116(d)(4)(b)(vii). Thus, courts should not order a seizure against a "reputable merchant,"
absent unusual circumstances.”” In addition, the plaintiff must establish that the counterfeit goods
"will be located at the place identified in the application." 15 U.S.C. § 1116(d)(4)(b)(v).

Further, the applicant must make the traditional showings that he or she would suffer
irreparable injury if the goods were not seized, 15 U.S.C. § 1116(d)(4)(B)(iv), and that the
balance of hardships tips in his or her favor. 15 U.S.C. § 1116(d)(4)(B)(v1).

In addition to the substantive requirements, certain procedural requirements must be met.
These include posting a bond adequate to pay for damages incurred by any person "as a result of a
wrongful seizure,” 15 U.S.C. § 1116(d)(4)(A), an assurance against publicity, and a requirement
for a prompt post-seizure hearing. Of particular importance for federal prosecutors is the
requirement that the United States Attorneys are to be given "such notice as is reasonable under
the circumstances" of the impending ex parte seizure. 15 U.S.C. § 1116(d)(2). Moreover, that
subsection also provides that the United States Attorney "may participate in the proceedings
arising under [an ex parte seizure] application if such proceedings may affect evidence of an
offense against the United States. The court may deny such application if the court determines
that the public interest in a potential prosecution so requires.”

D CONTRASTING THE TRADEMARK AND THE COPYRIGHT ACT

The trademark counterfeiting statute may apply in some cases where the criminal
copyright statute does not. For example, unlike the criminal copyright scheme, the trademark
counterfeiting statute does not require that a minimum number of copies be reproduced or
distributed to constitute a felony. Rather, the law reaches all trafficking in counterfeit goods,

(...continued)
p. 59). Thus, the scope of this provision equals that of 18 UJ.S.C. § 2320,

% According to the joint staternent:

A reputable businessperson would not be likely to conceal or destroy evidence when notified of a
pending lawsuit, and the issuance of an ex parte seizure order against such a person would therefore
be wholly inappropriate, absent the unusual circumstances just mentioned. Rather, the sponsors
believe that ex parte scizures are a necessary tool to thwart the bad faith efforts of fly by mght
defendants to evade the junisdiction of the court.

Joint Statement at H12081.



‘including trafficking that s dis
merchandise has left the factory.

¢y, such as before the counterfeit

T ’he trademark statute also can be used in certain cases where proving the Copyright Act's

element of "commercial advantage or private financial gain” may be difficult. The definition of
ira !EE""’sng expressly includes i matfm;es where an individual makes or obtains control of a

wumcrﬁut item with an intent to "transport, transfer, or otherwise dispose of to another, as
consideration for anything of value " 18 U.S5.C. § 2320{d¥(2). At least one court has read the
“a‘wthéng of value” requirement broadly to include goods offered by a defendant in exchange for a
good will" arrangement to provide a LG’“’% uing xmpk of othe ahmcrﬁ’lﬂ ;f}(\&s "Such 'good
will' can be considered a fmrﬁ @f value in the ¢ i " Unit

Koehler, 24 F.3d 867, 871 (6th Cir 1994

07 U8 546, 556 (1993)).

L

Imr(}nanﬂv while the criminal copvright 15 SuD o a three-year statute of
limitations, 17 U.S.C. § <O7(a} prosecutions for trademark counte ncmng u*lii(.‘:? ‘a% USsSC
§ 2320 are covered by the traditional five-year limitations period. See 18 L T8 3282

E. CHARGING BOTH CRIMINAL COPYRIGHT AND TRADEMARK VIOLATIONS

Charging both copyright and trade
not violate the Double Jeopardy Clause of the } T
offense contains an element not contained in the other " !uui S?ate< v, DlXi}ﬁ

309 U.S. 688, 698 (1993) (citing Blockburger v. United States, 284 U.S. 299, 304 (1932})

Accordingly, inconsistent verdicts from a trial involving c?zar;_ es of copyright infringement and
trademark counterfeiting should not jeopar‘dizc a successful conviction. See United States v

acwmpanyms. consp;racy count dops not necescanh af,evt a ﬁndmg, of guut on f}m substanti
count or counts. United States v. Steele, 785 ¥.2d 743, 750 (9th Cir. 1986)(crimnal copyrnig
case).

It may be appropriate to bring trademark counterfeiting charges in criminal copyright
infringement cases. Often, for example, manufacturers or vendors of infringing items may illegally
artempt to reproduce the packaging for genuine copyrighted works. This packaging of ier; carres

counterfeit trademarks, which will support charges under the trademark couptenextmg statute. In

several early cases involving sound recordings and motion pictures, pirates were charged under 18

%3

it should also be noted that the trademark counterfeiting seizure prom,;zo'; requires that civil v‘lgaﬁ% seekin
obtain ex parte seizure of infringing goods notify the U.S. Attorney of such intentions; no such requirement is placed «
litigants seeking ex parte seizure m copyright cascs,

on
G0



C. § 2320 with illegitimately reproducing recording labels, manuals, or packaging, in addition
to %eiﬁg charged with copyright violations for reproducing the underlying work on audio or
videotape ** Similarly, it is not uncommon for software counterfeiters to reproduce not only the
underlying code (supporting charges for copyright infringement), but alsc to reproduce the
instruction manuals and packaging traditionally offered by a legitimate seller of these products.
ducing the text of an instruction manual can give rise to an another charge of copyright
ngement, as well as an additional charge under § 2320 if the infringing copy bears a

ered trademark.

n

i ?j‘m’\{

It may be possible to charge a § 2320 violation even in cases where the defendant did not
mpt to copy genuine packaging, but did knowingly reproduce the counterfeit mark in the
ourse of reproducing the product itself "Once a product 1s put into commerce, any confusion,
mistake, or deception occurring at some future time is sufficient to establish liability for
nark infringement " Sega Enters. Ltd. v. MAPHIA, 1996 WL 734409 (N.D. Ca. Dec. 18,
In V&j‘h’d the count Qramed p:amnﬁ s moum for x,urnmarv Judgmem where the

reg uc:\,d &tademark The c0urt rejected defcndant s Llalm thaf pl amtiff‘s trademark was bemg
nsed merely "as a file identifier" and such use does not violate the Lanham Act. The court stated
that the use of plaintiff’s trademark "creates the likelihood of confusion as to whether Sega
réz sed or jpgpssred the games made available on defendant's BBS." "Accordingly. . ..
defendant's] use of Sega's trademark on virtually identical Sega game programs constitutes

e f;{f;umg Id at 16

el f‘c«

]

17
i

o

Note that in such cases, prosecutors might also consider the propriety of charging violations of 13 U.5.C.
§ 2318, Seg "Traflicking in Counterfeit Labels, 18 US.C. § 2318, suprap. 42.

Literally thousands of trade and service marks have been registered, relatively recently, by the computer
industry. A very small sampling of marks contained on the principal register appears below:

"Apple,” "Macintosh,” "Powerbook,” "Newton,
“IBM," "Think pad," "Prodigy,"

"Lotus,” "Smartsuite,” "Symphony," "123,"
"Microsofl,” "Bookshelf," "Powerpoint,”
"Novell” "Netware,”

"Wordperfect," "Pageperfect.”
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V. PROSECUTION OF THEFT OF TRADE SECRETS

A INTRODUCTION

Unlike copyright and trademark law, which trace their roots to well-established British
common law principles, the law of trade secrets, while not without a common law basis, is
relatively recent and rapidly evolving. In fact, it is still not universally accepted that a trade secret
is a type of property. Moreover, with one minor exception,” until very recently there was no
federal statute that explicitly criminalized the theft of trade secrets. Federal courts, however,
under limited circumstances, did uphold convictions for the interstate transportation of stolen
trade secrets or proprietary economic information under 18 U.S.C. § 2314, or for the disclosure
of information in violation of a confidential or fiduciary relationship under 18 U.S.C. §§ 1341 or
1343,

Because federal prosecutors have had trouble "shoe-horning" the theft of trade secrets into
the above statutes and because intellectual property plays an increasingly important role in the
well-being of the American economy, Congress enacted the Economic Espionage Act of 1996,
effective October 11, 1996.”7 Pub.L. 104-294, 110 Stat. 3489. In general, it criminalizes the theft
of trade secrets.”

s 18 U.5.C.§ 1905 provides, inter alia, for misdemeanor sanctions for the unauthonzed disclosure of government

mformation, including trade secrets, by a government emplovee.

o As noted by Senator Arlen Specter, a co-sponsor of the Economic Espionage Act:

In an increasing complex and competitive econonuc world, intellectual property forms a critical
component of our economy. As traditional industries shift to low-wage producers in developing countries
economic edge depends to an ever-increasing degree on the ability of our business and inventors t
step ahead of those m other countries. And American business and inventors have been extremels
and creative in developimng intellectual property and trade secrets. America leads the nations of the w
developing new products and new technologies. Millions of jobs depend on the continuation of the pr
minds of Americans, both native born and immigrants who find the freedom here to try new ideas and add 1o
our economic strength.

Inventing new and better technologies, production methods, and the like, can be expensive. As
companies and the U.S. Government spend millions on research and development. The benefits reape
these expenditures can easily come to nothing, however, if a competitor can simply steal the trade secret
without expending the development costs. While prices may be reduced, ultimately the incentives for new
invention disappear, along with jobs, capital investment, and everything else that keeps the economy strong

142 Cong. Rec. $12201, 12209 (daily ed. Oct. 2, 1996) (statements of Sen. Specter).

#®  For additional discussion of the Economic Espionage Act of 1996 see James H.A. Pooley, Mark A. Lemiev,

and Peter J. Toren, Understanding the Economic Espionage Act of 1996, 5 Tex. Int. Prop. L.J. 177 (Winter 1997
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NAGE ACT OF 1996

ihe Statute

age Act of 1996 ("EEA") contains two separate provisions that
, ppropriation of trade secrets. The first provision, codified at
831, directed towards foreign economic espionage and requires that the thett of
: to b ;g,f;% a foreign government, instrumentality, or agent.” In contrast,
nal the more common commercial theft of trade secrets,
S.C. § 1832.' Reflecting the more serious nature of economic
Qf violating § 1831 can be imprisoned for up to 15 vears and

2

Wit O ITS

“Whoever, intending or knowing that the offense will benefit any foreign
mentahty, or foreign agent, knowingly-
or without authorization appropriates, takes, carries away, or conceals, or by
i 1 obtamns a trade secret,
opies, dupheates, sketches, draws, photographs, downloads,
replicates, transmuts, delivers, sends, mails, communicates, or

; & trade secret, knowing the same to have been stolen or
d without autheorization,

v offensc desenibed m any of paragraphs (1) through (3); or
more other persons to commit any offense desenibed m any of
¢ or more of such person do any act to effect the object of the

L

with intent {o convert a trade secret, that is related to or included in a product
1 in interstate or foreign commerce, to the economic benefit of anyone
of, and intending or knowing that the offense will mjure any owner of that

hout authorization appropriates, takes, carries away, or conceals, or by
obtains such mformation;

ation copies, duplicates, sketches, draws, photographs, downloads,
tocopies, replicates, transmits, delivers, sends, mails, commumicates, or

information,
: stves, buys, or possesses such information, knowing the same to have been stolen or
appropriated, f‘;h'amcd or converted without authorization;

{4y attempis to commit any offense described in paragraphs (1) through (3); or

{ 1th one of more other persons to commut any offense described in paragraphs
or more of such persons do any act to effect the object of the conspiracy, 1s

guiity of a felony,
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¢ are a number of impoitant features
orfeiture of any property or proc 34:0%
§ 1834 The EEA also permuts the Attorney General E! enforcen

obtain appropriate mmjunctive relief for vu}lau( ms. 18U ST 4§ E‘z’%'}e(y further,
rec (wmzed difficulty of maintaining the secrecy of a trade secret d rmg i m_au

s that courts take such actions as necessary to preserv
t. 18 US.C § 1835, The EEA also cover
where the o g‘ef}de; i$ a citizen or permanent re:
of the offense was committed in the 1
1ons brought under the EEA must first t

sz ney General, or the Assistant Attorney G

sriminal

The EEA contains two
each section, the government mu ,
or without authorization of the owner, obtained, dest
defendant knew this information was ﬁx(“wn{?i" 3
secret. To establish a violation of the economic
prove that the defendant knew the of en%
sovernment, foreign mstrumentality, or i

¢ government cannot establish that the defendant acted with the intent to benefit o
ifth t t establish that ti fendant acted with the mtent 1ol i

foreign ennty, the government can still establish a viciation of

~

ETA rinfier 19 37
EA under 1810 5

mtended to convert the trade secret to the economic b

(5) the defendant knew or intended that the owner of the trade secrat
the trade secret was related to or was included in a product that
nterstate or foreign commerce.

Both sections also explicitly criminalize attempts and conspiracies i«

espionage and steal trade secrets. 18 U.S.C. §§ 1831{a)(4), (a)(5) a

151

Justice wﬁi require that all prosecutions bro lbhg under the EEA
Attorney General, or the Assistant Aftorney Genersl of the Cr3
mfrap. 85

ed
P



ng receipt, purchase or possession of a sto

\-
o

a. Misappropriation

nitial element of a criminal prosecution under either § 1831 or § 1832 is that the
‘iamed destroved or conv ved mfﬂrmation without the authorization of the owner.
hare pﬂjhi af* are broadly defined and include traditional instances of
i sically removed from the owners possession,
ywever, less traditional m mefhedﬁ of misappropriation and
2?";8 terms of *‘*“ z;i:,%, Ing 8 UscC Q§ 183 1(a;w; aﬂd

i duplication or misappropriation may effective 3}»’ dutrow the ‘.alue of what 1s left with
Through copying, information can be siolen without asportation, and the

1ains mtaCI I* was ﬁm intent of Congress "to ensure that the misappropnation
¢ same way that the theft of physical items are

2d Sess. 16 {1996).

ndant acted "without authorization” from the
onsent of the owner to obtain, destroy or
‘ﬂésmr}f "authorization is the permission,
1sent or ganchi destroy or convey the trade secret.

«x:.“ b% 22062 12 ¢ 3‘3%) Thus, for example, where an employe

t orm his employer to obtain a 1radc secret during the regular course of
gmgmwme nt. hc can still violate the ht;r if he "conveys” it to a competitor without his employer’s

b Enowiedee

lement that the government must prove is that the defendant's

i T S'hﬁ'*; it must show that the defendant knew or ssad a

: she was taking was proprietary. 142 Cong. Rec. at S12213

ek 25 %} (:meru; under criminal statutes covering the theft of tangible property,

be government must prove that thﬁ thief knew that the object he stole was property that he had
no Aauﬁ;; right to ¢ anveﬁ it for his personal use. Applying this same principle to this statute, in

nt to b;; cony ted, the government must establish that the defendant was
iin that he was misappropriating a trade secret. Thus, a person who

o}
Yo



takes a trade secret because of ignorance, mistake or accident cannot be Pros
EEA. The legislative history goes on to suggest that:

[t]hus requirement should not prove to be a great barrier to I
and warranted prosecutions. Most companies go to cons
pains to protect their trade secrets. Documents are marker
security measures put in place; and employees often sign confidentiality

agreements to ensure that the theft of intangible information ibited
in the same way that the theft of physical items are protected.

%

c. Trade secret

The definition of the term "trade secret” in the EEA is very broad. It include:
all types of information, however stored or maintained, which the owrer has
measures to keep secret and which has independent economic value %% t is
definition of "trade secret" in the Uniform Trade Secrets Act'® in a numbe

case law should be instructive in illuminating the EEA's definition

8 18 U.S.C. § 1839 defines a "trade secret” as:

all forms and types of financial, business, scientific, technical, cconomic, or eng
mcluding patterns, plans, compilations, program devices, formulas, designs, proto
techniques, processes, procedures, programs, or codes, whether tangible or intangible, an
how stored, compiled, or memorialized physically, electronically, graphically, photographically, o
writing if-

(a) the owner thereof has taken reasonable measures to keep such informatio

(b) the information derives independent economic value, actual or pot
and not being readily ascertainable through proper means by, the public
3 Section 1(4) of the Uniform Trade Secrets Act provides:

(4) "Trade secret” means information, including a formula pattern
method technique, or process that

disclosure or use, and

(1) is the subject of efforts that are reasonable under the circumstances 1o mair

A1Tt it8 secrecy.
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ike patents, which must be both novel and a step beyond "prior art," trade secrets must
“mimimally novel." Kewanee Oil Co. v. Bicron Corp., 416 U.S. 470, 476 (1974). In

s, a trade secret must contain some element that is not known and sets it apart from
hat is generally known. According to the legislative history of the EEA, "[w]hile we do not
impose a novelty or inventiveness requirement in order for material to be considered a

ret, looking at the novelty or uniqueness of a piece of information or knowledge should
inform courts in determining whether something is a matter of general knowledge, skill or
experience ” 142 Cong. Rec. S12201, S12212 (daily ed. Oct. 2, 1996).

The sine qua non of information constituting a trade secret is that it is not publicly known.
hether the information was secret before it was obtained by the defendant is a question of fact.
I'he government often has the difficult burden of proving a negative, i.e., that the information was
generally available to the public. In this regard, prosecutors should make sure that the

information had not been publicly disclosed through, for example, technical journals or other
publications and should determine whether the information was obvious to the victim's
competitors in the industry  Often information that a company regards as its proprietary "crown
jewels” 1s well-known in the industry and, therefore, not protected.

Every part of the information need not be completely confidential to qualify for protection
as a trade secret. A trade secret can include a combination of elements that are in the public
domain, if the trade secret constituted a unique, "effective, successful and valuable integration of
the public domain elements." Rivendell Forest Prods. Ltd. v. Georgia-Pacific Corp., 28 F.3d

1046 (10th Cir. 1994); see also Apollo Technologies v. Centrosphere Indus., 805 F. Supp.
7, 1197 {13 N1 16992)

Trade secrets are also fundamentally different from other forms of property in that the
owner of a trade secret must take reasonable measures under the circumstances to keep the
information confidential. 18 U.S.C. § 1839(3)(A). This requirement, not imposed upon owners

of other types of property,'™ is necessary to insure that a person cannot obtain a monopoly on

ideas that are in the public domain.

The extent of the security measures taken by the owner of the trade secret need not be
absolute. but must be reasonable under the circumstances, depending on the facts of the specific

(Gates Rubber Co. v. Bando Chem, Indus., Ltd., 9 F.3d 823, 848-49 (10th Cir. 1993).
“Reasonable efforts” can include advising employees of the existence of a trade secret, limiting
access to the information to a "need to know basis," requiring employees to sign confidentiality
agreements, MAI Sys. Corp. v. Peak Computer, 991 F.2d 511, 521 (9th Cir. 1993), and keeping
secret documents under lock. 1 Roger Milgrim, Milgrim on Trade Secrets, § 1.04 at 1-126.

i04

For example, a defendant can be convicted for stealing a bike even if the victim failed to protect it by leaving it
uniocked on his front porch.

75
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Each trade secret owner must assess the value of the protected material and the risk of its
theft in devising reasonable security measures. Under this principle, prosecutors must be able to
establish that the security measures used by the victim to protect the trade secret were
commensurate with the value of the trade secret. For example, prosecutors should determine the
extent of the security used to protect the trade secret, including physical security, computer
security, and the company's policies on sharing information with, for example, sub-contractors
and licensed vendors. If investigation reveals, for example, that any low-level employee in a very
large company could gain access to the information, it might not qualify as a trade secret

Courts have heid that information may remain a trade secret even if the owner discloses
the information to its licensees, vendors, or third parties for limited purposes. See, e.g., Rockwell
Graphic Sys., Inc. v. DEV Industries, Inc., 925 F.2d 174 (7th Cir. 1991). The owner of the trade
secret must, however, take reasonable security measures when it does disclose the information,
such as requiring non-disclosure agreements. Further, a trade secret can lose its protected status
if it is disclosed, for example, either through legal filings (such as by the issuance of a patent), or
through accidental or intentional disclosure by an employee at conferences, at trade shows, or in

1992} At least one court has held that information can lose its status as a trade secret through an
anonymous posting on the Internet, even for a very limited time. Religious Technology Ctr v.
Netcom On-Line Com , 923 F. Supp. 1231 (N.D. Cal. 1995).

Finally, the trade secret must derive "independent economic value . . . from not being
generally known to . . . the public.” 18 U.S.C. § 1839(3)(B). Since the EEA does not require
that the government prove a specific jurisdictional amount, proving this element should not be
difficult.

In limited circumstances, the value of the trade secret can be established by showing what
the trade secret fetched on the open market. For example; in United States v. Bottone, 365 F 2d
389 (2d Cir.), cert. denied, 385 U.S. 974 (1966), the court held that the value of stolen chemical
formulae could be based on what European drug manufacturers were willing to pay. Simiiarly, in
United States v. Greenwald, 479 F.2d 320 (6th Cir.), cert. denied, 414 U.S. 854 (1973), the Sixth
Circuit held that value of the misappropriated trade secret could be established from the “viable,
albeit limited” market among chemical companies for the type of formulae misappropriated and

from licensing agreements or sales for the chemical formulae that were misappropriated. Id. at
322

In those instances where the value of the trade secret cannot be established through the
use of a legitimate market, courts have approved the use of a "thieves" market as a proper means
of valuing stolen goods or property under a variety of federal statutes. See, e.g., United States v.
Stegora, 849 F.2d 291, 292 (8th Cir. 1988) (18 U.S.C. § 2314); United States v. Drebin, 357
F.2d 1316, 1328 (9th Cir. 1977) (18 U.S.C. § 2314); Churder v. United States, 387 F.2d 825,
833 (8th Cir. 1968) (18 U.S.C. § 641); United States v. Oberhardt, 887 F.2d 790, 793 (7th Cir.
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§ 6413, United States v. Berkwitt, 619 F.2d 649, 657 (7th Cir 1980) (1

o
_—
Ca

In many situations involving the misappropriation of trade secrets, however, monetary

¢ 1s not easily established, either because the trade secret 1s often stolen at the development
e or because the victim company has chosen not to sell or license the technology.
Consequently there is no true market value, 1 ¢ , what a willing buyer would pay a willing seller in
the open market. In such situations, federal courts generally have rejected a strict market
valuation approach and have found that "where the goods have no readily ascertainable market
value, ‘any reascnabie method may be employed to ascribe an equndient monetary value "

| States v. Drebin, 557 F.2d 1316, 1331 (9th Cir. 1972) (quoting United States v, Lester,
B2 F2d ,f:n} ?53 (3rd Cir. 1960), cert. denied, 364 U.S. 937 (1961)), see also United Sta
,,,,, Seagraves, 265 F.2d 876, 880 (3rd Cir. 1959) These methods include consideration of the
dt.vf:;(}pmg!}t, research and produvuon COosts. Set, e, e.L., Lmted btufeb v, Wilson, 800 F 2d 1330,

Abbott v, L/mied ‘statu; 739 2d3 .i} 313 (‘"'n“i Cir. ‘Q\b)( alue for 1hc gurpoxs f\f 8 L..% C
§ 2314 includes only market value.)

Although development, research and production costs may be relevant to the value of the
trade secret, prosecutors should be careful in relying exclusively on this method of valuation
true value of the information may be far more or far less than the cost of development ;ﬁé ma
f;eneﬁé n immeasurable attributes, such as the onginality or soundness of the underlying ideas.
Further, at trial, prosecutors should consider using an i1 1dppenuent expert witness to establish
vaéuaiéim of the trade secret based on alternative theories, and not rely solely on the information
supplied by the victim. For example, in Stegora, 849 F 2d at 292, the court approved the
government's use of an expert witness to establish that the 3M Company spent in excess of

AR Fav=Ys

$1,000,000 for research, development and manufacturing equipment to market the product, and
that a license to produce a product using the technology described in the trade secret would cost
$150,000 per million dollars of sales.

3. Additional & 1831 Element
a. Intent to benefit a foreign government, foreign instrumentality,

or foreign agent

The second mens rea requirement of a § 1831 violation i that the defendant intended or

knew that the offense would "benefit” a forelg,n government, foreign instrumentality,'™ or foreign

The term "foreign instrumentaiity” means:

{continued. .}
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5, the government must show ths
isappropriation would benefit a foreign entity. 1 i not,

iy (¢ usiness), there must be evidence of 1 aovernment %, on
mntelligence activity." 142 Cong. Rec. 512

SOT shm or
3, 512212 (daily j Oct. 2, 1996)

he legislative history of the EEA indicates that "benefit” is to be interpreted broadly and
1= not limited to an economic benefit, but includes a ’;sj:‘;ivn:as;-nais strategic, or tactical benefit "
h R.Rep No 788, 104th Cong., Zd Sess {1996}

~ (

government, instrumentality or agent
ier to establish that the
nent must angw ?hat the entity

v care Fuhv anaivze ‘W governmen
defendant inte med to benefit a "foreign instrumentality
was "substantially Gwned controlied, monsaf , com \
foreign government.” 18 U.S.C. § 1839(1). Tﬁe EEA does not define .ﬁgbstannaiiyf‘ but 1ts use

gg sts that the prosecution does not baw to prove complete ownership, control
ommand, management or domination. The legisiative |

, sponsorship,

substantial in this context, means material or sigmficant, not technical or tenucus. We do

haalil

not mean for the test of substantial control 1o ’H(’ mechanstic o; mathe'na ical

ecna

al. The Qimpie

fact that the majority of the stock of a ¢ 1 government will not

suffice under this definition, nor f i rernment
only owns 10 percent of a company exempt it fr utiny. R rth zje’"ﬁﬂsm "H
is whether the activities of the company
foreign government directed.

142 Cong. Rec. §S12201, S12212 (daily ed

ey

Thus, § 1831 does not apply where a foreign corporation imsapproprates the trade secret and
there 1s no evidence of sponsorship or "coordinated uudé; ence act"nty' by a foreign government.
Id. at 512213, In such an instance, however, the foreign corp

ation could still be properly
charged under § 1832.

957 ey Ee e
195 continued)

any agency, bureau, component, institulion, associa
orgamzation, firm, or entity that is substantially owned, ¢
dominated by 2 foreign government.

or business
imanded, managed, or

IRUS.C §183901).
106

The term "foreign agent” means:

any officer, employese, proxy, servant, delegate, or repre

0l Grcu..x government.

18U.S.C. § 1839(2).

)
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4 Additional section 1832 elements

Ficonomic benefit to a third party

wa s iniended for the economic benefit of a person other than the rightful owner (which can be the

iant or some other person or entity). This differs from § 1831 where foreign governement
ired, and the benefits may be non-economic. Therefore, a person who

*;;ada secret but who does not intend for anyone to gain economically from the

secuted under § 1832

b Intent to injure the owner of the rrade secrel

Bevond demonstrating that the defendant both knew the information taken was

tary and intended that the misappropriation economically benefit someone other than the
the government in a § 1832 case also must prove a third mens rea element: that

intended to "injure" the owner of the trade secret. According to the legislative

the actor knew or was aware to a practical certainty that his conduct would cause

4

to the rightful owner " H R Rep No 788, 104th Cong , 2d Sess. 1996,

r this standard, it is not entirely clear what the government has to prove, if anything,
to proving that the defendant intended to misappropriate the trade secret to benefit
another. By definition, in order for a trade secret to have value, it must confer a commercial
advantage to the owner. Further, the value is dependent on keeping the information a secret.
Once the information is disclosed to another for the recipient's benefit, the trade secret loses its
this context, each time a defendant discloses a trade secret, the owner 1s injured to the
rade secret has lost at least a portion of its value.

c. Interstate or foreign commerce

15 element requires the government to prove that the trade secret was "related. to or

e '% n a product that is produced for or placed in interstate or foreign commerce.’

S § 1832 In cases where the trade secret is related to a product actually being

red and sold, this element would be easily established by evidence of interstate sales.
here the trade secret relates to a product in research and development, proof would

wore difficult. It is possible for a defendant to argue that products still in the research

T
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stage are not yet being "produced for interstate Lsmmem@f beca
produced” for sale. If this argument prevails, o
because a trade secret 1s often most valuable during

‘mbodying the trade secret is released to the public, t
because the product can be examined and the trade
everse engineering.

e value of the
ecret obtamed. for

U’E “"‘*

nere s no evidence that Congress intended to create such a lar ge ex xception to the trade
orged protection under the EEA. Therefore, in cases in which th

yduc

e trade secret i

t still being developed but will uitimmately be sold in i
tablish this fact, and argue that it sufficiently meets

Defenses

a Parallel development

oly on t’he information or da’ta that comprises the trade secret
i have the right to discover the elements of a trade secref (i
rk. As the Supreme Court stated in Kewanee Oii Co. v
4

43

{f something is to be discovered at all, very likely it wili be discovered by more than on

person. .. Even were an inventor to keep his discovery completely to himseif, something
that neither the patent nor trade secret laws forbid, there 1s a high probability that it wiil be

soon independently developed. 1f the invention, though still a trade secret, is put into
public use, the competition is alerted to the existence of the inventor's so %a tion to the
problem and may be encouraged to make an extra effort to independently find the soluti
thus known to be possible.

a defense if the defendant demonstrates that he independently des

b. Keverse engineering

Similarly, a person can legally discover the elements of a trade secret b
ineering," the practice of taking something apart to determine how it 1

80
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6 U.S. at 476 (the law does not protec
y fair a fi ht)ﬂﬁ%i means, such as mdepenaem nve
so-called reverse engineering.”). The EEA does not exps
ing would be a valid detense however, the legislative history suggests |
scus on whether the accused has committed one of the prohibited ¢
her he or she has reverse engineered. If someone has lawi
cret and can replicate it without violating copyright, patent, or ¢
neering' should be fine.™ 142 Cong. Rec. S12201, S12212 ¢{

PR

then that form
ed. Ucr 2, {990

1l claim by the defendant that he discovered the trade
: ould establish the means by which the defendant
de secret. ’70; example if the prosecution could show that the defenc
o the trade secret, it would refute his claim that he learned of t
enamcmng Further, a defendant cannot defeat a prmmm 0
:5. have been discovered by reverse engineering.” Telerate S
‘ (S D.NY. 1988) ("the proper focus of inquiry is not wi
{e secret can be dﬂ'idcece by reverse engineering but rather, whether impropes
are required to aceess 1t}

Y JE i &H‘s’»ﬁ

ret ‘33;3 1%
i j= %Y

wral knowledge

iy to individuals who seek to capitalize on their lawfull
Fm p oyees, for example, who change employers or star

d based on an assertion that they were exposed to a &
rument can establish that they stole or misappropnated @
siative hlstory makes clear that "[t]he gowmmem can not

knowled:
COmpant RV
while emploved, unless the pove
particular trade secret. The legis
prosecute an ifld ud | tor taking a
¢ es by durning his tenure w1th a company. Allowing smi
> the risk of such charges to be brought would unduly endar
economic behavior." 142 Cong. Rec. S12201, 12213 {éaii'-, i
h,xyevzr, that employees who leave a company to start
n never be prosecuted under the EEA. Where the pmr‘i
“—f@*mated a trade secret from their employer, they may be p

of course, that the other elements can also be satisfied .

mmpar}’m ¢
withot zt

1407

7

(lear evidence of thefior ¢
defendant’s "mental recolle

pying is heiptul in all cases to overcome the potential problem of pre
and a defense that "great minds think alike."
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d. The First Amendmernt

In most instances, if the government can establish that the defendant intended for the
ppropriation to benefit economically a third party, he should not be able to claim succ
First Amendment of the Constitution protected the disclosure of the trade secret.
r fvords if the defendant's motivation was pecuniary, he cannot very well argue that h
disclosed the secret as a public service or to educate the public. Further, courts also have retected
First Amendment defense if the speech itself 1s the very vehicle of the crime. See, e.g., Unit
tes v. Morrison, 844 F 2d 1057, 1068 (4th Cir)) (court rejected defendant's First Amen

efense and upheld conviction for a violation of 18 U.S.C. § 641 for stealing secret
documents, noting, "[wie do not think that the First Amendment offers asylum = . . just becaus
the transmittal was to a representative of the press."), cert._denied, 488 U S 908 {1988} United
States v. Rowlee, 899 F.2d 1275 (2d Cir)), cert. denied, 498 U.S. 828 (1990). Additionally, in
United States v. Riggs, 743 F. Supp 556 (N.D. Ill. 1990), the court rejected defendant’s assertion
that the First Amendment provides a defense to a charge under 18 U S C
& 2314 for the interstate transportation of stolen computer files:

In short, the court finds no support for {defendant's] argumnent that the criminal
activities with which he 1s charged . . . are protected by the First Amendment
Interpreting the First Amendment as shielding [defendant] from criminal
would open a gaping hole in criminal law; individuals could violate crima
with impunity simply by engaging in criminal activities which involve spee
related activity. The First Amendment does not countenance that kind of
around criminal law.

7ia

id. at 560-61,

Because a claim of First Amendment protection is irrelevant to defendant's iilegal
activities, the government should consider seeking an in limine order precluding the inir
of such evidence in appropriate cases.

5. Criminal Forfeiture

The EEA also provides that the court in imposing sentencing shall order the fi
any proceeds or property derived from violations of the EEA, and may order the forfe
property used to commit or to facilitate the commission of the crime. Note that the statitory
language of the first subsection is mandatory and leaves the judge no discretion. 18 U S
j 1834(a)(1). With regard to the latter provision, however, the court may in its discretion tal
nto consideration "the nature, scope, and proportionality of the use of the property in the

rieiture
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limitation is to insure that the amount and
tionate to the harm caused by the defendant's conduct.

lleging a violation of either 18 U.S.C. § 1831 or
forfeiture paragraph.

Civil Proceedings

“~d

While the EEA does orfeiture proceedings, it does authorize the
government to file a civil action seeking éi’ijﬂ?' ve re‘iief 18 US.C. § 1836(a). Prosecutors
should consider seeking 1 r’iu.iciive relief to prevent further disclosure of the trade secret while
conducting a criminal investigation or in cases in which a defendant's conduct does not warrant
criminal prosecution.

8. Confidentiahty

Victims of trade secret ¢
report the matter to law en

ced with ﬁenima when deciding x,g;eﬁzer to
(Genera Ey ctims do not want the thief to go
unpunished but suspect that if they rep natter, the trade secret will be publicly aired during
criminal prosecution. In drafting the EEA, Congress was clearly concerned about this issue and,
to encourage reporting, sought to preserve } e confidentiality of a trade secret, if possible, even
after the return of the indictment The EEA provides that the court "shall enter such orders and
take such action as may be necessary and apmup 1ate to preserve the confidentiality of trade
secrets, consistent with the requirements of the Federal Ruies of Criminal and Civil Procedure, the
Federal Rules of Evidence, and all other dppl.cabl laws " 18 U.S.C. § 1835.'% Therefore,
prosecutors are strongly encouraged to seek the entry of orders that will preserve the status of the
information as a trade secret and prevent the unnecessary and harmful disclosure of such
information.

Note that courts can §1mi1 the disclosure of information to the public even during the trial
without necessarily violating the defendant's right to a public trial under the Sixth Amendment.
While the right to a public cri v—ﬁai 1al was incorporated into the Constitution by the Sixth
Amendment, the right is not absolute and may be limited in certain circumstances. Richmond
News f’apers Inc. v. Virginia, 448 U 5 555, 599-600 (1980) (Stewart, J. concurring), sec :
Gannett v. Depasquale, 443 U.S. 368, 422-33 (1979) (Marshall, ], concurring in part and

% This section also provides for intericeutory appeals from a decision or a court order authorizing the disclosure

of any trade secret. [d.
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issenting in part) {tracing the history of the right to a public trial and citing cases where that right
been limited) State ex rel. La Crosse Tribune v. Circuit Court, 340 N.'W. 2d 460,
; s 1983 i\::, Lm’? State ex tel. Ampco Metal, Inc. v. O'Neil, 78 N'W. 2d 921 (Wis,

nherent power of a court to limit the public nature of trials).

a5

juitd

one circuit court has recognized the power of the district court to restnct, at le
o that portion of the proceeding which would reveal trade secrets. In
m:mgdmnn \ vV _v. American Cyanamid Co., 506 ¥.2d 532 (2d Cir. 1974), on appeal of a
criminal contempt conviction, the court held that based on a compelling claim, a district court may
artially it the f}ht‘hf‘ s access if the court determines that (1) a party is likely to suffer
e ury if access to the proceedings was not limited, and (2) protection of the party's
secrets can be @f;‘m red "with minimal disruption of the criminal proceedings.” Id. at 540,

s

utors should therefore seek to limit the public disclosure of the trade secret during
, for wdm")l I "QUF’Q‘% 1 that the court limit p“'t lic access during the testimony of an
expert witness who 1s d sribing the details of the trade secret. The release of the transcripts
must be similarly iam:ied

=

In order to rebut the general presumption against the extraterritoriality of U.S. criminal
laws, Congress made clear that the EEA 1s meant to ;:tpi\; to specified conduct occurring outside
the United States. To ensure that there is some nexus, the EEA applies to conduct occurring
outside the United States ift (1) the offender is a citizen or permanent resident alien of the United
States, or an organization organized under the laws o { the United States or a State or political

subdivision thereof: or (2) an act in furtherance of the offense was committed in the United States.
18 UK C § 1837

PO

Statutory Penalties

A defendant convicted fm’ violating § 1831 can be imprisoned for up to 15 years and {ined
3,000 or both. 18 U.S.C. § 1831(a)(5). Corporations and other organizations can be fined up
to $10,000,000. 18 U.S.C.§ HB 1(b). A defendant convicted for violating § 1832 can be
imprisoned for up to 10 years s and fined $500,000. 18 U S.C § 1832(a)}5). Corporations and
other entities can be fined not more than $5,000,000 for violating that provision.

i



{"

C

statute that specifically protect

or a period of five years, the Departme
under the EEA must first be approved
the Assistant Attorney General of the Cr

[ Department of Justice

Prior to the passage of the b
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1 introduction

Prior to the enactment
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roprietary information could viclate a number of ésra‘i criminal
misappropriation and interstate transportation of !

{he disclosure of information in violation of a Cﬁﬂiluﬁ'ﬂia;

I'S.C.§§ 1341, 1343, or unlawfully accessing a protected ¢

the applicability of these statutes to thefls of trade secrets is limited,
ssecutors should, where appropriate, bring charﬂcs under both the EEA. §8§ 1831
and under one or more of these other statutes.

IBUSC §2314
a. Fiements

O

Phus, in order to convict under this section, the government must prove
reasonable doubt that

(1) the defendant unlawtfully transported or caused to be transported in interstate
or foreign commerce goods, wares, or merchandise;

(2) the goods, wares, or merchandise were stolen, converted, or taken b by fraud;
(3) the goods, wares, or merchandise have a value of $5,000 or more: and
(4) the defendant knew the same to be stolen, converted, or taken by fraud.

See U S AM 9-61260-961261(A-D).

111
i1l

Charging both a violation of the Economic Espionage Act and another st atute Qi;c}a as

')i’ S tolen Property or Wire Fraud arising from the same act or acts does not violate the Doul
tfth Amendment of the Constitution because “each offense contains an element n

\iﬁ{u v. Dixon, 509 U.S. 688, 690 (1993) ( (citing Blockburger v. United States, ’?‘%
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enses are cm‘np!da undef state ‘aw but who utih
> a successful getaway, and thus make the state's desu
United States v. Shendan, 329 U S. 379, 384 (19406). A

> this element in the same manner as with any other stolen goods, wares or
. 2., by establishing that the good containing the trade secret was transported

Goods, wares, and merchandise

inalizes the interstate transportation of stolen "goods, wares, or
the statute does not define these terms. Courts are divided on w
-umstances intangible property such as trade secrets constitutes "g
" Thed f;fcwdfmi in United States v. Brown, 925 F 2d 1301 (10th Us&

991y, was
-ansporting the source code of a computer program from
n moved to dismiss zhe indictment arguing the government

erstate commerce "physical goods, wares [or] merchand
Id at 1303 Atan emdenuary heaning on this issue, the
¢ either that the defendant copied the source code «

ant had in his possession any tangible property belong:

: n court, citing United States v. Dowling, 473 U.S. 207 (1985), dismussed the
indictment ' 1t held that {p Jurely intellectual property," such as the source code approprated

efendant was convicted of violating § 2314 following his interstate distnbution of b
5 ne Court reversed the conviction, holding that Congress did not intend that §
tinfringement. 473 U.S. at 216-18. The Court noted that ifs decéqm:‘; di

urement was accomplished by theft or fraud, and acknowledged that

slen and transported remain in entirely unaltered form. Tﬁr‘

with the common-sense meaning of the statutory language: by requiring that the 'goods,
handise’ be ‘the same' as those 'stolen, converted or taken by fraud, the provision

sonternplate a physical identity between the items unlawfuily obtained and those
:4, and hence some prior physical taking of the subject goods.

{continued...}
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imierce has a glg THAITTIS v

o o e A7
54 g,‘;,,!ﬁ,i €1 ais

oy

fiscussed more fully above, see "Trade Sec né‘
] gfhsu in many di ffercnf ways.

her, in those matters winere the value of the f;ade secre
"legitimate" market, courts have approved the
ing stolen goods or property under a variety f
ora, 849 F.2d 291, 292 (8th Cir 1988} (I8USC §2
6, 1328 (9th Cir. 197’7\ (18 US.C §2314); {Lumef V.
f ‘ir 1968) (18 UU.S.C. § 641); Umted States v. €
s US.C.§641); and United States v. Berkwitt,
31 i). In cases where there 1S no true market mlue i.

f\yc-{j 1o df;mbe an eauwalent monetary value U
972) (guoting United States V. Lestez 282 F 2d 75
I8 %37 *’1‘461 }); see also, Ut
ﬁx,msd nclude Cuﬁﬁiﬁﬁ‘i‘;ﬂx
ited States v. Wilson, 900 F
1, 292 (8th Cir. 1988). Bui se

-

e for the purposes of 18 UJ.S.

¥

a} 314 15 limited to marke

’w
o

(4) Stolen, converted or taken by fraud

i

"{Tlhe terms 'stolen, converted, and taken by fraud' are ir
egardless of whether such "taking" was in the nature of
M. 9-61.248; United States v. Lyda, 279 F 2d 461 (5th {
ey, 352 1.8 407, 417 (1957) (for purposes of 18 U.S.C.
ous takings . . . with intent to deprive the owner of the '1"hei ,
dless of wnether or not the theft constitutes common-law larcen
Ec“”’ appears to include almost all situations involving the theft of t

BAT

lilgnim on Trade Secrets § 12.06[2}{c} (1994).

.
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under 18 U.S.C. § 2314 is governed by the provisions of 18
v be pro wsecuted In any district where the inferstate transportation of
¢ secrets was begun, continued, or was completed. See U S AM. 9-61.270

agd;aase% receiving stolen property. While § 2314 addresses the trans ;} ort,
fer of "goods, wares or merchandise” ha\ang a vahlue of $5,000 or mo

which have r .i ! merqtatc or foreign commerce, § 2315 punishes those who "receive,

DOSSEsS, Si"T‘mS%f store, barter, sell, or dispose” of such property. Because in all other respects

§ 231 i ively identical, the prior discussion on § 2314 should provide

suidance on whether a defendant may be prosecuted for knowingly rece:vmg or selling a trade

secret under § 2315

rAnsSmission

w»@«

182315 are substant

HEE=E
and 1

vire Fraud statutes can be used to prosecute misappropriation
-ussion of these statutes is beyond the scope of this manual, but
hose elements of §§ 1341 and 1343 that are substantively dif

o

The federal Wire and Mail Fraud statutes proscribe the use of the mails or of Entarsmt“ or
fgrﬁigﬁ wire transmission, 1n furtherance of any Scheme to defraud, or any scheme for 301'1;;
by false pretenses or representations.'”” Appellate courts have upheld convictions

“property”

For a detailed discussion of 18 U.S.C. §§ 1341 and 1343, readers should refer to Chapter 43 of the U 5.
Altorney's Manual and call the Fraud Section of the Criminal Division for further information and guidance.

jides in pertinent part as follows:

P P
mection 13

Whoever having devised or ienntding to devise any scheme or artifice to defraud or for obtamming meney o
property by means of false or fraudulent pretenses, representations, or promises . . . places in any post office or
authorized depository for mail any matter or thing whatever to be sent or delivered by the Post Office, or

i 'p(m!,.s or causes (o be deposited any matter or thing whatever to be sent or deliv rered by any private or

1CT te carrier or takes or receives therefrom any such matter or thing, or knowingl
deliver eé ’m mail according to the direction thereon, or at the place at which it is directed to be delivered
v

niers

person to whom 1t is addressed, any such matter or thing, &h*ﬂl be fined . . . or imprisoned not more the
{continued. .}
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? ;uuh as lmde secrets. See

least one appellate court has held
;:!“:md;a for § 2314 See United

su ;QE p. 88. Thus, these statutes

nmapp; opriation scheme '

ir.}), cert. denied, 441 U S

. The defendant used fms
computer system and download
ermination that the stolen data
zﬁ‘iu e. The court held that the data
public domain, because defendant's
v the system for its own needs. Further,
took steps to prevent persons other than
Accordingly, there was sufficient

artifice to defraud, or for obtaming money or
" promises, ransmits or causes to be
rstate or foreign commerce, any
e of f‘mwtfng‘ such scheme or artfice, shall be

fendant in Carpenter wrote the “Heard on the
wed no insider mformation, they had the

use of the “quality and integrity” of the

wn on the columns 1o two co-conspirators who

at he naather interfered with us employer’s use of the
id that the defendant had violated the wire fraud statute
formation contaned in the columns and it had been deprived of

with respect io the 1ssues discussed here.
-d, 450 U.S. 998 {15981) {citing Uniied Siates

1YY

(1%

o




evidence from which a jury could conclude that information stored in the computer system was
"property” as used in § 1343.

Prosecutors also should consider the applicability of the resurrected "intangible nghts
theory” found in 18 U.S.C. § 1346 for charging a defendant with fraudulent misappropriation of
trade secrets under §§ 1341 or 1343."' In such a case, the defendant is charged not with
fraudulently obtaining the trade secret, but rather with breaching the fiduciary duty of loyalty he
owes to his employer by misappropriating the trade secret. Under this theory, the government
must prove that the defendant took steps to actively conceal the misappropriation. The United
States is not, however, required to prove that the defendant realized any financial gain from the
theft or attempted theft.

Ilustrative of this theory is United States v. Kelly, 507 F. Supp. 495 (E.D. Pa. 1981), in
which the two defendants were charged with mail fraud for unauthorized use of their company's
computer time and storage facilities for the development of a private business venture. The jury
found that the defendants defrauded Univac of their loyal and faithful services as employees, and
used the mails in furtherance of their scheme. The court denied the defendants' post-trial motions
arguing that their convictions should be overturned because the government failed to prove that
the goal of the fraudulent scheme was to obtain money or some tangible property right from
Univac. The court noted that a private employee may be convicted for mail fraud for failure to
render honest and faithful services to his employer if he devises a scheme to deceive, mislead, or
conceal material information. The evidence that the defendants violated company policy by
extensively using their employer's computer facilities for their own gain, in combination with the
steps they took to conceal their use from their employer, was more than sufficient to sustain the
conviction.

5. 18 U.S.C. § 1905

Section 1905 statute provides for misdemeanor penalties for government employees who,
inter alia, "divulge" or "disclose” government trade secrets. In the only reported decision

21 T MeNally v. United States, 483 U.S. 350 (1987), the Supreme Court held that the mail fraud statute did not
include schemes to defraud citizens of their intangible right to honest government, but was limited to protecting
“property” rights. In response to this decision, Congress passed 18 U.S.C. § 1346, which provides:

For the purposes of this chapter, the term “scheme or artifice to defraud” includes a scheme or artifice to
deprive another of the intangible right of honest services.

This section “may be viewed as restoring the law to its state prior to the McNally decision.” United States v.
Berg, 710 F. Supp. 438, 442 (ED.N.Y. 1989); United States v. Johns, 742 F. Supp. 196, 216 (E.D. Pa. 1990) (citing
Cong. Rec. H11251 (daily ed. Oct 21. 1988)). See also United States v. Gray, 96 F.3d 769 (5th Cir. 1996). But see
1Jnited States v. Brumley, 79 F.3d 1430 (5th Cir. 1996) (holding that § 1346 does not restore protection for intangible
rights).
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mnvolving the disclosure of confidential government information, the court in United States v.
Wallington, 889 F.2d 573 (5th Cir. 1989), upheld the defendant's conviction for running
background checks on several people who a friend of the defendant suspected of drug dealing.

6. 18 US.C.§1030

Where the defendant acquired information by accessing a "protected computer,"
prosecutors should consider charging the defendant with a violation of the Computer Fraud and
Abuse Act, 18 U.S.C. §§ 1030(a)(2)(C) or 1030(a)(4)."** Note that neither subsection requires

that the information obtained be confidential or secret in nature.

Subsection 1030(a)(2)(C) is designed to protect against the interstate or foreign theft of
mformation by computer. "Information” as used in this subsection 1s to be broadly construed and
includes information stored in intangible form. Moreover, the phrase "obtaining information"
includes merely reading it; i.e., there is no requirement that the information be copied or
transported.  This 1s important because, in an electronic environment, information can be "stolen”
without asportation, and the original usually remains intact.

Section 1030(a)(4) punishes those who misuse computers in schemes to defraud victims
of property. This crime proscribes an individual from knowingly and with intent to defraud
accessing "a protected computer” without authorization, or exceeding authorized access, and by
means of such conduct furthering the intended fraud and obtaining anything of value "unless the
object of the fraud and the thing obtained consists only of the use of the computer and the value
of such use is not more than $5,000 in any one-year period "

The term "protected computer” replaced the term "Federal interest computer" in the most
current version of 18 U.S.C. § 1030 and was intended to clarify the breadth of the statute. A
protected computer is a computer used exclusively by the United States or a financial institution,
one used partly by the United States or a financial institution where the offense affects the
government's or financial institution’s use of the computer; or any computer which is used in
interstate or foreign commerce or communications.

7. State Law

If prosecutors decide not to pursue a case federally, they should consider referring the
~ase to state authorities for prosecution. Many states have laws which specifically address the
theft of information, and even if a state does not have such a law, a defendant may often be

127

The Computer Fraud and Abuse Act was amended effective October 11, 1996
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successfully prosecuted under a more general theft statute. For a description of state laws in this
area see APPENDIX M.
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VI. APPENDICES

APPENDIX A:

LIST OF CONTACT PERSONS

1. Law Enforcement

e ——

Organization Address Contact Comments
Computer Crime and Suite 200-West Peter Toren; Guidance on intellectual
Intellectual Property Washington Center Building David Green; property and computer crimes,
Section; Criminal 1001 G Street, NW Stevan Mitchell coordination of approvals on
Division, U.S. Washington, D.C. 20001 prosecutions under the
Department of Justice Tel:(202) 514-1026 Economic Espionage Act.

Fax: (202) 514-6113
Federal Bureau of J. Edgar Hoover FBI Building SSA Julia Conley, | Oversight of the FBI's
Investigation (FBI ); U.S. | Room 3634 Economic Crimes | Intellectual Property Rights
Department of Justice 935 Pennsylvania Ave., NW Unit program.

Washington, D.C. 20535
Tel: (202) 324-9230
Fax: (202) 324-8072

U. S. Customs Service,
UJ.S. Department of the
Treasary

Intellectual Property Rights Branch
Office of Regulations and Rulings
U.S. Customs Service
Washington, D.C. 20229

Tel: (202) 482-6960

Fax: (202) 482-6943

John F. Atwood,
Chief

Guidance on questions relating
to importation of infringing
intellectual property.

Appendix A - 1



2. Trademark

Organization

Address

Contact

e S T e b e it e A

Comments

| International Anti- 1100 Connecticut Avenue NW John Bliss, Association representing
i Counterfelting Suite 1150 President industries affected by
§ Association Washington, D.C. 20036 counterfeiting; contact pomt for
Tel: (202) 223-2758 obtaining information from
Fax: (202) 872-5848 corporate victims.
Office of Patents and Commissioner of Patents and N/A Information on obtaining
Trademarks Trademarks certified copies of trademark
Box 10 registration.
Washington, D.C. 20231
Tel: (800) 786-9199
Fax: (703) 308-7048
3. Copyright
Organization Address Contact Comments
Association of American 1718 Connecticut Ave., NW Carol Association representing publishers of
Publishers (AAP) Washington, D.C. 20009-1148 Risher reference works; scientific, medical,
Tel: (202) 232-3335 technical, professional and schoiarly
Fax: (202) 745-0694 books and journals; and classroom
nstructional and testing materials in
prnt and electronic formats,
Business Software 1150 18th St., NW Bob Association representing large vendors
Alliance (BSA) Suite 700 Kruger who make computer software for
Washington, D.C. 20036 business and personal use.
Tel: (202) 872-5500
Fax: (202) 872-5501
Interactive Digital 1130 Connecticut Ave., NW Kathlene Association representing vendors of
Software Alliance (IDSA) | Suite 710 Karg interactive entertainment software for all
Washington, DC 20036 platforms, including personal computers,
Tel: (202) 833-4372 video game cartridges and video game
Fax: (202) 833-4431 compact disks.
Motion Picture 15503 Ventura Boulevard Ed Pistey Association representing the film and
Association of America Encino, CA 91436 entertainment industry.
(MPAA) Tel: (818) 995-6600
Fax- (R18) 382-17RS
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Copyright Office

Certifications and Documents 3
LM 402 3
Washington, D.C 20559 3
Tel: 202-707-300¢ ;

i

Organization Address Contact Comments
1020 19th St, NW Frank Association representing manufacturess
Recording industry Suite 200 Creighton of sound recordings in all formats.
Association of America Washmgton, [2.C. 20036 ;
(RIAA} -0 |
i
!
|
Software Publisher's 1730 M Street NW Rodolfo Association representing computer |
Assoctation (SPA) Suite 700 Orjales software vendors. !
Washmpgton, D.C. 20036
Tel: )
Fax: {
Library of Congress Library of Congress N/A Information on requests for certificd

copies of copynght registration.
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APPENDIX B: SAMPLE INDICTMENT - 18 U.S.C. § 2319
WILLFUL INFRINGEMENT OF COPYRIGHT (MISDEMEANOR)
(17 U.S.C. § 506(a) and 18 U.S.C. § 2319(b)(3))

On or about the day of 19 , In the District of

>

, the defendant , did willfully and for purposes of commercial

advantage and private financial gain infringe the copyright’s of various coprighted works, to wit,

[describe works infringed], in that the defendant , did [describe manner of

infringement (e.g., reproduce, distribute)], without authorization of the copyright holder.
All in violation of Title 17, United States Code, Section 506(a) and Title 18, United

States Code, Section 2319(b)(3).
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APPENDIX C: SAMPLE INDICTMENT - 18 U.S.C. § 2319

WILLFUL INFRINGEMENT OF COPYRIGHT (FELONY) --
REPRODUCTION OR DISTRIBUTION
(17 U.S.C. § 506(a) and 18 U.S.C. § 2319(b)(1))

From on or about the day of , 19 , and continuing until on or
about the day of , 19 , 1n the District of
, the defendant , did willfully and for purposes of commercial

advantage and private financial gain, infringe the copyrights of various copyrighted works, to wit,

[describe works infringed], in that the defendant did (reproduce or distribute)

[insert number or "at least 10"] copies (or phonorecords), within a 180-day period, with a retail

value of more than $2,500, without authorization of the copyright holder.

All in violation of Title 17, United States Code, Section 506(a) and Title 18, United States

Code, Section 2319(b)(1).
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APPENDIX D: SAMPLE INDICTMENT - 18 U.S.C. § 2320
TRAFFICKING IN COUNTERFEIT GOODS OR SERVICES
(18 U.S.C. § 2320)
Onorabout the  dayof _ ,19_,inthe __District of , the defendant

did intentionally traffic and attempt to traffic in goods, to wit [describe counterfeit goods}, in

connection with which counterfeit marks were used that were identical with and substantially
indistinguishable from genuine marks in use and registered for those goods on the principal
register in the United States Patent and Trademark Office, and the use of which counterfeit marks
was likely to cause confusion, to cause mistake, and to deceive.

All in violation of Title 18, United States Code, Section 2320.
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APPENDIX E: SAMPLE INDICTMENT - 18 U.S.C. § 1831

ECONOMIC ESPIONAGE
(18 U.S.C. § 1831)

On or about the dayof 19 inthe  District of

defendant _, did knowingly steal and without authorization [describe the

misappropriation] a trade secret, to wit, [describe trade secret], owned by [name of owner],

intending and knowing that the [describe the misappropriation] would benefit a foreign

government, foreign instrumentality and foreign agent.

All in violation of Title 18, United States Code, Section 1831,
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APPENDIX F: SAMPLE INDICTMENT - 18 U.S.C. § 1832

THEFT OF TRADE SECRETS
(18 U.S.C. § 1832)

On or about the  day of , 19 , in the Districtot the

defendant , did steal and without authorization [describe the misappropriation] a trade

secret, to wit, [describe trade secret], that is related to and included in a product that is produced

for and placed in interstate and foreign commerce, owned by [name of owner], knowing that the

[describe the misappropriation] would economically benefit someone other than the cwner

thereof, and intending and knowing that the [describe the misappropriation] would injure {name of

owner].

All in violation of Title 18, United States Code, Section 1832
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SEARCH WARRANT AFVIDAVIT (Electronic Environment)

i

AFFIDAVIT OF SPECIAL AGENT

3ureau of Investigation (FBI), being duly

‘Bl for approximately four years. [ a

in the Anywhere, U S.A. area, and in
sriputer fraud and abuse. For approxim
ave been a hma ramimr or the FBI forensic laboratory's Computer
Sponse T eam, which specializes in searching for and analyzing evidence sto
> this affidavit in support of an application by the United States of f\*ne".'...e
“a warrant to search the apaﬁmc*&; at"T ¢RG {T" for evidence of, and property

or use, or which is or has bef'ﬁ I as the means of commattmg \'

yioialions

f}ie Sectic
and “(‘g{?ri‘;

t;{’fn wnfrin reme*ﬁ} as 'w

i -- nam ,} y copyrighted computer

crime,

my career as a Special Agent of the FBI I have participated in numero
‘F}s computer-related offenses, and have participated in the execution of
search warrants involving searches and seizures of computers, computer
a‘**rwaxr, and electronically stored mformatxon I have personally submitted atfidaviis
i pproxxmate}y five searches in computer-crime cases. I have interviewed
involved in the unlawful use of computers to traffic in stolen software, ac
credit card numbers and computer passwords), and other electronically-sto
apai} zed computer hardware and software recovered during the executic

Lic
idmanaﬁy I have received both formal and informal training in the field
ommunications from the FBI and vanous telecommunications service

w»\

This affidavit seeks the issuance of a search warrant for the residence of
’ «VZ*\\ 15 the subject of an investigation currently being conducted by the FB1 As set
ieiail below, there 1s probable cause to believe that the subject has committed and i
ommit criminal copyright infringement, and that he maintains at his resuicrcs
lectronic equipment, software programs, storage f*ngdia records, and other e

s of his criminal activities as described more fully herein,

U:

FR o
H 23 F=3
raiinge

\””J
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ik CRIMINAL VIOLATIONS

s

Ifully and for purposes of commercial advantage or pr
s provided in section 2319 of Title 18" Title 18, United States
les that any person who violates 17 U.S.C. § 506(a):

il be imprisoned not more than S years, or fined in the amount set forth in this
or both, if the offense consists of the reproduction or distribution, during any
lay period, of at least 10 copies or phonorecords, of 1 or more copyrighted

h a retail value of more than $2,500.

URCES OF INFORMATION RELATED IN THIS AFFIDAVIT

5 [ make this affidavit in part from personal knowledge based on my participation in
sation, including witness interviews and my review of documents and tape-recorded
ns, in part on information gained through my training and experience, and in part on

} ion recetved from "LAWYER" told me that he 1s an attorney who represents XYZ7.
Cowporation, of Anywhere, U.S A, in matters relating to the alleged infringement of the copyright
on XY /7 and told me that

Because this affidavit is being submitted for the limited purpose of seeking
on for a warrant to search the premises at

________ _ 1 have not set forth each and
fearned during the course of this investigation. Facts not set forth herein are not being
in reaching my conclusion that a search warrant should be issued.

THE PREMISES FOR WHICH A SEARCH WARRANT I5 SQUGHT

This affidavit is submitted in support of an application to search the residence at
This residence is located within a multi-unit light brick apartment building on the
_ Street. The exterior of the residence is depicted in the photograph attached as
his affidawvit.

L3 Telephone records reflect that telephonenumbers ____~ and
are located at and subscribed by N

Records of the Secretary of State, Driver's License Division, reflect that
and was born on .
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THERE IS PROBABLE CAUSE TO BELIEVE THAT TARGET
HAS COMMITTED AND IS CURRENTLY COMMITTING
CRIMINAL COPYRIGHT INFRINGEMENT, AND THAT
EVIDENCE AND INSTRUMENTALITIES OF THIS OFFENSE
WILL BE FOUND AT THE SUBJECT PREMISES

Description of the Criminal Activities

10. As set forth in more detail below, TARGET operates a computer BBS known as

PIRATE BBS that illegally traffics in copyrighted computer software. Persons gain acce ths
BBS by providing uploading") files, including copyrighted software files, obt
sources, and in turn are permitted to copy (or "download") files provided by other u
reviewed a directory of the files available on the PIRATE BBS asof ,
directory includes numerous commercially marketed software products, which 1 believe
experience and training to be protected by copyright. As reflected in the directory of files
available on the PIRATE BBS, the number of copyrighted software products copied ont
BBS and available for further copying by BBS users is substantially in excess of ten; addut
based on my acquaintance with the retail prices of software products, the combined reta
the copyrighted products available through the PIRATE BBS is substantially in excess of %

it One of the products which the PIRATE BBS directory lists as available
downloading by BBS users is "XYZ Software," communications software developed,
and copyrighted by XYZ Corporation, and which sells at retail for approximately 3
copy. A mgg Qf XYZ ioﬁware whic’n 18 display ed to the user when the soﬁwarg, ic; i

other cepymghted s«a“‘tware on the BBS infringes software c,opyrxghts and enables and
PIRATE BBS to obtain large volumes of expensive software without payment.

12, XY7Z Corporation, based in Anywhere, U.S.A | is in the business of desining.
developing, manufacturing, marketing, and supporting soﬁware that enables IBM per

computers and compatible models to communicate with one another, through modems,
telephone lines, XYZ Corporation's products, marketed under the "XYZ Software
well-known in the computer industry.

13. On __[date] XYZ Corporation released a product titled "XYZ S
This product was an enhanced version of an earlier XYZ Software product intended for «
conjunction with the Windows operating software produced by the Microsoft Corporation
According to XYZ Corporation's attomey, , the preceding release of XY 2
Software generated revenues for XYZ Corporation totalmg approximately $15,000,0 ,l) G
the year following its first release in May 1993. LAWYER stated that during 1993 and the

half of 1994, XYZ Corporation spent approximately $2,000,000 to develop XYZ Software.

14, I have reviewed a Certificate of Registration issued by the U.S. Copyrnight {
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JATE. Tha certificate, effective [date], reflects the date of first pub
Tit: 7, United States Code, Section 'EZ permits registration of
three 1 mmm i st pglbiicafian Acc ;d;’ng to_  XYZ Corporation is the sc

tware published by many software com
shase a:(;pées at h‘x Z {,,.orpor;n:zem products, including XYZ Software, do s
software rtself, but merely a license to use a copy of the software. The license that
packages of XYZ Corporation software authorizes purchasers to use the software on
machme at a single site, at any one time.

6. On August 23, 1994, 1 participated in i
residence af COOPERATING WITN] ("CW%m ?%%‘ate}

my mnvestigation of the activitiesof | including the seizure of the co

storage media used to operate the ABC BBS, I det ermined that the ABC BES S prov
for the llegal copying and distribution of large numbers of copyrighted software
fm)f'c'ximatelv [number] users. After the execution of the search warrant, CW agre
e FBI's investigation into the use of computer BBSs to illegally copy and distrit ghied
mitwax(‘ in the area, and to provide information about other BBSs that illegally trathic in targe
wumbers of copyrighted files. Such BBSs are commonly known as "pirate BBSs",

CW informed me that one e ]
BES C ‘!?s.« told me that he learned of the PIRATE BBS from the person s
PIRATE BBS, and that this person provi / with the telephone numb
BBS and agreed to serve as a reference for CW as CW sought access to the Pii
know from my experience that many BBSs which illegally traffic in copynghted so
that someone seeking to become a new user first provide references from person:
perator ("sysop") of the BBS.

18. CW told me that the PIRATE BBS required new users to upl@ad wh
I have spoken who are knowledgeable about "pirate" BBSs, the term "elite” is ¢
refer to commercially-sold, copyrighted sgﬁw are. CW told me that m operating h
tikewise required prospective new users to upload "elite” files before gaining a
CW told me that he uploaded files to the PIRATE BBS on multiple occasions,
allowed to download files from the PIRATE BBS. CW told me that he had never n
by voice with the sysop of the PIRATE BBS, but that the sysop used the pseudonym ”

g

19, On [date]} I was present as CW used a computer equipped with a modem to dial
telephone number . After gaining access to the PIRATE BBS at that fszeﬁif‘mz%

number, CW printed the computer screens that appeared before him during this login s
have attached as Exhibit B to this Affidavit the sertes of screen prints that CW m
login session. Because of the way that CW printed out the screens, more than one screen
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information ordinarily appears on a single printed page, and screens often spill from one printed
page to the next. Additionally, graphic images and charts often appear in distorted form, and
some text lines are truncated.

20. The screen dlsplayed after ____user name and password was accepted
welcomed user ' - user name -- and identified him as user
number . I know from my training and experience that BBSs commonly identify
users by a number, in addition to a name. The fact that 1s user suggests
that the PIRATE BBS has had at least____ other users. This welcoming screen provided certain
basic account information for , and noted that he had called the BBS _ times,
and that his account permitted him "____ calls, using a maximum of ___ minutes per day.”

21.  Another screen, which carried the legend " ___ BBS, (¢) 1992 !
noted that "extra credit” would be given for the seventeen files listed below. The files on the list
were identified as "Elite File Bases." I understood this to mean that persons who uploaded these
files would receive in return more than the usual credits to use for downloading other files. The
files on this list included the following commercially-available software, which I believe from my

experience and training are likely to be protected by copyright:

P.C. Anywhere version 5.0
Adobe Photoshop version 3.0
dBase for Windows.

The list also solicits what is identified as "Ill. Licince plate databas" [sic]. Because this fist was
displayed on the screen in chart form, it appears in a distorted format in Exhibit B.

22.  Later in the day I was present as used a computer equipped with a
modem to dial telephone number login session was captured through a
utility function and stored on a screen-by-screen basis. A printed record of that login session is
attached as Exhibit C to this Affidavit. As before, a welcoming screen welcomed users to the
PIRATE BBS and identified the sysop as " ". A "general message" to all users from

, identified as user number one, solicited applicants for a position as "file co-sysop.”
According to the message, this position would involve assisting in deleting old and duplicate files,
sorting through uncategorized files, and providing other assistance in the operation of the
PIRATE BBS. The message stated that in return, the co-sysop "will be given access to node #3
and unlimited downloads, for as long as you continue to do the job." The message asked

interested parties to reply to by the electronic mail feature on the BBS. This
message indicates to me that the person using the pseudonym " " has primary control of
the PIRATE BBS.

23.  The bulk of Exhibit C consists of listings of files available for downloading from
the PIRATE BBS. As Exhibit C reflects, the files available for downloading from the PIRATE
BBS are grouped by subject matter and organized into directories. A listing of 79 directories on
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appears in Exhibit C. Many of these directories contain the word "elite" -- for

1e direct{}i_g is titled "Elite Utilities [A-M]," another "Elite Windows," and another
/2 & NT " (Windows and OS/2 are commonly-used computer operating systems. )
erpus other directories begin with the words "Elite Games," followed by a subcategory of
ume programs stored in each directory. The directory also lists 27 different entries for "Elite
n%ﬁnng files stored offline on tape, and available for downloading upon request. On the

y tramning and experience, and my review of the contents of the directories as listed in
A *fac‘hmf‘nf C to this Affidavit, I believe these directories of "elite" files consist substantially or
wholly of copyrighted software files.

24 T have reviewed the index of software available on the PIRATE BBS as captured

_ second login session on [date]. That index (included as part of Exhibit C to this
atfidavit) contains an extensive listing of commercially available software products, many of which
retail for hundreds of dollars. The following is a partial listing of the well-known commercially
marketed software reflected on the index as available for downloading through the PIRATE BBS,
and which I believe from my experience and training are likely to be protected by copyright:

Cadkey 6.0
DGS version 6.22 Step-Up
Borland's dBase verston 5.0

Harvard Graphics 3.0 for DOS

oy

rd Graphics for Windows version 2.0
Autodesk Home
ug* ant Artist by Autodesk
i.aheimaker Pro
Listen 2.0 from Verbex
Letus Magellan version 1.0
Modem Doctor version 5.2
Norton Desktop for DOS
Procomm Plus for Windows version 2.1
Procomm Plus for Windows version 2.0
Procomm Plus version 2.01
Print Artist version 2.0 by Maxis
Adobe Photoshop 3.0
Deom I1
Tony LaRussa Baseball 2
Mickey's Follow the Reader by Disney
Powerbuilder version 3.0
Microsoft Access version 2.0
AutoMap Pro version 1.06 for Windows
Corel Draw version 4.0
Corel Draw version 5.0

Harva
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Viatematica 2.1 for Windows
Matematica 2.2 for Windows

Lion King Graphics for Print Shop for Windows
Powerpoint version 4.0

Microsoft Windows 4.0 (Chicago release- Beta version)
WordPertect 6 Oa for Windows
WordPerfect 6.0

WordPerfect 5 1+

MS-Works version 3.0

05/2 for Windows, upgrade to 2.11

Ami Pro for OS8/2 version 3.0a

American Heritage Dictionary

Norton's PC Anywhere version 4.5

Intel's Application Builder for Windows
Word for Windows 2.0

Norton Utilities 7.0

Microsoft Visual Basic version 2.0 Professional Edition
Microsoft Windows version 3.1

Morph Image Processor for Windows
Where in Space 1s Carmen San Diego?
Adobe Illustrator version 4.0

Freelance Graphics version 2.0

PC Tools for Windows

XTree Gold for DOS version 2.51

Auto Cad version 12

Betty Crocker Cookbook

Paradox version 4 2

Powerpoint 3.0

Windows for Work Groups version 3.1
Microsoft Visual C++ Pro Edition
Windows NT

Quicken version 7.0 for DOS

Quicken for Windows version 3.0
Borland Turbo C++

Lotus Notes version 3.0

Lotus Notes version 3.0 for OS/2
Microsoft DOS version 6.2

Webster's Online dictionary

Norton Desktop for Windows version 3.0
Procomm for OS/2 version 2.1

SQL Windows 4.0 Development System - Corporate
Microsoft Excel Version 5.0

Avery Label Pro for Windows
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gin session on [date}, CWdownloaded the files identified on
ining XYZ Software. I provided those filesto who
, yzed them and determined that those files contain an
e software whose copyright is owned by XYZ Corporation.
iﬁaﬁwau 2.0 posted on the PIRATE BBS 1s an unauthorized and
that wnher —nor the PIRATE BBS have been authorized
distribute any XY 7C orporation software.

therefore minnging wpv and

i a modem to dial , and connected to a the PIRATE
. _name and password, I attempted to gain access to the
foltowed the instructions for logging on as a "guest " After

s GUEST. While you will be able to browse
imitations on what you can do-

li

Y ou cannot access the online games.

1 can leave private ma é, you cannot receive a response.

back on using your handle

a screen informed me that as "guest” my use was limited o two
SN vof 2 ites per day. Iinvoked certain of the options available from the

main menu, a cj determined hdz 1 was able to read messages posted in a "General Messages”

arca, and that I was able to view a hst of files in an area captioned "Archive Programs." Before i

attempted to download any "ﬂes or to gain further access to lists of files available through the

BBS, my connection to the P1 ATE BBS was involuntarily terminated. I called the PIRATE

‘guest,” but after a brief period my connection with the BBS was

not attempt further access in order to avoid arousing the suspicions

M\e

modem to dial _, and connected to the
onusing ____ name and password, or as a "gues
as a new user. After completing this procedure 1 ¢

ecerved

cess to this system. However, just leave
(#1) and in most cases you'll be
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re um‘, 3=§Qwed (}niv 15 'mnutes on une

4 have neglected to write a note to _
r he has not gotten to 1t yet.

» informed me that as a user who had not been validated, my access
maximum of twenty minutes per day.

"
o)

on the PIRATE BBS, and was allowed access to the nr
led "File system,” and invoked a subsequent men
The }jB\ then displayed a list of approximately 139 file sections, ma
that they contained software files. Among the file areas appearm% 51

sell> Communications; <Novell> Netware, <CD> Windo
Utilities; <CD> Utilities [A-F], <CD> Utilities {G-L]
S iR <CD> Procomm Communications Files; <CD> Lotu:
ﬂgaeﬂ”ect Files & Help. The initials "CD" before a file area m
stored on a compact disk accessible through the BBS.

31 I selected the menu option for "Word Processors & Utilities,” and rece:
e "Sorry, that section is only available to validated users." I did not
mrtbur access to file areas in order to avoid activity that might arouse the suspicion of i

mode m‘pma e communication tor a small and secretive group of members rather th:
made of public communication such as a book, newspaper, or public broadcast.

Based on my review of the records of CW’s sessions on the PIRATE
zre ! % R BBS, my interviews with and , the inform:

W S£8510608
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in this warrant application, and m

constitutes property which is desig

used as the means of comm;ttmé numero
softhe BBS.

eve that the PIRATE BBS
or use and @hxch is being and has been
pyright violations by the operators and

Basis to Search Previously Opened and Stored Communications
Relating to Sysop Messapes, E-Mail, and Conference Functions

35 The menus for the PIRATE BBE reflect that in addition to containing files for
downloading, the BBS enables users to (among other activities) send private messages and “chat
w/ sysop.”

muhiar allows users to save private
n opened  Because the principal purpose of
re, iﬂfhsding copyrighted software, I believe
iy to relate to the uploading and

the ?’?RL t BBS appears to bt, to amfﬁh ins
much of the electronic correspondence among
downloading of software.

37 With respect to communications between the sysop and individual users, I believe
su¢ f correspondence is likely to mclude messages from the sysop to users about the operation of
PIRATE BBS, inquiries by users ¢ g iterest in particular software, requests
i" om users to download software tha i s from new users for access to the
PIRATE BBS, information afbfouf other Bi hted software, and
~comments arxi questions about the opera , ‘ and software available on the
PIRATE BBS. Such communications wili t stablish the %{;egm‘y of the sysop and the

extent of the sysop's knowledge of the cc tion of the PIRATE BBS, including the
posting of contraband copyrighted software. As noted in paragraph 22 above, one example of the
use of such communications in furtherance of the ilegal trafficking of copyrighted software is the
general message that I saw on [date], which solicited applicants for a position as "file co-sysop"
and promised "unlimited downloads, for as long as vou continue to do the job," and asked
interested parties to respond to the sysop by e-mail

38. With respect to commumicati etween users who are not sysops, I believe such
communications are likely to include comments and guestions about the operation of the PIRATE
BBS and about software available on thePIRATE BBS, and information about other BBS’s which

also trade copyrighted software. Such communications between users ordinarily are accessible by
the sysop

39. For the reasons set forth above, I believe there is probable cause to search for and
seize any and all previously opened and stored communications between users (including sysops),
as well as all unopened communications to or from sysops. This application does not seek
authority to open or read unopened private communications between users who are not sysops.
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40. I know from my training
on the main menu of a BBS such as ti
with the sysop in real time, in the manner of ¢
such a chat sometimes are stored on the BBS. ause the principal purpose of the PIRATE
BBS appears to be to illegally traffic in copyrighted software, | believe it is likely that any such
stored conversations would pertain or be relevant to that activity. Accordingly, I believe there 15
probable cause to search for and seize any and ail smred records of on-line electronic
communications between sysops and users of the PIRATE BBS.

“chat w/ sysop” feature reflec
ily allows users to communicate
wersation. 1 hﬁ communications displayed in

s DTGIMA

41, The records of [date] Jog S1C 1 the PIRATE BBS reflect that in addition 1o
the numerous sections of the BBS contaw oy ed software files available for

downloading, the PIRATE BBS also has file s s with fitles suggesting that the PIRATE BBS
also may be used for communications which do yUhi’ the 1illegal trafficking of copyrighte
material. Some of these file areas, as identified in a listing s.{)“ltd,l'](iﬂ in Exhibit B, are as teuows:
"PC Magazine Utilities," "Other Magazines af"ﬁ Newsletters;" "Food & Recipes;" "Humorous
Text & Programs,;" and "The Bibie & Uther Lies ™ 1 m: names of these file sections appear near
the end of the listing of file sections, and after the listings of numerous file sections contaiming
software files. Whether these file directories contain copytighted material 1s unknown. Because
of the vast quantity of material available through the PIRATE BBS, 1t will not be practical to

o

conduct an on-site review of all sections of the PIRATE BBS during the execution of the search
warrant to determine whether some sect . BBS do not involve the illegal trafficking of

copyrighted material.

Basis to Search the Subject Premises and ltems to be Seized

42, I believe that there is probs e that evidence of the above-
described criminal activities will be found at the reside This
conclusion is based on my experience and training relating to the types of records and 1tems that
persons engaged in the activities described above typically keep at their residences, as well as on
the facts recited above.

43. Persons who operate BESs at 1
location from which the BBS 1s operated items te
premises from which a BBS is operated
documents.

s or elsewhere often maintain at the
show ownership or control of the
s, invoices, personal effects, and le

puy
ce
1

44. The operation and maintenance of 5 'm‘?ﬁhmn in contraband property such
as copyrighted sofiware involves the use of ted property that includes computer
hardware, computer software, comg uter-relats umen Atanon, passwords, and data security
devices. (Each of these categories is further (“u., it Such property is used to physically
establish, operate, and secure the BBS, and to provide the stock-in-trade for the trafficking that
takes place on the BBS.




ata %ecaﬂt de» ices may b used bv one sﬂ,
o distinct respects: (1) as instrumentalities for ¢
hmmh the reproduction and distribution of co
sunction with the collection and storage of el ectron
ce oi that offense. Search and seizure of computer h-a:‘ fware, 50
. passwords, and data security devices, either as instrumentalities of criminal
:vidence thereof, 1s contemplated in and permitted by Rule 41 of the Federal Rules
scedure,

Items to be seized as instrumentalities

oncealing, or tran%mitting electronic, magnetic, optical, or simila
rwese devices mclude but are not limited to any data-processing hare
Cunits and lf contained "laptop" or "notebook" computers); in
2 devices {such as fixed disks, external hard disks, floppy disk drives a
es and tapes, oprcal and compact disk storage devices, and other memory st

mg equipment, RAM or ROM units, acousti
grammable telephone dialing or signaling devices,
% as any devices, mechanisms, or parts that can be used to
as physical keys and locks).

Computer software is described as any and all information, including anv
ons, programs, or program code, stored in the form of electronic, magnetic, ontical. or
mher media w‘nc 1 are capable of being interpreted by a computer or its related components
suter software may also include certain data, data fragmeﬂts or characters integral
f computer software. These items include but are not limited ¢ m
t;ons software, utility programs, compilers, mtprp i
er programming used or intended to be used to cc

trof «

Computer-related documentation is described as any ‘vnu
v stored material which explains or illustrates the configura
software, or related item.

Computer passwords and data secunity devices are descri
or data -- whether themselves in the nature of hardware or s f
1ed to be used to restrict access to or facilitate concealment
. computer software, computer-related documentation, elects
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documents or materials within the scope of this application.
limited to any data security hardware (such as any eac?g;si{%ez‘a ”?‘ ces, chips
passwords, data security software or information (such as test keys and encryy
similar information that 1s required to access computer p gam% or data or to other
grams or data into a useable form

PIRATE BBS, and to store and distribute infringing copies of copyrighted software. Therefore,
the above-mentioned computer hardware, software, computer documentation, passwords and
data security devices constitute means of commxmnw br;nﬂlnai offenses, and are ‘rhs
instrumentalities in (as well as evidence of) the violations |
therefore subject to seizure pursuant to Rule 41 of the Federa s of Criminal Proc
may be retained as evidence and as instrumentalities used in the commission of a crime for a
reasonable period of time and may be examined, analyzed, and tested as evidence and
instrumentalities used in the commission of a crime for a reasonable period of time.

50 As set forth above, computers have been and are being used to operate the

[tems to be seized as evidence

51 In addition to his use of computers as instrumentalities of the f:,‘“?’em

copyright infringement, ___ has used and is using computers and related {:ie
devices to collect, store, maintain, retrieve, conceal, transmit, and use
of electronic records, documents, and materials, including those used to facil

ihu:l“ together and separately constitute evidence of the offense of crimi ﬂ?i e

i g_Pmenf This data may be more fully described as any information stored in the form of
Sit}t—in nic, magnetic, optical, or other coding on computer media or on media capable of being
read by a computer or computer-related equipment. This media includes but is not imited to any
fixed disks, external hard disks, removable hard disk cartridges, floppy disk drives and diskettes,
tape drives and tapes, optical storage devices, laser disks, or other memory storage devices

and business activities relating to the operation of a BBS engaged in the traf f softw
such as: associate names and addresses (as contained in, among other things, telephone and
address records of BBS users, associates, suppliers, and customers); the identity and location
assets illegally gained through criminal activity (including but not limited to any invoices, receipts

bank account records, income tax returns, telephone records and correspondence); information
regarding sources of software; software lists; technical information relating to software trafficked
on the BBS; correspondence; and information about the operations of other BBSs engaged in
similar activities. Such information is typically contained in notes, logbooks, diaries, address
books, ledgers, telephone records, bank records, income tax returns, receipts, invoices, and
reference materials.

L
Ly

The phrase "records, documents, and materials, including those used to facilitate

Appendix G - 13



» insure accuracy and completeness of such data, and to prevent the loss of the data
dema; or programmed destruction, it is often necessary that some computer
Pt’,'“aia related instructions in the form of manuals and notes, as well as the
¢ :,c o operate such a computer be seized and subsequently processed by a quahfied
ymputer specialist in a laboratory setting. This is true because of the following:

The volume of evidence. Computer storage devices (such as hard disks, diskettes,
{apes, laser disks, Bernoulli drives, etc.) can store the equivalent of thousands of pages of
information. Additionally, a user may seek to conceal criminal evidence by storing it in random
with deceptive file names. Searching authorities are thus required to examine all the stored
determine which particular files are evidence or instrumentalities of criminal activity. This
yrocess can take weeks or months, depending on the volume of data stored, and it would
ctical to attempt this kind of data analysis "on-site."

Technical requirements. Analyzing computer systems for criminal evidence is a
hnical yr'mess requmng, expe*t sk*h and a pmpe*}} cc*mrode(i environment. §i‘ 'vz‘sfs?

u-.v
e

1 s0ime Systems and appncauons Thus it is dxﬂm to know prior to the sgarch which expert
possesses sufficient specialized skills to best analyze the system and its data. No matter which

system is used, however, data analysis protocols are exacting scientific procedures, designed to
protect the in itegrity of the evidence and to recover even "hidden," erased, compressed, password-
pfmé ted, or enc rypted files. Since computer evidence is extremely vulnerable to tamperning o
festruction (both from external sources or from destmfstive code imbedded in the system as a
hooby trap”), a controlled environment 1s essential to its complete and accurate analysis.

Due to the volume of the data at issue and the technical requirements set forth
above, it is usually necessary that the above-referenced equipment, software, data. an d clated
instructions be seized and subsequently processed by a qualified computer specialist in a
laboratory setting. It may be the case, however, under appropriate circumstances, that some types
of computer equipment can be more readily analyzed and pertinent data seized on-site, thus
liminating the need for its removal from the premises. One factor used in determining whether 1o
aﬁzévze a computer on-site or to remove it from the premises is whether the computer constitutes
strumentality of an offense and is thus subject to immediate seizure as such -- or whether 1
ere fepasito"y for evidence of a criminal offense. Another determining factor is
as a repository for evidence, a particular device can be more readily, quickly,
y an alyzed off site, with due consideration given to preserving the integrity
This, in turn, is often dependent upon the amount of data and number of discrete
r file areas that must be analyzed, and this is frequently dependent upon the particular type of
computer hardware involved. The records of CW and my sessions on the PIRATE BBS reflect
tnm the volume of information stored on the computer hardware used to operate that BBS 15
likely to be too extensive to analyze appropriately without removing that hardware from
residence.
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VI, CONCLUSION

WHEREFORE, I respectfully request that the search warrant be issued as applied
for herein.

Special Agent, FBI

Subscribed and sworn fo

before me this day

United States Magistrate Judge
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APPENDIX H: SAMPLE LANGUAGE FOR JURY INSTRUCTIONS -
18 U.S.C. § 2319

CRIMINAL COPYRIGHT INFRINGEMENT
OFFENSE INSTRUCTION
(17 U.S.C. § 506(a))
The indictment charges a criminal violation of the Copyright Act. The Copyright Act

provides that "[a]ny person who infringes a copyright willfully and for purposes of commercial

advantage or private financial gain" shall be guilty of an offense against the United States.

Source: 17U.S.C. § 506(a)

United States v. Cross, 816 F.2d 297, 303 n. 2 (7th Cir. 1981)
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ELEMENTS OF THE OFFENSE--
WILLFUL INFRINGEMENT OF COPYRIGHT (FELONY)'
(17 US.C. § 506(a) and 18 U.S.C. § 2319(b)(1))

The defendant 1s charged in {Count of] the indictment with criminal copyright

infringement in violation of Section 506 of Title 17 and Section 2319(b)(1) of Title 18 of the
United States Code  In order for the defendant to be found guilty of this charge, the government

must prove each of the following elements beyond a reasonable doubt:

First, that there exists a valid copyright for [describe work(s) in question];

Second, that at the time and place alleged, the defendant infringed the copyright(s) in [the
work(s)] by [reproducing] [distributing] copies of [the work],

Third, that the defendant, in infringing the copyright(s), acted willfully;

Fourth, that the acts of infringement were for the purpose of commercial advantage or
private financial gain;

Fifth, that at the time and place alleged, the defendant, in infringing the copyright(s),
[reproduced] [distributed] at least 10 [copies] [phonorecords] of {the work];

Sixth, that the copies or phonorecords [reproduced] [distributed] had a retail value of

more than $2,500.

1 These model instructions do not discuss the first sale doctrine. As noted, there is disagreement among the

courts regarding the proper role of the first sale doctrine in criminal copynight cases. Seg “The first sale doctrine in
criminal cases,” supra at 27. Accordingly, we have not included mstructions which specifically relate to the first sale
principle. Prosecutors seeking assistance in tailoring appropriate first sale instructions are encouraged to contact the
Computer Crime and Intellectual Property Section for assistance.
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ELEMENTS OF THE OFFENSE
INFRINGEMENT

The second element of the offense charged is infringement. An infringement of a
copyright occurs whenever someone who is not the copyright owner and who has no
authorization from the owner does an act which is the exclusive right of the copyright owner to
do. Among the exclusive rights given to the owner of a valid copyright are the rights to
[reproduce, distribute] the copyrighted work. In this case, the Government alleges that the
defendant infringed the copyright by {reproducing, distributing] [the work in question}.

If you find that the defendant [reproduced, distributed] [the work in question] without the
authorization of the copyright owner, then you may find that the defendant infringed the copyright

in [the work in question].

Source: 17 U.S.C. §§ 106, 501

United States v. Cross, 816 F.2d 297, 303 n. 2 (7th Cir. 1987)

United States v. Wise, 550 F.2d 1180, 1186 (9th Cir.),
cert. denied, 434 U.S. 929 (1977)
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ELEMENTS OF THE OFFENSE
COMMERCIAL ADVANTAGE OR PRIVATE FINANCIAL GAIN

The fourth element of a copyright infringement is that the alleged infringement was done
for the purpose of commercial advantage or private financial gain. With respect to this element,
you are instructed that the Government need not prove that the defendant actually received a
profit from the infringement. The Government need only show that the defendant acted with the
hope or expectation of some commercial advantage or financial gain.

If you find that the defendant infringed the copyright in [the work in question] with the
hope or expectation of some financial gain, then you may find that the defendant's infringement

was done for the purpose of commercial advantage or private financial gain.

Source: United States v. Moore, 604 F.2d 1228 (9th Cir. 1979)

United States v. Wise, 550 F.2d 1180 (9th Cir.),

cert. denied, 434 U.S. 929 (1979)
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APPENDIX I: SAMPLE LANGUAGE FOR JURY INSTRUCTIONS -
18 U.S.C. § 2320

TRAFFICKING IN COUNTERFEIT GOODS OR SERVICES
(18 U.S.C. § 2320)

The defendant is charged in {Count of] the indictment with trafficking in
counterfeit goods or services in violation of Section 2320 of Title 18 of the United States Code.
In order for the defendant to be found guilty of this charge, the government must prove each of
the following elements beyond a reasonable doubt:

First, that the defendant trafficked or attempted to traffic in goods or services,

Second, that such trafficking, or attempt to traffic was intentional,

Third, that the defendant used a "counterfeit mark" on or in connections with such goods
or services;, and

Fourth, that the defendant knew that mark so used was counterfeit.
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ELEMENTS OF THE OFFENSE
TRAFFICKING IN GOODS OR SERVICES

The first of these elements is that the defendant trafficked or attempted to traffic in goods
Or Services.

The term "traffic" means to transport, transfer, or otherwise dispose of, to another, as
consideration for anything of value, or make or obtain control of with intent so to transport,
transfer or dispose of. In this case, the Government alleges that the defendant trafficked by
[describe] [the goods or services in question].

If you find that the defendant [describe] [the goods or services in question], then you may

find that the defendant trafficked in goods or services.

Source: 18 U.S.C. § 2320
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ELEMENTS OF THE OFFENSE
TRAFFICKING WAS INTENTIONAL

The second element of the offense charged is that the defendant's trafficking was
intentional. The trafficking was intentional if the defendant acted deliberately or on purpose.
With respect to this element, you are instructed that the Government need not prove that the
defendant intended to violate the law. The Government need only show that the defendant acted
on purpose.

If you find that the defendant's trafficking was deliberate or done on purpose, then you

may find that the defendant's trafficking was intentional.

Source: 18 U.S.C. §2320

United States v. Baker, 807 F.2d 427, 429 (5th Cir. 1986)

United States v. Gantos, 817 ¥.2d 41, 42-43 (8th Cir)),
cert denied, 484 U.S. 860 (1987)
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ELEMENTS OF THE OFFENSE
COUNTERFEIT MARK

The third element is that defendant used a counterfeit mark on or in connection with such
goods or services. A counterfeit mark is a mark that is used in connection with trafficking in
goods or services, and is identical with, or substantially indistinguishable from a mark in use and
registered for those goods or services on the principal register in the United States Patent and
Trademark Office. It does not matter whether the defendant knew such mark was so registered.
A counterfeit mark must also be one which is likely to cause confusion, to cause mistake, or to
deceive.

You are instructed that it is not a defense that the counterfeit mark was modified in a
trivial way, nor is it a defense that the defendant told the purchaser that the goods were
counterfeit or that the counterfeit nature of the goods was apparent from the price. Thus, the test
1s whether an average consumer examining the goods would be deceived into believing that the
product was made by the genuine trademark owner.

The evidence in this case includes of registration for [the good in question]. The
certificate is Government's Exhibit No. . The certificate is prima facie evidence of the validity
of the registered mark, of the ownership of the mark, and of owner's exclusive right to use the
registered mark. "Prima facie evidence" means sufficient evidence to establish that the mark is

valid, that the registrant owns the mark and has the exclusive right to use it.

Source: 18 US.C. §2320

United States v. Torkington, 812 F.2d 1347, 1352 (11th Cir. 1987)
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United States v. Gantos, 817 F.2d 41, 42 (8th Cir.), cert. denied, 484 U.S. 860
(1987)

United States v. Hon, 904 F.2d 803, 806 (2d Cir.), cert. denied, 498 U.S. 1069
(1991)
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ELEMENTS OF THE OFFENSE
KNOWLEDGE

The fourth element of trafficking in counterfeit goods or services is that the defendant
knew that the mark used on or in connection with the trafficked goods or services was
counterfeit. This means that the Government must show that the defendant was aware or had a
firm belief of the counterfeit nature of the mark. The Government can meet this burden by
proving that the defendant was willfully blind to the counterfeit nature of the mark. You are
instructed that this showing can be made through circumstantial evidence regarding the purchase
of the goods, the method of delivery, packaging conventions, and an unusually low price.

If you find that the defendant had a firm belief of the counterfeit nature of the mark, then

you may find that the defendant knew that the mark was counterfeit.

Source: 18 U.S.C §2320

United States v. Sung, 51 F.3d 92, 94 (7th Cir.1995)

United States v. Jewell, 532 F.2d 697 (9th Cir.),
cert. denied, 426 U.S. 951 (1976)

United States v. Baker, 807 F.2d 427 (5th Cir. 1986)
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APPENDIX J: SAMPLE LANGUAGE FOR JURY INSTRUCTIONS -
18 U.S.C. § 1831

ECONOMIC ESPIONAGE
(18 U.S.C. § 1831)

The defendant is charged in Count of the indictment with economic espionage in
violation of Section 1831 of Title 18 of the United States Code. In order for the defendant to be

found guilty of this charge, the Government must prove each of the following elements beyond a

reasonable doubt:

misappropriation] information;

Second, that the defendant knew that the information was proprietary;
Third, that the information was in fact a trade secret; and
Fourth, that the defendant intended or knew that the misappropriation would benefit a

foreign government, foreign instrumentality, or foreign agent.
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ELEMENTS OF THE OFFENSE
MISAPPROPRIATION (18 U.S.C. § 1831(a)(1))

The first element of the offense is misappropriation. The Government must prove that the
defendant knowingly stole, or without authorization appropriated, took, carried away, concealed,
or by fraud, artifice or deception obtairied information. You are instructed that authorization is
the permission, approval, consent, or sanction of the owner to act.

If you find that the defendant stole, or without the permission, approval, consent, or
sanction of the owner appropriated or obtained the information, then you may find that the

defendant misappropriated the information without the consent of the owner.

Source: 18 U.S.C. § 1831(a)(1)
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ELEMENTS OF THE OFFENSE
MISAPPROPRIATION (18 U.S.C. § 1831(a)(2))

The first element of the offense is misappropriation. The Government must prove that the
defendant without authorization copied, duplicated, sketched, drew, photographed, downloaded,
uploaded, altered, destroyed, photocopied, replicated, transmitted, delivered, sent, mailed,
communicated, or conveyed information. You are instructed that authorization is the permission,
approval, consent, or sanction of the owner to act.  You are also instructed that the Government
does not have to prove that the defendant took the original property containing the information.

If you find that the defendant obtained, destroyed or conveyed the information without the

authorization of the owner then you may find that the defendant misappropriated the information.

Source: 18 US.C. §1831(a)(2)
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ELEMENTS OF THE OFFENSE
KNOWLEDGE

The second element of the offense charged is that the defendant knew or had a firm belief
that the information he was misappropriating was proprietary. The Government must prove that
the defendant was aware or substantially certain that the information he was appropriating was a
trade secret.

If you find that the defendant had a firm belief that the information which he was

appropriating was a trade secret, then you may find that the Government has proven this element.

Source: 18 U.S.C. 1831
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ELEMENTS OF THE OFFENSE
TRADE SECRET

The third element is that the [information in question] was a trade secret. With respect to
this element of the offense charged, you are instructed that a trade secret includes all forms and
types of financial, business, scientific, technical, economic, or engineering information, including
patterns, plans, compilations, program devices, formulas, designs, prototypes, methods,
techniques, processes, procedures, programs, or codes, whether tangible or intangible, and
whether or how stored compiled, or memorialized physically, electronically, graphically,
photographically, or in writing.

The Government must prove that the information was secret, that is, it was not generally
known to the public. However, you are instructed that every part of the information need not be
completely confidential to qualify as a trade secret. A trade secret can include a combination of
elements that are in the public domain, if the trade secret constituted an effective, successful and
valuable integration of public domain elements.

As part of this element, the Government must also prove that the owner of the trade secret
took reasonable measures to keep the information secret. The Government does not have to
prove that the security measures were absolute, but merely that such security measures were
appropriate considering the value of the trade secret.

Finally, the Government must show that the trade secret derived actual or potential
independent economic value from not being generally known to, and not being readily

ascertainable through proper means by the public. You are instructed that where there is no
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readily identifiable market for the trade secret, any reasonable method may be employed by the

Government to show that the trade secret had economic value, including development, research

and production costs.

If you find that the owner of the information took reasonable steps to keep the information

secret, and that it derived independent economic value from not being known to, and not being

readily ascertainable through proper means by the public, then you may find that the information

was a trade secret.

Source:

18 U.S.C. § 1839

Rivendell Forest Prods. Ltd. v. Georgia-Pacific Corp., 28 F.3d 1042,
1046 (10th Cir. 1994)

Pioneer Hi-Bred Int'l v. Holden Found Seeds, 35 F.3d 1226, 1235
(8th Cir. 1994)

Gates Rubber Co. v. Bando Chem. Indus., Ltd, 9 F.3d 823, 828-49
(10th Cir. 1993)

United States v. Stegora, 849 F.2d 291, 292 (8th Cir. 1988)

United States v. Drebin, 557 F.2d 1316, 1328 (9th Cir. 1977)
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ELEMENTS OF THE OFFENSE
FOREIGN GOVERNMENT, FOREIGN INSTRUMENTALITY, FOREIGN AGENT

The fourth element of economic espionage 1s that the defense intended or knew that the
offense would benefit a foreign government, foreign instrumentality or foreign agent. With
respect to this element, you are instructed that benefit can be economic, reputational, strategic or
tactical.

In the case of a foreign instrumentality, the Government must prove that the foreign
instrumentality was substantially owned, controlled, sponsored, commanded, managed or
dominated by a foreign government. You are instructed that, in such a case, the Government
does not have to prove complete ownership, control, sponsorship, command, management or
domination. The Government need only show that the activities of the foreign instrumentality are
from a practical and substantive standpoint directed by a foreign government. You are also
instructed that the term "foreign agent" means any officer, emplovee, proxy, servant, delegate, or
representative of a foreign government.

If you find that the defendant had a firm belief that the offense would benefit a foreign

government, foreign instrumentality, or foreign agent, then you may find that the Government has

proven this element.

Source: 18 U.S.C. §§ 1831, 1839
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APPENDIX K: SAMPLE LANGUAGE FOR JURY INSTRUCTIONS -
18 U.S.C. § 1832

THEFT OF TRADE SECRETS
(18 US.C. § 1832)

The defendant is charged in Count _ of the indictment with theft of trade secrets in
violation of Section 1832 of Title 18 of the United States Code. In order for the defendant to be
found guilty of this charge, the Government must prove each of the following elements beyond a
reasonable doubt:

First, that the defendant stole or without the authorization of the owner, [describe the

misappropriation] information;

Second, that the defendant knew that the information was proprietary;

Third, that the information was in fact a trade secret;

Fourth, that the defendant acted for the economic benefit of someone other than the
owner of the trade secret;

Fifth, that the defendant intended or knew that the offense would injure the owner of the
trade secret; and

Sixth, that the trade secret was related to or included in a product that is produced for or

placed in interstate or foreign commerce.
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ELEMENTS OF THE OFFENSE
MISAPPROPRIATION (18 U.S.C. § 1832(a)(1))

The first element of the offense is misappropriation. The Government must prove that the
defendant knowingly stole, or without authorization appropriated, took, carried away, concealed,
or by fraud, artifice or deception obtained information. You are instructed that authorization is
the permission, approval, consent, or sanction of the owner to act. If you find that the defendant
stole, or without the permission, approval, consent, or sanction of the owner appropriated or
obtained the information, then you may find that the defendant misappropriated the information

without the consent of the owner.

Source: 18 US.C § 1832(a)(1)
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ELEMENTS OF THE OFFENSE
MISAPPROPRIATION (18 U.S.C. § 1832(a)(2))

The first element of the offense is misappropriation. The Government must prove that the
defendant without authorization copied, duplicated, sketched, drew, photographed, downloaded,
uploaded, altered, destroyed, photocopied, replicated, transmitted, delivered, sent, mailed,
communicated, or conveyed information. You are instructed that authorization is the permission,
approval, consent, or sanction of the owner to act. You are also instructed that the Government
does not have to prove that the defendant deprived the owner of the physical property containing
the information.

If you find that the defendant obtained, destroyed or conveyed the information without the

authorization of the owner then you may find that the defendant misappropriated the information.

&
=

e

18 U.S.C. § 1832(a)(2)
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ELEMENTS OF THE OFFENSE
KNOWLEDGE

The second element of the offense charged is that the defendant knew or had a firm belief
that the information he was taking was proprietary. The Government must prove that the
defendant was aware or substantially certain that the information he was appropriating was a trade
secref,

If you find that the defendant had a firm belief that the information which he was

appropriating was a trade secret, then you may find that the Government has proven this element.

Source: 18U.S.C 1832
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ELEMENTS OF THE OFFENSE
TRADE SECRET

The third element is that the [information in question] was a trade secret. With respect to

this element of the offense charged, you are instructed that a trade secret includes all forms and
types of financial, business, scientific, technical, economic, or engineering information, including
patterns, plans, compilations, program devices, formulas, designs, prototypes, methods,
techniques, processes, procedures, programs, or codes, whether tangible or intangible, and
whether or how stored compiled, or memorialized physically, electronically, graphically,
photographically, or in writing.

The Government must prove that the information was secret, that is, it was not generally
known to the public. However, you are instructed that every part of the information need not be
completely confidential to qualify as a trade secret. A trade secret can include a combination of
elements that are in the public domain, if the trade secret constituted an effective, successful and
valuable integration of public domain elements.

As part of this element, the Government must also prove that the owner of the trade secret
took reasonable measures to keep the information secret. The Government does not have to
prove that the security measures were absolute, but merely that such security measures were
appropriate considering the value of the trade secret.

Finally, the Government must show that the trade secret derived actual or potential
independent economic value from not being generally known to, and not being readily

ascertainable through proper means by the public. You are instructed that where there is no
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readily ascertainable market for the trade secret, any reasonable method may be employed by the
Government to show that the trade secret had economic value, including development, research
and production costs.

If you find that the owner of the information took reasonable steps to keep the information
secret, and that it derived independent economic value from not being known to, and not being
readily ascertainable through proper means by the public, then you may find that the information

was a trade secret.

Source: i8USC §1839

Rivendell Forest Prods. Ltd. v. Georgia-Pacific Corp., 28 F.3d 1042,
1046 (10th Cir. 1994)

Pioneer Hi-Bred Intl v. Holden Found Seeds, 35 F.3d 1226,
1235 (8th Cir. 1994)

{ates Rubber Co. v. Bando Chem. Indus., Ltd, 9 F 3d 823,
828-49 (10th Cir. 1993)

United States v. Stegora, 849 F.2d 291, 292 (8th Cir. 1988)

United States v. Drebin, 557 F.2d 1316, 1328 (9th Cir. 1977)
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ELEMENTS OF THE OFFENSE
ECONOMIC BENEFIT

The fourth element is that the defendant intended or knew that the offense would

economically benefit a person (which can be the defendant or some other person or entity) other

than the rightful owner .

If you find that the defendant committed the offense with the intent or knowledge that it
would economically benefit a person other than the owner, then you may find that the

Government has proven this element.

Source: 18 US.C. § 1832
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ELEMENTS OF THE OFFENSE
INJURY

The fifth element is that the defendant knew that the offense would injure any owner of
the trade secret. You are instructed that the Government does not have to prove malice or evil
intent. This means that the Government does not have to prove that the defendant acted with ill-
will, but only that the defendant knew or was aware to a practical certainty that his conduct would
cause some disadvantage to the owner.

If you find that the defendant knew that the offense would injure any owner of the trade

secret, then you may find that the Government has proven this element.

Source: 18 US.C. § 1832
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ELEMENTS OF THE OFFENSE
INTERSTATE OR FOREIGN COMMERCE

The sixth and last element of the theft of trade secrets is that the Government must prove
that the trade secret was related to or included in a product that was produced for or placed in
interstate or foreign commerce. You are instructed that "produced” includes the research,
development and manufacture of a product.

If you find that the trade secret was part of a product, in any stage of production,
including research, development, and manufacture, and was for or placed in interstate or foreign
commerce, then you may find that the trade secret was related to or included in a product that

was produced for or placed in interstate or foreign commerce.

Source: 18U S.C. §1832
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APPENDIX L:

ALASKA *

ARIZONA

ARKANSAS

CALIFORNIA

COLORADO *

CONNECTICUT **

DELAWARE

FLORIDA

GEORGIA

IDAHO *

ILLINOIS

INDIANA

IOWA

KANSAS

KENTUCKY *

LOUISIANA

MARYLAND

MASSACHUSETTS

MICHIGAN

LIST OF STATES WITH "TRUE NAME AND ADDRESS"
STATUTES

ALA CODE Secs. 13A-8-83 & 86
ALLASKA STAT. Sec. 45.50.900 (2)

ARIZ. REV. STAT. Sec. 13-3705

ARK. STAT. ANN. Sec. 5-37 510(c)

CAL. PENAL CODE Sec. 653(w)

COLO. REV. STAT. Sec. 18-4-604
CONN. GEN. STAT. ANN. Sec. 53-142(c)
DEL CODE ANN. Tit. 11, Sec. 922

FLLA. STAT ANN. Sec. 540.11 (3)(a)

GA. CODE ANN. Sec. 16-8-60(b)

IDAHO CODE Secs 18-7603(3), 18-7604
ILL. ANN. STAT. Ch.38, Sec. 16-8

IND STAT. 24-4-10(4)

IOWA CODE ANN. Sec.714.15

KAN. STAT.ANN. Sec.21-3750

KY. REV. STAT. Sec.434.445(4)
LAREV. STAT. ANN. Sec. 14:223.6

MD. CRIM. LAW CODE ANN. Sec.467A(3)(b)
MA. GEN. LAW ANN. Ch.226 Sec. 143¢c

MIP.A 210
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MINNESOTA

MISSISSIPPI

MISSOURI

MONTANA *

NEBRASKA **

NEVADA

NEW HAMPSHIRE *

NEW JERSEY

NEW MEXICO

NEW YORK

NORTH CAROLINA

NORTH DAKOTA *

OHIO]1

OKLAHOMA

OREGON

PENNSYLVANIA *

RHODE ISLAND

SOUTH CARLOINA

SOUTH DAKOTA

TENNESSEE

TEXAS

UTAH

MINN. STAT. ANN. Secs. 325E.18
MISS. CODE ABB. Sec. 97-23-89
MO.ANN. STAT. Sec. 570.240-41
MONT. CODE ANN. Sec. 30-13-144
NEB. REV. STAT. Sec. 28-1324
NEV. REV. STAT. Sec. 205.217(2)
N.H REV. STAT. ANN. Sec.352-A 3
N.JS. 2C21:21c.(4)

N.M. STAT. ANN. Sec.30-16B-4
N.Y. PENAL LAW Sec.275.35 & 40
N.C. GEN. STAT. Sec. 14-435

N.D. CENT. CODE. Sec.47-21. 1-03

OHIO REV. CODE ANN. Sec. 1333.52(B)

OKLA. STAT. ANN.TITLE 21 Sec. 1979

ORS 164.875 Sec. 8

PA. CONS. STAT. ANN. Tit. 18 Sec.4116(e)

R.I GEN.LAWS Sec. 6-13.1-15(b)
S.C. CODE Sec. 16-11-930, 16-11-940

S.D. LAWS ANN. Sec.43-43A-3

TENN. CODE ANN. Sec. 39-14-139(a)

TEX. BUS. & COM. CODE Sec. 35.94

UTAH CODE ANN. 1953, 13-10-8
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VIRGINIA VA. CODE Sec. 59.1-41 4
WASHINGTON WASH. REV. CODE ANN. Sec. 19.25.040

WEST VIRGINIA * W.VA. CODE Sec. 61-3-50

* Misdemeanor statue under which it may be necessary to purchase the pirated product to

prove the violation.

*x Misdemeanor statute.
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APPENDIX M:

State Criminal Trade Secret Statutes

The following states have statutes specifically providing criminal penalties for theft of
trade secrets, or have general larceny stautes which make reference to theft of trade %ec"‘efs

Aiabama

Arkansas

Colorads
{‘onnecticut

[P
Florida

Georgia

[linots

indiana

Louisiana
Maine
Maryland

Massachusetts

Michigan
Minnesota

Mississippt

ions, unless otherwise indicated, refer to a specific trade secret cniminal provision.}

Al St § 13A-8-10.4
AC A §5-36-107

Cal. Penal Code § 499(c)
CRS A §18-4-408
CGS A §53a-124

A § 812081 (see also § 815.045,
secret theft)

regarding computer-related trade

Code, 16-8-13
Theft of trade secrets covered under general theft statute, 1.C. § 18-2401

Trade secret theft covered under general property cnme statutes, 72(
IL.C.S. 5/15-1 et seq.

Theft of trade secrets covered under general theft statutes, 1.0 35-43-1-4,

35-43-2-3

R.S. 14:73.2 ("Crime Against Intellectual Property")
17-AMRS.A §§351-362

Code 1957, Art. 27, §343; Code 1957, Art. 89, §§ 41-49A

M.G.L.A. 266 § 30(4); see also MG L A 266 § 60A (prohibits buying of
selling of stolen trade secrets)

M.CL.A 752772
M. S A §609.52

Theft of trade secrets covered by general larceny statute, Code 1972, § 97-
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New Hampshire

New Jersey

New Mexico

Ohio
Oklahoma
Pennsylvania
Tennessee
Texas
Wisconsin

Wyoming

17-41, trade secret theft via computers also covered under computer crime
statute, § 97-45-1to 11

R.S.A 6372, 6373

Trade secret theft covered under general larceny statute, N.J S A 2C:20-1
et seq.

Theft of trade secrets from employers covered by NM.S. A. § 30-16-8
(embezzlement)

Theft of trade secrets covered under general theft statute, § 2913.01.

21 Okl.St.Ann. § 1732

18 PaCS A §3930

T.CA §39-14-138

TCA §31.05

W.S A §943.205

Trade secret theft in general is covered by general larceny statute; "Crimes

against intellectual property" via computers are prohibited under W.S.1977
§ 6-3-502
]
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APPENDIX N: LEGISLATIVE HISTORY - COPYRIGHT FELONY ACT
HR. Rep. No. 997, 102ND Cong., 2ND Sess. 1992, 1992 U.S.C.C.AN. 3569,

P.L. 102-561, CRIMINAL PENALTIES FOR COPYRIGHT
INFRINGEMENT
DATES OF CONSIDERATION AND PASSAGE
Senate: June 4, October 8, 1992
House: October 3, 1992

Senate Report (Judiciary Committee) No. 102-268,
Apr. 7, 1992 (To accompany S. 893)

House Report (Judiciary Committee) No. 102-997,
Oct. 3, 1992 (To accompany S. 893)

HOUSE REPORT NO. 102-997
October 3, 1992
[To accompany S. 893]

The Committee on the Judiciary, to whom was referred the Act (S. 893) to amend title 18,

United States Code, to impose criminal sanctions for violation of software copyright, having
considered the same, report favorably thereon with amendments and recommend that the Act as
amended do pass.

The amendments are as follows:
Strike out all after the enacting clause and insert 1n lieu thereof the

following:

SECTION 1. CRIMINAL PENALTIES FOR COPYRIGHT INFRINGEMENT.
Section 2319(b) of title 18, United States Code, is amended to read as follows:

"(b) Any person who commits an offense under subsection (a) of this section-
"(1) shall be imprisoned not more than 5 years, or fined in the amount set forth in this
title, or both, if the offense consists of the reproduction or distribution, during any
180-day period, of at least 10 copies or phonorecords, of 1 or more copyrighted works,

with a retail value of more than $2,500;

"(2) shall be imprisoned not more than 10 years, or fined in the amount set forth in this
title, or both, if the offense is a second or subsequent offense under paragraph (1); and

"(3) shall be imprisoned not more than 1 year, or fined in the amount set forth in this title,
or both, in any other case.".
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SEC. 2. CONFORMING AMENDMENTS.
Section 2319(c) of title 18, United States Code, 15 amended-

(1) in paragraph (1) by striking " 'sound recording', 'motion picture’, audio-visual work’,
'‘phonorecord',” and inserting " 'phonorecord’ ", and

(2) in paragraph (2) by striking "118" and inserting "120". Amend the title so as to read:
An Act to amend title 18, United States Code, with respect to the criminal penalities for
copyright infringement.

EXPLANATION OF AMENDMENT

Inasmuch as S. 893 was ordered reported with a substitute to an amendment in the nature
of a substitute, as amended, the contents of this report constitute an explanation of that substitute

SUMMARY AND PURPOSE

The purpose of S. 893 is to harmonize the current felony provisions for copyright
infringement and to provide an effective deterrence to the piracy of motion pictures, sound
recordings, computer programs, and other original works of authorship. Piracy of copyrighted
works costs U.S. industries millions of doliars a year, resulting in losses of jobs and diminution in
the number of works created. Effective criminal penalties will aid in preventing
Such losses.

INTRODUCTION

During this Congress, proposals to amend the copyright criminal felony provisions have
been initiated by Senator Hatch, first as part of an omnibus crime package and later as a separate
bill, S. 893. In both cases, the (identical) provisions concerned only computer programs. The
provisions sought to amend title 18, United States Code, and built on amendments made in 1982
with respect to audiovisual works and sound recordings. There is no companion House bill.

The Subcommittee on Intellectual Property and Judicial Administration held a hearing on
S. 893 on August 12, 1992. Testimony was received from: James Charne, General Counsel of
Absolute Entertainment, Inc.; Gail Penner, Counsel, Autodesk, Inc. representing the Software
Publishers Association, Edward J. Black, Vice President and General Counsel, Computer &
Communications Industry Association; and, David Ostfeld, Chairman, Institute of Electrical &
Electronics Engineers-U.S.A.
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COMMITTEE VOTE

On September 30, 1992, a reporting quorum being present, the Committee ordered S 893
reported to the full House by voice vote, with a substitute to an amendment in the nature of a
substitute, as amended.

LEGISLATIVE HISTORY

S 893 was introduced by Senator Hatch on April 23, 1991. Its provisions were also
included as part of the omnibus crime package that passed the Senate on June 27, 1991. S. 893
was reported favorably by the Senate Committee on the Judiciary on April 7, 1992, [FN1] and
passed the Senate, as amended, on June 4, 1992, The bill was referred to the Committee on the
Judiciary on June 9, 1992, which, on June 11, 1992, referred the bill to the Subcommuttee on
Intellectual Property and Judicial Administration. On August 12, 1992, the Subcommittee held a
hearing on S. 893, and on September 10, 1992 it marked-up and favorably approved an

amendment in the nature of a substitute.

DISCUSSION
HISTORY OF CRIMINAL COPYRIGHT STATUTES

The first criminal provision in our copyright laws was a misdemeanor penalty added in
1897 for unlawful performances and representations of copyrighted dramatic and musical
compositions. [FN2] In order to constitute a criminal violation, the defendant's conduct was
required to have been "willful and for profit.” Section 104 of the general copyright revision of
1909 extended this penalty to all types of copyrighted works, again if the conduct was done
willfully and for profit. [FN3] Section 506(a) of the 1976 general Copyright Revision Act
continued the misdemeanor provision (FN4] of the 1909 Act, but changed, without explanation,
the phrasing of the mens rea requirement to conduct engaged in "willfully and for purposes of
commercial advantage or private financial gain." Violators were to be fined not more than
$10,000 or imprisoned not more than 1 year, or both. In the case of sound recordings or
motion pictures, violators were to be fined not more than $25,000 or imprisoned for not more
than 1 year, or both. [FN5] Repeat offenders were subject to a fine of not more than $50,000 or
imprisonment for not more than 2 years, or both.

In 1982, special provisions for motion pictures and sound recordings were added in the
form of felony provisions for first time offenders. [FN6] This act amended both title 17 (the
Copyright Act) and title 18. While the criminal offense remained in section 506(a) of title 17, the
felony penalties for infringing reproductions or distributions of motion pictures or sound
recordings were placed in new section 2319 of title 18, United States Code. [FN7]

As passed by the Senate, S. 893 sought to build on the 1982 amendments by including
computer programs within the felony penalty provisions of section 23 19 of title 18. [FN8]
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AMENDMENTS

The substitute favorably reported by the Committee takes a different approach From S.
893 as passed by the Senate. Rather than simply adding computer programs to audiovisual works
and sound recordings as works whose infringement can give rise to felony penalties, the substitute
harmonizes the felony provisions in section 2319 to apply to all types of copyrighted works, as is
currently the case for misdemeanor violations. The substitute does not alter
the elements that must be established for a criminal copyright violation. The substitute also does
not alter the misdemeanor provisions of the current law. Instead, the only changes made by the
substitute are (1) an expansion in the types of copyrighted works that may give rise to felony
prosecution, and, (2) a revision in the threshold that must be satisfied before felony liability may
be imposed.

As in the past, whether conduct constitutes a criminal violation will be determined as
follows. First, the Government is required to establish that an act or acts of copyright
infringement have occurred. This prima facie case is determined by civil law. [FN9] Second, if a
prima facie case of infringement is established, the Government must prove the defendant
committed the infringement "willfully and for purposes of commercial advantage or private
financial gain." [FN10] Third, if this mens rea is established, in order for the violation to be a
felony, the infringing reproductions or distributions must meet certain numerical thresholds.
Failure to meet those thresholds will result in the violation being treated as a misdemeanor.

Under the Committee substitute, the threshold for determining when an infringement
accomplished with the requisite mens rea becomes a felony is to be determined through a
combination of the number of infringing copies or phonorecords and their retail value.
Specifically, at least 10 copies or phonorecords having a retail value of more than $2,500 [FN11]
must be reproduced or distributed without the copyright owner's permission within a 180 day
period [FN12] in order to meet the thresholds.

MENS REA REQUIREMENT

The requirement of a mens rea for criminal copyright infringement serves the important
purpose of drawing a sharp distinction with civil copyright infringement. Under civil copyright
infringement, an intent to infringe is not required, since copyright is a strict liability tort. [FN13]
For an infringement to be deemed a criminal violation, however, a specific mens rea must be
proved. Even if civil liability has been established, without the requisite mens rea it does not
matter how many unauthorized copies or phonorecords have been made or distributed: No
criminal violation has occurred.

Under section 506(a) of title 17, United States Code, unamended by the substitute, the
mens rea is described as infringement done "willfully and for purposes of commercial advantage
or private financial gain." The term "willfully," although used in copyright statutes since 1897 for
criminal violations, has never been defined. The substitute to S. 893 does not provide a
definition either, since it is the Committee's intention that the standard as construed by the courts
continue to be applied. [FN14]
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The mens rea requirement serves to leave outside the reach of the criminal law losing
parties in ordinary business disputes such as those involving reverse engineering of computer
programs [FN15] or contract disputes over the scope of licenses. [FN16] Felony liability is not the
result of every unauthorized reproduction or distribution of at least 10 copies or phonorecords
having a retail value of more than $2,500 within a 180-day period. First, infringement must be
established. Next, the Government must prove that the infringement was done with the requisite
mens rea. Unless both these requirements are met, no criminal liability-misdemeanor or felony-will
lie, regardless of the number of unauthorized copies or phonorecords that have been
reproduced or distributed. In cases where civil liability is unclear-whether because the law is
unsettled, or because a legitimate business dispute exists- the Committee does not intend to
establish criminal liability.

THE THRESHOLD REQUIREMENT OF NUMBER AND VALUE OF COPIES

The requirement that a requisite number of infringing copies or phonorecords be
reproduced or distributed within a 180 day period serves a number of important purposes. First, it
excludes from felony prosecution children making copies for friends as well as other incidental
copying of copyrighted works having a relatively low retail value. Second, the requirement of
reproducing or distributing at least 10 copies within a 180 day period removes the possibility
that the increased penalties under the bill for computer program infringement can be used as a tool
of harassment in business disputes over reverse engineering. Assuming arguendo that infringement
due to unauthorized reverse engineering is established, and that the infringement was done with
the requisite mens rea (which, as noted above, is unlikely), no felony liability
should arise, since the Committee has been informed that reverse engineering does not require the
reproduction of more than a handful of copies.

Where the requisite number of unauthorized copies or phonorecords with the requisite
retail value have been made or distributed willfully and for purposes of commercial advantage or
private financial gain within a 180 day period, the violator is subject to the following penalties: (1)
imprisonment of not more than 5 years and/or the fine prescribed in title 18 for a first offense;
[FN17] (2) imprisonment of not more than 10 years and/or the fine prescribed in title 18 for a
second or subsequent offense.

SECTION-BY-SECTION ANALYSIS OF THE COMMITTEE SUBSTITUTE
SECTION 1

Section 1 of the Committee substitute amends section 2319(b) of title 18 in its entirety.
Under the substitute, any person who violates section 506(a) of title 17, United States Code, shall
be imprisoned for not more than 5 years, or fined in the amount set forth in title 18, or both, if the
offense consists of the reproduction or distribution of at least 10 copies or phonorecords, of one
or more copyrighted works, with a retail value of more than $2,500 during a 180 day period.
[FN18]

The phrase "of one or more copyrighted works" is intended to permit aggregation of
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different works of authorship to meet the required number of copies and retail value. For example,

a defendant’s reproduction of 5 copies of a copyrighted word processing computer program
having & retail value of $1,300 and the reproduction of 5 copies of a copyrighted spreadsheet
computer program also having a retail value of $1,300 wouid satisfy the requirement of
reproducing 10 copies having a retail value of at least $2,500, if done within

0 day period.

I'he term "retail value” 1s deliberately undefined, since in most cases it will represent the
price at which the work 1s sold through normal retail channels. [FN19] At the same time, the
Commuttee recognizes that copyrighted works are frequently infringed before a retail value has
been established, and that in some cases, copyrighted works are not marketed through normal
retatl channels. Examples include motion pictures prints distributed only for theatrical release, and
beta-test versions of computer programs. In such cases, the courts may look to the suggested
retail price, the wholesale price, the replacement cost of the item, or financial injury caused to the
copyright owner.

If the offense is a second or subsequent offense, the defendant is subject to imprisonment
for not more than 10 years, or a fine in the amount set forth in title 18, United States Code, or
both.

{f the defendant failed to make the requisite number or value of copies within the 180 day
pertod, but still engaged in the infringing conduct with the requisite mens rea, section 2319(b)(3)
subjects the defendant to a term of imprisonment of not more than 1 year or a fine in the amount
set forth in title 18, United States Code, or both, as under current law.

SECTION 2
Section 2 contains conforming amendments. Since the substitute harmonizes the felony
penaities to apply to all types of copyrighted works, section 2 deletes the references to "sound
recording,” "motion picture” and "audiovisual work."
EFFECTIVE DATE

The substitute shall take effect on the date of enactment and applies only to conduct
engaged in on or after that date.

COMMITTEE OVERSIGHT FINDINGS
In compliance with clause 2(13(3)(A) of rule XTI of the Rules of the House of
Representatives, the Comnuttee reports that the findings and recommendations of the Committee,

based on oversight activities under clause 2(b)(1) of rule X of the Rules of the House of
Representatives, are incorporated in the descriptive portions of this report.
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COMMITTEE ON GOVERNMENT OPERATIONS OVERSIGHT FINDINGS

Ne findings or recommendations of the Committee on Government Operations were
red as referred to in clause 2(1)(3)(D) of rule XI of the Rules of the House of

NEW BUDGET AUTHORITY AND TAX EXPENDITURES

Clause 2(1)(3)(B) of House Rule X1 is inapplicable because this legislation does not
/ide new budgetary authority or increased tax expenditures.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

In compliance with clause 2(1)(3)(C) of rule XI of the Rules of the House of
Representatives, the Committee sets forth, with respect to the bill S. 893, the following estimate
and comparison pftpared by the Director of the Congressional Budget Otfice under section 403

of the Congressional Budget Act of 1974

U.S Congress,

Congressional Budget Office,

Washington, DC, October 2, 1992

Hon. Jack Brooks,

Chairman, Committee on the Judiciary,
House of Representatives, Washington, DC.

Dear Mr. Chairman: The Congressional Budget Office has reviewed 5 893, a bill to
wend title 18, United States Code, to impose criminal sanctions for violation of software
LO"WHQU‘, as ordered reported by the House Committee on the Judiciary on September 30, 1992
inactment of this bill would increase costs to the federal government because prison terms served
by some copyright offenders would be longer. It also could increase receipts to the federal
government from fines, but we cannot estimate the amount of either increase.

Because S. 893 could affect receipts, it would be subject to pay-as-you-go procedures

uﬁdef section 252 of the Balanced Budget and Emergency Deficit Control Act of 1985
Therefore, the estimate required under clause 8 of House Rule XX1 is attached.

Under current law, only certain offenses involving copyright violations of sound
recordings or audiovisual works are felonies, while all other copyright violations are
misdemeanors. S 893 would change the criteria for determining whether a copyright violation
olving sound recordings or audiovisual works is a felony offense. In addition, the bni would
apply the same criteria to all copyright violations, not just those involving sound recordings or
audiovisual works.

It is impossible to predict with confidence the effect of the new criteria for determining
felonies, because some cepynght violations that otherwise would have been felony offenses would
be misdemeanor offenses, and vise versa. Some offenses that could only have been

;‘
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misdemeanors-namely, those not involving sound recordings or audiovisual works-would be
felonies under S, 893

This probably would result in increased prison terms served and/or fines paid by these
offenders, but CBO has no basis for quantifying the increased cost or receipts to the federal
government. Any such costs would be paid from appropriated funds.

CBO estimates that enactment of S. 893 would result in no cost to state or local

crnments.

If you wish further details on this estimate, we wiil be pleased to provide them. The CBO
stafl contacts are Mark Grabowicz, and John Stell.

Sincerely,
James L. Blum
{For Robert D, Reischauer, Director).

CONGRESSIONAL BUDGET OFFICE ESTIMATE [FN1]

The applicable cost estimate of this act for all purposes of sections 252 and 253 of the
Balanced Budget and Emergency Deficit Control Act of 1985 shall be as follows.
TABULAR OR GRAPHIC MATERIAL SET FORTH AT THIS POINT IS NOT
DISPLAYABLE

INFLATIONARY IMPACT STATEMENT

Pursuant to clause 2(1)(4) of rule X1 of the Rules of the House of Representatives, the
Committee estimates that S. 893 will have no significant impact on prices and costs in the national
gconomy.

CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED
In compliance with clause 3 of rule XIII of the Rules of the House of Representatives,
changes in existing law made by the bill, as reported, are shown as follows (existing law proposed
to be omitted is enclosed in black brackets, new matter is printed in italic, existing law in which no
change is proposed is shown in roman):

SECTION 2319 OF TITLE 18, UNITED STATES CODE

k k % ¥k %k ¥ %

S 2319. Criminal infringement of a copyright

{&}***

{b) Any person who commits an offense under subsection (a) of this section-
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(1) shall be fined not more than $250,000 of imprisoned for not more than five years, or
both, if the offense-
(A) involves the reproduction or distribution, during any one-hundred-and-
eighty-day period, of at least one thousand phonorecords or copies infringing
the copyright in one or more sound recordings,
(B) involves the reproduction or distribution, during any one-hundred-and-
eighty-day period, of at least sixty-five copies infringing the copyright in
one or more motion pictures or other audiovisual works; or
(C) is a second or subsequent offense under either of subsection (b)(1)
or (b)(2) of this section, where a prior offense involved a sound recording,
or a motion picture or other audiovisual work;
(2) shall be fined not more than $250,000 or imprisoned for not more than two years, or
both, if the offense-
(A) involves the reproduction or distribution, during any one-hundred-and-
eighty-day period, of more than one hundred but less than one thousand
phonorecords or copies infringing the copyright in one or more sound recordings,
or
(B) involves the reproduction or distribution, during any one-hundred-and-
eighty-day period, of more than seven but less than sixty-five copies
infringing the copyright in one or more motion pictures or other audiovisual
works; and
(3) shall be fined not more than $25,000 or imprisoned for not more than one year, or
both, in any other case.)

(b) Any person who commits an offense under subsection (a) of this section-

(1) shall be imprisoned not more than 5 years, or fined in the amount set

forth in this title, or both, if the offense consists of the reproduction or distribution, during
any 180-day period, of at least 10 copies or phonorecords, of 1 or more coyrighted works,
with a retail value of more than $2,500;

(2) shall be imprisoned not more than 10 years, or fined in the amount set forth in this
title, or both, if the offense is a second or subsequent offense under paragraph (1); and

(3) shall be imprisoned not more than 1 year, or fined in the amount set forth in this title,
or both, in any other case.

(c) As used in this section-

(1) the terms ("sound recording", "motion picture", "audiovisual work", "phonorecord”,)
"phonorecord" and "copies" have, respectively, the meanings set forth in section 101
(relating to definitions) of title 17; and

(2) the terms "reproduction” and "distribution" refer to the exclusive rights of a copyright
owner under clauses (1) and (3) respectively of section 106 (relating to exclusive rights in

copyrighted works), as limited by sections 107 through (118,) 120, of title 17.

FN1 S Rept. No. 102-268, 102d Cong., 2d Sess.

FN2 Act of January 6, 1897, 54th Cong., 2d Sess., 29 Stat. 481.
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FN3 Tt m provision also imposed liability on those who "knowingly and
wiilfully” aided and abetted criminal infringement.

FN4 The 1976 act dropped the aiding and abetting provision of the former law,
however

NS For sound recordings, criminal infringement would lie for violation of
the reproduction, derivative, or distribution rights. For motion pictures,
criminal infringement would lie for infringement of the reproduction,

distribution, or public performance rights. 17 U.S.C. § 506(a)(1978).
FN6 Act of May 24, 1982, P.L. 97-180, 97th Cong,, 2d Sess., 96 Stat. 91.

FN7 Section 2319 of title 18 currently reads:
(a) Whoever violates section 506(a) (relating to criminal offenses) of
title 17 shall be punished as provided in subsection (b) of this section and
such penalties shall be in addition to any other provision of title 17 or any
other law.
(b)Y Any person who commits an offense under subsection (a) of this section-
(1) shall be fined not more than $250,000 or imprisoned for not more than 5
both, if the offense-
{A) involves the reproduction or distribution, during any 180-day pericd, of at
least 1,000 phonorecords or copies infringing the copyright in one or more sound
recordings;
(B) involves the reproduction or distribution, during any 180-day period, of at
least 65 copies infringing the copyright in one or more motion pictures or other
audiovisual works; or
(C) is a second or subsequent offense under either of subsection (b)(1) or (b)(2) of
this section, where a prior offense involved a sound recording, or a motion picture
or other audiovisual work;
2} shall be fined not more than $250,000 or imprisoned for not more than 2 years, or
L;Qu;, if the offense-
(A) involves the reproduction or distribution, during any 180-day period, of more
than 100 but less than 1,000 phonorecords or copies infringing the copyright in
one or more sound recordings, or
(B) involves the reproduction or distribution, during any 180-day period, of more
than 7 but less than 65 copies infringing the copyright in one or more motion
pictures or other audiovisual works; and
(3) shall be fined not more than $25,000 or imprisoned for not more than 1 year, or both,
in any other case.
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S. 893 as passed by the Senate provided for:

of not more than $250,000 or imprisonment for not more than 5 years or both
80-day period, at least 50 copies infringing the copyright in one cr more computer
éaa ed or distributed,
not more than $250,000 or imprisonment for not more than 2 years or both
80-dav period, more than 10 but less than 50 copies infringing the copyright in one
or more computer pmg rams are reproduced or distributed.

(3) A second or subsequent offender under either (1) or (2) will be punished under (1)

FNO United States v Larracuente, 952 F.2d 673, 673 (2d Cir. 1992); United States v. Cross, 816
17, 3 th Cir 1987); United States v. O'Reilly, 230 USPQ 475 (11th Cir. 1986,

Q7 3
I, 3

| RA S A

FN10 17 U.S.C S 506(a)(1978).

FN11 As under current law, the felony penalties are only for violations of the reproduction or
distribution right: infringement of the right to prepare derivative works, the right to publicly
perform a copyrighted work, or the right to publicly display a copyrighted work is subject only to
a misdemeanor penalty

FN12 This one hundred and eighty day provision was added as an amendment by Mr. Campbeli,
and conforms to the current provisions in section 2319 of title 18, United States Code.

,283 U.S 191, 198 (1931).

FN14 See e.g., United States v. Cross, 816 F.2d 297, 300 (7th Cir. 1987) (defendant must have
engaged in the in;nngmg conuuut with knowledge that his or her activity was prohibited by law.
For decisions under the 1909 Act, see United States v. Backer, 134 F.2d 533 (2d Cir 1943}, an
United States v. Taxe, 540 F.2d 961 (Sth Cir. 1976), cert denied, 429 U.S. 1040 (1977) In
Backer, the Second Circuit found liability where the defendant, although without actual notice
from the copyright owner, unlawfully issued instructions to make copies resembling the
copyrighted work "as closely as they might without 'copyright trouble," indicating that the
defendant was aware of the legal prohibition against infringement. In Taxe, the 9th Circuit
affirmed a jury instruction that advice of counsel is "no defense" but should be considered in
whether the defendant's action was "willful."”

FN15 This legisiation should not be construed by the courts as expressing Congressional intent on
the question of whether reverse engineering is or is not a civil violation of copyright law. S. 893 is
an amendment the criminal copyright law provisions, and assumes that a prima facie case of
infringement has been proven. The elements of the civil offense of infringement are left to

the developing jurisprudence in the area.

FN16 See United States v. Larracuente, 952 F.2d 672, 673 -674 (2d Cir. 1992) ("If the accused
infringer has been licensed by a licensee of the copyright owner, that is a matter of affirmative
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defense").
FN17 See 18 U.S.C. S 3571(b) (fines for individuals); id., S 3571(c) (fines for organizations).

FN18 This 180 day period does not change the 3 year statute of limitations period set forth in
section 507(a).

FN19 See generally, United States v. Larracuente, 952 F.2d 672, 674 (2d Cir.1992) (holding that
trial court was correct in applying the Sentencing Commission's guidelines "to the normal retail
price, rather than the lower bootleg price paid by those who presumably are aware that the prices
they are buying are not legitimate," but noting possible exceptions).

FNT An estimate of S. 893 as ordered reported by the House Committee on the Judiciary on
September 30, 1992. This estimate was transmitted by the Congressional Budget Office on
October 2, 1992,

H.R. REP. 102-997, HR. Rep. No. 997, 102ND Cong., 2ND Sess. 1992,

1992 U S.C.C.AN. 3569,
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APPENDIX O: LEGISLATIVE HISTORY - ECONOMIC ESPIONAGE ACT OF
1996

Congressional Record --- Senate
Proceedings and Debates of the 104th Congress, Second Session
Wednesday, October 2, 1996

*$12201 ECONOMIC ESPIONAGE ACT OF 1996

Mr. NICKLES.

Mr. President, { ask the Chair to lay before the Senate a message from the House of
Representatives on (H.R. 3723) the bill to amend title 18, United States Code, to protect
proprietary economic information, and for other purposes.

The PRESIDING OFFICER laid before the Senate the following message from the
House of Representatives:

Resolved, That the House agree to the amendment of the Senate to the bill (H.R. 3723)
entitled "An Act to amend title 18, United States Code, to protect proprietary economic
information, and for other purposes”, with the following House amendment to senate
amendment:

In lieu of the matter proposed to be inserted by the Senate amendment to the text of the
bill, insert:

SECTION 1. SHORT TITLE.
This Act may be cited as the "Economic Espionage Act of 1996".

TITLE I-PROTECTION OF TRADE SECRETS
SEC. 101. PROTECTION OF TRADE SECRETS.

(a) IN GENERAL -Title 18, United States Code, is amended by inserting after chapter 89
the following:

"CHAPTER 90-PROTECTION OF TRADE SECRETS

"Sec.

“1831. Economic espionage.

"1832. Theft of trade secrets.

"1833. Exceptions to prohibitions.

"1834. Criminal forfeiture.

"1835. Orders to preserve confidentiality.
"1836. Civil proceedings to enjoin violations.
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onduct cuiside the United States.
. struction with other la
39 Definitions

~ Bconomic espionage

IN GENERAL -Whoever, intending or knowing that the offense will benefit any foreign
government. foreign instrumentality, or foreign agent, knowingly-

(1) ﬁea}ﬁ or without authorization appropriates, takes, carries away, or conceals, or t
'ﬂ‘du , artifice, or deception obtains a trade secret;

o
ot

"(2) without authorization copies, duplicates, sketches, draws, photographs, downloads,
upzoada, alters, destroys, photocopies, replicates, transmits, delivers, sends, mails
communicates, or conveys a trade secret,

"(3) receives, buys, or possesses a trade secret, knowing the same to have been stolen or
appro mlatea, obtained, or converted without authorization;

"(4) attempts to commit any offense described in any of paragraphs (1) through (3): or

one or more other persons to commit any offense described 1
077 ) through (4), and one or more of such persons do any act to effec
object e{ihe 'amauau; sha , except as provided in subsection (b), be fined not
than $500,000 or imprisoned not more than 15 years, or both.

"(h) ORGANIZATIONS -Any organization that commits any offense described 1n subse
shali be fined not more than $10,000,000.

"$18232 Thefl of trade secrets

“{a) Whoever, with intent to convert a trade secret, that is related to or included in a product
is produced for or placed in interstate or foreign commerce, to the economic berefit of anyone
other than the owner thereof, and intending or knowing that the offense will, injure any owner
that trade secret, knowingly-

"(1} steals, or without authorization appropriates, takes, carries away, or conceals, or by
fraud, artifice, or deception obtains such information;

"(2) without authorization copies, duplicates, sketches, draws, photographs, downicads,

uploads, alters, destroys, photocopies, replicates, transmits, delivers, sends, mails,
communicates, or conveys such information;
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) receives, buys, or possesses such information, knowing the same
or agr}mﬂr!ated obtained, or converted without authornization,

} attempts to commit any offense described m paragraphs (1) , ot
conspires with one or more other persons to commit any offense described i

,aras,ra“h s (1) through (3), and one or more of such persons do any act to %:fﬂ:s;t the
obyect of the conspiracy,

his tit!

shall, except as provided in subsection (b}, be fined under this tit
i not more than 10 years, or both.

or

Any organization that commits any offense described ir
morg than 5,000,000,

~ Exceptions to prohibitions
"This chapter does not prohibit-

(1) any otherwise lawful actmty conducted by a governmental entity of the United
States, a State, or a political subdivision of a State; or

efmrfm of a suspected violation of law to any governmen
ates, a State, or a political subdivision of a State, if sucl
» with respect to that violation.

1. Crimanal forfeiture

“(a) The court, in imposing sentence on a person for a violation of this chapter, shail order, i
I Caé

addition to any other sentence imposed, that the person forfeit to the United Stat

W

any ope*tv constituting, or derived from, any proceeds the person obt
ly or indirectly, as the result of such violation; and

"(2) any of the person's property used, or intended to be used, in any manner or
commit or facilitate the commission of such violation, if the court in its discretion
determines, taking into consideration the nature, scope, and prapoﬁmnaﬁzy of the u
the property in the offense.

"(b) Property subject to forfeiture under this section, any seizure and disposition th

administrative or judicial proceeding in relation thereto, shall be governed by section 413
Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853), exc
subsections (d) and (j) of such section, which shall not apply to forfeitures under this
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"§ 1835 Orders to preserve confidentiality

"In any prosecution or other proceeding under this chapter, the court shall enter such
orders and take such other action as may be necessary and appropriate to preserve the
confidentiality of trade secrets, consistent with the requirements of the Federal Rules of Criminal
and Civil Procedure, the Federal Rules of Evidence, and all other applicable laws. An
interlocutory appeal by the United States shall lie from a decision or order of a district
court authorizing or directing the disclosure of any trade secret.

"§ 1836. Civil proceedings to enjoin violations

"{(a) The Attorney General may, in a civil action, obtain appropriate injunctive relief against any
violation of this section.

"{(b) The district courts of the Umited States shall have exclusive original jurisdiction of civil
actions under this subsection.

“§ 1837. Applicability to conduct outside the United States
"This chapter also applies to conduct occurring outside the United States if-
"(1) the offender is a natural person who is a citizen or permanent resident alien of the
United States, or an organization organized under the laws of the United States or a State

or political subdivision thereof, or

*§$12202 "(2) an act in furtherance of the otfense was committed in the
United States.

"4 1838, Construction with other laws

“This chapter shall not be construed to preempt or displace any other remedies, whether
civil or criminal, provided by United States Federal, State, commonwealth, possession, or
territory law for the misappropriation of a trade secret, or to affect the otherwise lawful

disclosure of information by any Government employee under section 552 of title 5 (commonly
known as the Freedom of Information Act).

“§ 1839. Definitions

"As used in this chapter-
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"(1) the term 'foreign instrumentality' means any agency, bureau, ministry, component,
institution, association, or any legal, commercial, or business organization, corporation,
firm, or entity that is substantially owned, controlled, sponsored, commanded, managed,
or dominated by a foreign government;

"(2) the term 'foreign agent' means any officer, employee, proxy, servant, delegate, or
representative of a foreign government;

"(3) the term 'trade secret' means all forms and types of financial, business, scientific,
technical, economic, or engineering information, including patterns, plans, compilations,
program devices, formulas, designs, prototypes, methods, techniques, processes,

procedures, programs, or codes, whether tangible or intangible, and whether or how stored,

compiled, or memorialized physically, electronically, graphically,  photographically, or in
writing if-

"(A) the owner thereof has taken reasonable measures to keep such information
secret;, and

"(B) the information derives independent economic value, actual or potential,
from not being generally known to, and not being readily ascertainable through
proper means by, the public; and

"(4) the term 'owner', with respect to a trade secret, means the person or entity in whom
or in which rightful legal or equitable title to, or license in, the trade secret is reposed."”.

(b) CLERICAL AMENDMENT -The table of chapters at the beginning part 1 of title 18, United
States Code, is amended by inserting after the item relating to chapter 89 the following:

(c) REPORTS.-Not later than 2 years and 4 years after the date of the enactment of this Act, the

Attorney General shall report to Congress on the amounts received and distributed from fines for

offenses under this chapter deposited in the Crime Victims Fund established by section 1402 of
the Victims of Crime Act of 1984 (42 U.S.C. 10601).

"90. Protection of trade secretsi831

Mr. SPECTER.

Mr. President, I am pleased that the Senate is acting today to pass the Economic
Espionage Act of 1996, legislation Senator KOHL and I introduced earlier this year to combat
economic espionage. This bill addresses an issue of critical importance to our Nation's economic
well-being. It is a testament to the importance of the issue that we are able to act in a bipartisan
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HATCH, and his staff, especially Paul Larkin and Pat Murphy, for their valuable contributions to
this legislation. I would also be remiss if I did not also thank Chairman MCCOLLUM of the
House Crime Subcommittee, and Representative SCHUMER, ranking member of that
Subcommittee, and their staff, Glenn Schmitt and Bill McGeveran, for their

hard work. Finally, we worked closely with the Justice Department and the Federal Bureau of
Investigation in developing this legislation, and I want to thank Alan Hoffman of the Justice
Department and Pat Kelly of the FBI for their hard work on this bill.

*S12211

Mr. KOHL.

Mr. President, today, we pass the Economic Espionage Act, which is based upon
legislation drafted by Senator SPECTER and me and, on the House side, by Representatives
MCCOLLUM and SCHUMER. In a Congress marked by so much partisanship, this legislation
marks a significant bipartisan accomplishment. With this new law, we penalize the theft of vital
economic information.

Since the end of the cold war, our old enemies and our traditional allies have been shifting
the focus of their spy apparatus. Alarmingly, the new target of foreign espionage is our industrial
base. But for too many years, we were complacent and did not heed these warnings. And we left
ourselves vulnerable to the ruthless plundering of our country's vital information. We did not
address this new form of espionage-a version of spying as dangerous to our national
well-being as any form of classic espionage. Today, that complacency ends.

Mr. President, this legislation is crucial. Most Americans probably do not realize that
anyone with the wherewithal to do it can walk out of a company with a computer disk full of its
most important manufacturing information and sell that information to the highest bidder with
virtual impunity-and no criminal penalties.

This problem is even worse when foreign governments have specifically focussed on
American companies in order to steal information from them. American companies are not
prepared or equipped to fight off this kind of systematic targeting.

The executive vice president of Corning, James Riesbeck, has said that:

It is important to understand that State-sponsored industrial espionage is occurring in the
international business community. It is very difficult for an individual corporation to counteract
this activity. The resources of any corporation are no match for industrial espionage that is
sanctioned and supported by foreign governments.

A report of the National Counterintelligence Center <NCIC> in 1995 indicated
that biotechnology, aerospace, telecommunications, computer software, transportation, advanced
materials, energy research, defense, and semiconductor companies are all top targets for foreign
economic espionage. These sectors are aggressively targeted according to the report. That report
identified 20 different methods used to conduct industrial espionage. The traditional methods
include recruiting an agent and then inserting the agent into the target company, or breaking into
an office to take equipment and information. According to the report, computer intrusions,
telecommunications targeting and intercept, and private-sector encryption weaknesses account
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for the largest portion of economic and *$12212 industrial information lost by U.S.
corporations.

But even as American companies are attempting to respond to foreign espionage, they
also have to address theft by insiders. A survey by the American Society for Industrial Security
<ASIS> of 325 companies in 1995 found that almost half of them had experienced trade secret
theft of some sort during the previous 2 years. They also reported a 323-percent increase in the
number of incidents of intellectual property loss. A 1988 National Institute of Justice study of
{rade secret theft in high-technology industries found that 48 percent of 150 research and
development companies surveyed had been the victims of trade secrets theft. Almost half of the
time the target was research and development data while 38 percent of the time the target was
new technology. Forty percent of the victims found out about the theft from their competitors.

Norman Augustine, the president of Lockheed Martin Corp., told us at our February
hearings that a recent survey of aerospace companies revealed that 100 percent of them believe
that a competitor, either domestic or international, has used intelligence techniques against them.

And, Mr. President, make no mistake about it, economic espionage costs our country
dearly. In 1992, when a representative of IBM testified at a House hearing on this issue, he told
us that economic espionage had cost his company billions of dollars. The NCIC report concluded
that industry victims have reported the loss of hundreds of millions of dollars, lost jobs, and lost
market share. The ASIS survey concluded that the potential losses could total
363 billion a year.

Because of the gap in our laws, Senator SPECTER and I introduced two companion
measures that became the Economic Espionage Act earlier this year. This legislation will be used
to go after the foreign intelligence services that take aim at American companies and at the
people who walk out of businesses with millions of dollars worth of information.

I will only briefly explain what we have done here because the managers' statement and
the House and Senate committee reports fully and completely describe this act. This legislation
makes it illegal to steal trade secrets from companies. It enhances the penalties when the theft is
at the behest of a foreign government. With the help of Senator HATCH and Representatives
MCCOLLUM and SCHUMER, we have carefully drafted these measures to ensure that they can
only be used in flagrant and egregious cases of information theft. Moreover, trade secrets are
carefully defined so that the general knowledge and experience that a person gains from working
at a job is not covered.

Mr. President, we do not want this law used to stifle the free flow of information or of
people from job to job. But we built in a number of safeguards to prevent exactly these problems.
They are elaborated on in the managers' statement and our committee reports.

Mr. President, I ask unanimous consent that a copy of the managers' statement be printed
in the RECORD. It reflects our understanding on this measure.

There being no objection, the managers' statement was ordered to be printed in the
RECORD, as follows:

MANAGERS' STATEMENT FOR H.R. 3723, THE ECONOMIC ESPIONAGE BILL

This legislation is based upon two bills, S. 1556, "The Industrial Espionage Act of 1996,"
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"The Economic Security Act of 1996," which were introduced by Senators

L Th ?ﬁ;’iﬂ&gfﬁf%g S atement is intended to clanfy portions of the legisiation
t the Commuttee reports already issued on these two measures. [t also explains
nd Senate version of J}e legislation were reconciled.

DIFFERENCE BETWEEN SECTIONS 1831 AND 1832

legisiation includes a provision penalizing the theft trade secrets (Sec. 1832) and a

wmnd provision penalizing that theft when it is done to benefit a foreign govemment

umentality, or agent {Sec. 1831). The principle purpose of this second (foreign government)

on 1s not to punish conventional commercial theft and misappropriation of trade secrets

overed by the first provision). Thus, to make out an offense under the economic

ge section, the prosecution must show in each instance that the perpetrator intended to or

L hiis or her actions would aid a foreign government, instrumentality, or agent.

ement agencies should administer this section with its principle purpose in mind and

€ d not dpp }; section 183 E to ff)'“eigr‘ corperations wheﬁ there is no evidence of

»uhr concern 1s borne out 1 our unuerstdndmg of the defimtion of "foreign
wimh indicates that a foreign organization must be "substantially owned,
ed, commanded, managed, or dominated by a foreign government or
of. " Although the term "substantially” is not specifically defined, it is a relati
wotes less than total or complete ownership, control, sponsorship, command,
r domination. Substantial in this context, means material or significant, not
uous. We do not mean for the test of substantial control to be mechanistic or
hematical. The simple fact that the majority of the stock of a company is owned by a foreign
government will not suftice under this defimition, nor for that matter will the fact that a foreign
government only owns 10 percent of a company exempt it from scrutiny. Rather the pertinent
mquiry is whether the activities of the company are, from a practical and substantive standpoint,
foreign government directed.
To make out a case under these two provisions (sections 1831 and 1832), the prosecution

would have to show that the accused knew or had reason to know that a trade secret haa been

len or appropriated without authorization. This threshold separates conduct that 1s crimi
from that which is innocent. Thus, for example, these sections would not give rise to a
;;iﬁmqecutieﬁ for legitimate economic collection or reporting by personnel of foreign governments
international financial institutions, such as the World Bank, because such legitimate collection
Pp@ﬁmg would not include the collection or reporting of trade secrets that had been stolen,
priated or converted without authorization.

WITHOUT AUTHORIZATION

Several federal statutes already include the requirement that information be taken
hout authorization." The most notable is 18 U.S.C. 51030, which is amended in this measurs
by the National Information Infrastructure Protection Act introduced by Senators Leahy, Kyl a

W‘

[

na
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measure involves information "whether or how stored.” But the principle remains the same:
authorization is the permission, approval, consent, or sanction of the owner.

PARALLEL DEVELOPMENT NOT COVERED

it is important to note that a person who develops a trade secret 1s not given an absolute
monopoly on the mformation or data that comprises a trade secret. For example, if a company
discovers that a particular manufacturing process must be conducted at a certain ambient
temperature and that a more than 10 percent deviation from that temperature wiil compromise
he process, that company does not have the exclusive right to manufacture the product at the
key temperature (assuming that this is not otherwise patented or protected by law). Other
companies can and must have the ability to determine the elements of a trade secret through their
own inventiveness, creativity and hard work. As the Supreme Court noted in Kewanee Oil Co. v.
Bicron Corp., 416 U.S. 470 (1974): " If something is to be discovered at all very likely it will be
discovered by more than one person. . . . Even were an inventor to keep his discovery completely
to himself, something that neither the patent nor trade secret laws forbid, there is a high
probability that it will be soon independently developed. If the invention, though still a trade
secret, is put into public use, the competition is alerted to the existence of the inventor's solution
to the problem and may be encouraged to make an extra effort to independently find the solution
this known to be possible " Id. at 490-91.

This legislation does not in any way prohibit companies, manufacturers, or inventors from
using their skills, knowledge and experience to solve a problem or invent a product that they
know someone else is also working on. Thus, parallel development of a trade secret cannot and
should not constitute a violation of this statute. This includes the situation in which an
individual inventor, unsolicited, sends his or her material to a manufacturer even as the company
itself is in the midst of its own parallel development. In the first place, this wholesale disclosure of
material likely breaches the requirement that a trade secret owner take reasonable measures to
protect the information's confidentiality. But more importantly, many companies regularly
recetve such ideas and inventions and do not use them. Some of these unsolicited ideas and
inventions may overlap with work being done within the company already. Both the individual
inventor and the company are conducting parallel work, pursuing the same line of inquiry.
Neither can be subject to penalty under this law.

REVERSE ENGINEERING

Some people have asked how this legislation might affect reverse engineering. Reverse
engineering is a broad term that encompasses a variety of actions. The important thing is to
focus on whether the accused has committed one of the prohibited acts of *S12213 this statute
rather than whether he or she has "reverse engineered.” If someone has lawfully gained access to
atrade secret and can replicate it without violating copyright, patent or this law, then that form
of "reverse engineering" should be fine. For example, if a person can drink Coca-Cola and,
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because he happens to have highly refined taste buds, can figure out what the formula is, then this
legislation cannot be used against him. Likewise, if a person can look at a product and, by using
their own general skills and expertise, dissect the necessary attributes of the product, then that
person should be free from any threat of prosecution.

DEFINITION OF TRADE SECRETS

Unlike patented material, something does not have to be novel or inventive, in the patent
law sense, in order to be a trade secret. Of course, often it will be because an owner will have a
patented invention that he or she has chosen to maintain the material as a trade secret rather than
reveal it through the patent process. Even if the material is not novel in the patent law sense,
some form of novelty is probably inevitable since "that which does not possess novelty is usually
known, secrecy, in the context of trade secrets implies at least minimal novelty." Kewanee Oil
Co., 416 U5 at 476. While we do not strictly impose a novelty or inventiveness requirement in
order for material to be considered a trade secret, looking at the novelty or uniqueness of a piece
of information or knowledge should inform courts in determining whether something is a matter
of general knowledge, skill or experience.

Although we do not require novelty or inventiveness, the definition of a trade secret
includes the provision that an owner have taken reasonable measures under the circumstances to
keep the information confidential. We do not with this definition impose any requirements on
companies or owners. Each owner must assess the value of the material it seeks to protect, the
extent of a threat of theft, and the ease of theft in determining how extensive their protective
measures should be. We anticipate that what constitutes reasonable measures in one particular
field of knowledge or industry may vary significantly from what is reasonable in another field or
industry. However, some common sense measures are likely to be common across the board. For
example, it is only natural that an owner would restrict access to a trade secret to the people who
actually need to use the information. It is only natural also that an owner clearly indicate in some
form or another that the information is proprietary. However, owners need not take heroic or
extreme measures in order for their efforts to be reasonable.

GENERAL KNOWLEDGE NOT COVERED BY DEFINITION OF TRADE SECRETS

in the course of reconciling the Senate and House versions of this legisiation, we
eliminated the portion of the definition of trade secret that indicated that general knowledge,
skills and experience were not included in the meaning of that term. Its elimination from the
statutory language does not mean that general knowledge can be a trade secret. Rather, we
believed that the definition of trade secrets in itself cannot include general knowledge. Thus,
it was unnecessary and redundant to both define what does and what does not constitute a trade
secret.

Our reason initially for putting the exception in was to state are clearly as possible that
this legislation does not apply to innocent innovators or to individuals who seek to capitalize on
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their lawfully developed knowledge skill or abilities. Employees, for example, who change
emplovers or start their own companies should be able to apply their talents without fear of
prosecution because two safeguards against overreaching are built into the law.

First, protection is provided by the definition of "trade secret” itself. The defimtion
requires that an owner take objectively reasonable, proactive measures, under the circumstances,
to protect the information. If, consequently, an owner fails to sateguard his or her trade secret,
then no one could be rightfully accused of misappropriating it. Most owners do take
reasonable measures to protect their trade secrets, thereby placing employees and others on clear
notice of the discreet, proprietary nature of the information.

In addition, a prosecution under this statute must establish a particular piece Uf
information that a person has stolen or misappropriated. It is not enough to say that a person ha
accumulated experience and knowledge during the course of his or her employ. Nor cana person
be prosecuted on the basis of an assertion that he or she was merely exposed to a trade secret
while employed. A prosecution that attempts to tie skill and experience to a particular trade
secret should not succeed unless it can show that the particular material was stolen or
misappropriated. Thus, the government cannot prosecute an individual for taking advantage of
the general knowledge and skills or experience that he or she obtains or comes by during h
tenure with a company. Allowing such prosecutions to go forward and allowing the risk of suc
charges to be brought would unduly endanger legitimate and desirable economic behavior.

As the Pennsylvania Supreme Court noted in Spring Steels v. Molloy, 400 Pa.

354, 363 (1960):

"It is not a phenomenal thing in American business life to see an employee, after a long
period of service, leave his employment and start a business of his own or in association with
others. And it is inevitable in such a situation, where the former employee has dealt with
customers on a personal basis that some of those customers will want to continue to deal with
him in < that> new association. This is . . . natural, logical and part of human fellowship . . "

This legislation does not cnmmaiize or in any way hamper these natural incidents of
employment. The free and unfettered flow of individuals from one job to another, the abilitv of 2
person to start a new business based upon his or her experience and expertise, should not be
injured or chilled in any way by this legislation. Individuals must have the opportunity to take

advantage of their talents and seeks and accepts other employments that enables them to profit
from their abilities and experience. And companies must have the opportunity to employ these
people. This measure attempts to safeguard an individual's career mobility and at the same time
to preserve the trade secrets that underpin the economic viability of the very company that v
offer a person a new job.

The second safeguard is provided by the bill's use of the term "knowingly."” For a persc
to be prosecuted, the person must know or have a firm belief that the information he or she i3
taking is in fact proprietary. Under theft statutes dealing with tangible property, normally, the
thief knows that the object he has stolen is indeed a piece of property that he has no lawtul nignt
to convert for his personal use. The same principle applies to this measure-for someone 1o “c
convicted under this statute he must be aware or substantially certain that he is misappropriaty
a trade secret (although a defense should succeed if it is proven that he actually believed that
information was not proprietary after taking reasonable steps to warrant such belief). A person

s

+
¥ i
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takes a trade secret because of ignorance, mistake or accident cannot |
gtcu under the Act.

T'his requirement should not prove a great barrier to legitimate and warranted
SeCutions. Most companies go to considerable pains to protect their trz '
i proprietary; security measures put in place; and employees often sign confid

190 COnnig

MAINTAINING CONFIDENTIALITY

We have been deeply concerned about the efforts taken by ¢ ourts tc
confidentiality of a trade secret. It is important that in the early stages of a pros
whether material is a trade secret not be litigated. Rather, courts should, +
orders, always assume that the material at issue is in fact a trade secret

VICTIM COMPENSATION

We are also concerned that victims of economic espionage receive compensation for their
tosses. This legislation incorporates through reference existing iaw to provide procedures to be
used in the detention, seizure, forfeiture, and ultimate disposition of property ‘megz{m under the

ection. Under these procedures, the Attorney General is authorized to grant pet
mitigation or remission of forfeiture and for the restoration of forfeite:
an offense. The Attorney General may also take any other necessa
the rights of innocent people in the interest of justice In practice, un
victims are afforded priority in the disposition of forfeited property since
Department of Justice to provide restitution to the victims of crlm!nd af
do so by the law. Procedures for victims to obtain restitution may be found at Sex
28, Code of Federal Regulations.

In addition to requesting redress from the Attorney General, any person-including a
victim-asserting an interest in property ordered forfeited may petition for a judicial hearings to
adiudicate the validity of the alleged interest and to revise the order of forferiure. Additionally,
forfeitures are subject to a requirement of proportionality under the Eighth Amendment; that
15, the value of the property forfeited must not be excessively disproportionate to the cnimes 1
guest;on.

Finally, we have required that the Attorney General report back to us on victim restitution
two and four years after the enactment of this legislation. We have heard from seme companies
that they only rarely obtain restitution awards despite their eligibtlity. We wish to carefully

10nitor restitution to ensure that the current system is working well and make anv
may be necessary.

T
£

v of the
nermitied to
9 of Title

changes that

FINES PROVISION

In the original Senate version of this measure, we included a provision aliowing courts to
impose fines of up to twice the value of the trade secret that was stolen. This specific provision
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was unnecessary in light of 18 U.S.C. s3571(d). We have not used the
fe un jé;; 18 U.S.C. s3571(e). We, therefore, fully expect that

specific & {;;

courts will
twice the

ng from the theft of trade secrets and that courts will opt for ¢ the

inder 18 U.S.C. s3571(d) or the fines provisions of this statute.
*$12214 DEPARTMENT OF JUSTICE OVERSIGHT

The Senate version of this measure included a requirement that all prosecutions brought

‘ the prior approval of the Attorney General, the Deputy Attorney
he D Fﬁafﬁmm of Justice's Criminal Division. That provision was
he House returned to us. We have not reinserted 1t based on the
Ljs;ﬂce The Department of Justice will insert a requrm‘aeﬂ‘*

at prosecutions continue to be approved and strictly supervised
ﬂe% mted States Attorney. The Attorney General has written a letie
1 we will insert into the record. We expect to review all cases brought
vears 1o ensure that the requirement is being enforced and to determiie

3t nee
iLOiT Neg \}V

ise in support of H.R. 3723, the Economic Espionage Act @é’?
appropriation and conversion of " proprietary econom
" 3 Federal felony. It is an important bill to all of Federal law enforcemem and
 colleagues to support it. In today's technology revolution, the Congress has
¢ op meaningful legislation that has real teeth to stop a burgeoning
. Such ﬁmerpn% targets the cutting edge research and development of our
Nation's industries. nften on behalf of a competitor or foreign state. Until now, there has been no
‘“ncanm >t dmerrm‘i to such activity. Victims were often forced to resort to State civil re: wciies
3 Qnﬁdent that all of my colleagues will agree that H.R. 3723, a bill
undergone minor House modification, is a strong and meaning
ring engaging in economic espionage.
fn 1“ ;he bill ongmaﬁv passed by the Senate but deiefed fr{;ﬂ‘ "im

' g

3G
1

criminal enie

i‘bi’l-

ed to the Senate by the House deleted this requirement. It was my
] nent to this bill, reinserting the prior authorization requirement. Afies
numerous discussions w;ih administration and industry officials, a compromise has been reached
which will allow this bill to be passed by the full Senate as approved by the House.

We have a letter from the Attorney General which memorializes an agreement we have
made concerning this prior authorization requirement.

This ¢ agreement pro wides that the Department of Justice shall implement regulations t
require that an indictment can be pursued under this legislation only upon the express prior
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approval of the Attorney General, Deputy Attorney General, or Assistant Attorney
seneral-Criminal Division. This agreement shall remain in effect for a period of 5 years from

enag t ent. During that timeframe, the Attorney General will be required to report to the Senate

use Judiciary Committees, any prosecutions carried out under this bill which did not receive

r authorization. It shall aiso subject the U.S. Attorney or Justice Department official

ing such prosecution, to appropriate disciplinary sanctions.

I am confident that the Department of Justice will act in good faith and carry out its

I would like to mention three other provisions included 1n this bill. The first, included as a
r amendment by myself and Senator KOHL, authonizes $100 million in grants to the Boys
i (irls Clubs of America to establish clubs in public housing and other distressed areas across
untry The Boys and Girls Clubs have an outstanding track record of reducing crime and
drug use in the communities they serve, and this legislation will help them extend their
reach into the commumties that need them most.
Second, I am pleased that this bill included another amendment I offered during Senate
consideration, transferring to the Attorney General custody of certain Federal inmates
alized at St Elizabeth's hospital. This provision will ensure that these persons, hospitalized
, se of not guilty by reason on insanity verdicts in Federal courts, receive appropriate care in
safe, secure facilities.
Finally, [ would like to note that this legisiation includes an amended version of technical
ions legislation to fix errors that have, over time, crept into the Federal criminal code. T*f;a
wed integn't of the criminal laws ae;?ﬁh on magmg these corrections from time to tirr

? or these reasons, I 5trm§)§v urge aii Of my cellea;ues to fully support HR 3723,

1 ask unanimous consent that the letter I referenced earlier from the Attorney General be
printed in the RECORD.

There being no objection, the letter was ordered to be printed in the RECORD, as
follows

DEPARTMENT OF JUSTICE,

OFFICE OF THE ATTORNEY GENERAL,
Washington, DC, October 1, 15696.

Hon. ORRIN G. HATCH,

Chairman, Committee on the Judiciary,

U.S. Senate, Washington, DC.

DEAR CHAIRMAN HATCH: Thank you for your support of the Economic Espionage
Act of 1996 ("Act"). The need for this law cannot be understated as it will close significant gaps
in federal law, thereby protecting proprietary economic information and the health and
competitiveness of the American economy.

The Department shares your concerns that the legislation be implemented in accordance
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with the intent of Congress and therefore will require, for a period of five years after
implementation of the Act, that the United States may not file a charge under Chapter 90, or use
a violation of Chapter 90 as a predicate offense under any other law, without the personal
approval of the Attorney General, the Deputy attorney General, or the Assistant Attorney
General for the Criminal Division (or the acting official in each of these positions if a
position is filled by the Acting official). This requirement will be implemented by published
regulation.

Violations of such regulations will be appropriately sanctionable. Any such violations will
be reported by the Attorney General to the Senate and House Judiciary Committees.

Once again, thank you for your leadership in this critical area.
Sincerely,

JANET RENO.
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